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The course is developed (and compiled) jointly by ESI Center (Eastern Europe) and 
CMU from the main lines and materials for SEMP, in partnership with SEI/CMU.

It introduces students to process improvement as a main factor for the quality of 
products and services.

Based on process-oriented models - CMMI, the “industrial” standard developed by 
SEI/CMU, project management (PMI/PM BOK), personal/team management 
(PSP/TSP BOK), strategic planning (Balanced ScoreCards), information security. 

Augmented by modern methods and techniques – Agile CMMI, Six Sigma, etc. 
Mapping between main industrial models and standards. Implementation. 
Models for quality improvement in small settings and SMEs. Business aspects –
cost of quality, what is “the right model for my company”, why invest in PI, 
what is the return, who can help.

SEMP: SOFTWARE ENGINEERING MANAGEMENT PROGRAM

http://SEMP.esicenter.bg

http://semp.esicenter.bg/
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Notices

General disclaimer (European Software Institute – Center Eastern Europe, ESI CEE)
www.esicenter.bg

STATEMENT FOR LIMITED USE OF TRAINING AND PRESENTATION MATERIALS

All training and presentation materials by ESI CEE (or under a license of a third party), in a printed or 
electronic form, are intended for attendee’s personal use or for limited internal use for their 
organization awareness and educational purposes. Neither the training attendee, nor their organization 
shall use all or part of these materials for commercial purposes.

These materials SHALL NOT be reproduced or used in any other manner without obtaining a formal 
permission from ESI CEE at office@esicenter.bg.

All, or part of the materials, might be a subject to additional restrictions or copyrights, as duly 
indicated, and shall be respected. 

---

For all materials Copyrighted by SEI (Software Engineering Institute, Carnegie Mellon 
University, USA), SEI-CERT: © 2009-2012 Carnegie Mellon University

“This material is distributed by the Software Engineering Institute (SEI) only to course attendees for 
their own individual study.” All materials are marked on the slide, or as a SEI/CERT-Carnegie Mellon 
background (layout)

http://www.esicenter.bg/
mailto:office@esicenter.bg
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Съдържание на курса

№ ТЕМА Лекции Упраж-

нения

1 Оперативни рискове и управление на устойчивостта и надеждността на
ИТ-базирани (дигитализирани) системи и услуги. Преглед на моделите и
стандартите за информационна сигурност и надеждност на ИТ
(компютърни и мрежови) ресурси.

2

2 Модел CERT-RMM. Източници, предназначение и внедряващи организации.
Обща структура. Основни категории процеси, базови активи (assets),
класификация на слабостите и заплахите.

2 2

3 Детайлно описание на активите и ресурсите, свързани с технологични
(компютърни и мрежови) и информационни ресурси. Одит (оценка) на
заплахите и слабостите, отговорности и устойчивостта на ресурсите.
Стратегии и планове за Protect и Sustain. Удовлетворяване на принципите
за CIA (Confidentiality, Integrity, Availability).

4 4
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Съдържание (cont.)

№ ТЕМА Лекции Упраж-

нения

4 Избрано от процесни области:
Engineering category, Operations category.
Детайлно представяне и упражнения за:
ADM - Asset Definition and Management
RRD - Resilience Requirements Development
RTSE - Resilient Technical Solution Engineering
SC – Service Continuity 

AM – Access Management
ID – Identity Management
IMC – Incident Management and Control
PM – People Management
TM – Technology Management
VAR – Vulnerability Analysis and Resolution

6 4

5 • Анатомия на модерните атаки (уеб, мобилни). Примери.
• Разглеждане на log-файлове за трафик, средства (WireShark, др.)
• Оценка на риска (слабости, уязвимости, exploits), дизайн и интеграция с

cloud-базирани услуги (информация, защита, криптиране).
• Рискове и специфични политики при използване на лични устройства в

организацията (BYOD = Bring Your Own Device)

4 4

6 Изготвяне и представяне на доклад (презентация) за заплахи, слабости, кибер
атаки. Оценка на щетите. Превенция и реакция.

2 6
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Affordable “BIG” standards for “small” companies

Who are we?

Since 1993

partner of:

ESI Center Eastern Europe
PPP: SW Industry(BASSCOM), ESI & State ICT 
agency, supported by: USAID, UNDP

RMM

Since 2003

http://www.sei.cmu.edu/
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ESI CEE - European Software Institute Center Eastern Europe
Cyber Security and Resilience Lab

ESI CEE founded in 2003 as part of European Software Institute

Cyber Resilience Laboratory (CyResLab.org) - in 2013, supported by CERT @ Software Engineering Institute, 
Carnegie Mellon University

co-founded Cyber Security Lab @ Sofia Tech Park, public-private-partnership

https://sofiatech.bg/en/laboratory-complex/laboratories/cyber-security-lab-2/

2018 we’ve joined forces – CySec/ResLab - Security & Resilience – Two Sides of A (Winning) Coin

Holistic approach

Research weaknesses of the digital dependency in both the public and the private sector, development of 
models and platforms for simulation, detection and prevention

Research and development of methods and solutions to ensure security, sustainability and resilience for CIP 
and CIIP

Design and elaboration of secure and sustainable models as well as informational solutions for both the 
public (e-government) and the private (business) sectors on national and international level

Development and provision of a center for trainings and testing in the sphere of informational security and 
cyber resilience, prevention and defense against cyber threats – pen testing, white/black/grey box testing, 
red-team testing

www.cryptobg.org

https://cyreslab.org/
https://sofiatech.bg/en/laboratory-complex/laboratories/cyber-security-lab-2/
http://www.sei.cmu.edu/
http://www.cryptobg.org/
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CERT | Software Engineering Institute | Carnegie Mellon

Software Engineering Institute (SEI)

• Federally funded research and development center 

based at Carnegie Mellon University

• Basic and applied research in partnership with 

government and private organizations

• Helps organizations improve development, 

operation, and management of software-intensive 

and networked systems

CERT – Anticipating and solving our 

nation’s cybersecurity challenges

• Largest technical program at SEI

• Focused on internet security, digital investigation, 

secure systems, insider threat, operational 

resilience, vulnerability analysis, network situational 

awareness, and coordinated response
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Computer Emergency Response Team

Closing gaps & develop good code:
Secure Coding Standards 
[languages + compilers]

Generic Model to
Manage and Assess 

the Operational Resilience
[Information Security, Security

Business Continuity]

http://www.sei.cmu.edu/
http://www.amazon.com/gp/reader/0321712439/ref=sib_dp_pt
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http://www.cert.org/resilience/rmm.html
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https://www.ipa.government.bg/bg/publications#cbp=/bg/kibersigurnost-i-vzmozhnosti-za-prilozhenie-na-inovativni-tehnologii-v-rabotata-na-drzhavnata

КИБЕРСИГУРНОСТ И ВЪЗМОЖНОСТИ ЗА ПРИЛОЖЕНИЕ НА ИНОВАТИВНИ 

ТЕХНОЛОГИИ В РАБОТАТА НА ДЪРЖАВНАТА АДМИНИСТРАЦИЯ В БЪЛГАРИЯ 

https://www.ipa.government.bg/bg/publications#cbp=/bg/kibersigurnost-i-vzmozhnosti-za-prilozhenie-na-inovativni-tehnologii-v-rabotata-na-drzhavnata
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Yesterday it would have been about…

Internet

Iron Mountain Storage

Backup Tape

DR Site

Business Location

L
A

N
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Yesterday it would have looked like…

It would have 

been all about

IT and Controls
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Today it has to deal with…

Application complexities

Business process

complexities

and more… 
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Today it has to be about…

Sample  definition of IA:

Sample  definition of IA:

and more… 

How are you going to 

cover all of these in 

three days?
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March 30, 2012
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April 16, 2012 April 16, 2012
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June 12, 2012 June 12, 2012
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July 27, 2012
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July 31, 2012 July 31, 2012
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August 3 & 5, 2012 August 3, 2012
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January 16, 2013
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Disruptive 

Events

What do they all point to?
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Are there more disruptive events?

Federal Emergency Management Agency

US Declared Disasters

1975-2011

0

20

40

60

80

100

120

The International Disaster Database

Worldwide Disasters

1975-2010

There appears to be;  But, is that right question to ask?



Annual number of natural disaster events globally from 2000 to 2020

Global catastrophes caused USD 56 billion insured losses in 2019, estimates Swiss Re Institute

https://www.swissre.com/media/news-releases/nr-20191219-global-catastrophes-estimate.html

https://www.swissre.com/media/news-releases/nr-20191219-global-catastrophes-estimate.html
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What is the Right Question to Ask?

Is the Risk Environment Expanding?

• Globalization

• Operational complexity

• Pervasive use of technology

• Complexity of business processes

• Movement toward intangible assets

• Regulatory and legal boundaries

• Global economic pressures

• Geo-political pressures
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Disruptive Events

Natural

or

Manmade

Accidental

or

Intentional

Small

or

Large

Information

Technology

or 

Not

• Fire

• Flooding

• Sabotage 

• IT failures

• Earthquakes

• Cyber attacks

• Severe weather

• Network failures

• Technology failures

• Organizational changes

• Loss of service provider

• Strikes or other labor actions

• Loss of customer or trading partner

• Chemical, biological, nuclear hazards

• Unavailability of workforce

• Intellectual Property Theft 

• Supply chain disruption

• Employee kidnappings

• Workplace violence

• Data corruption

• Product failure

• Power outages

• Civil unrest

• Terrorism

• Fraud

• Etc.

Realized 

Risk

Interruption

of

Business

Processes
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The Global Risk Landscape - 2014
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The Global Risk Landscape - 2016
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1. Building Resilience to 

Water Crises 

2. Building Resilience to 

Large- Scale Involuntary 

Migration 

3. Building Resilience to 

Large- Scale 

Cyberattacks 

NEW
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January 25, 2018
WEF, Davos

To Prevent a 
Digital Dark Age: 
World Economic 
Forum Launches 
Global Centre for 

Cybersecurity
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2021



www.esicenter.bg                             compete by excellence                        www.esicenter.bg                   compete by excellence                   www.esicenter.bg                           compete by

2022

“Cybersecurity failure” is 

one of the risks that 

worsened the most 

through COVID-19 
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Modern malware – behavior on the host
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May 29, 2012
“hiding” or “stealth” – for how long?
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It looks so usual …
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Today’s Business Environment

Severity of 

Operational 

Glitches

Business Consequences of 

Operational Glitches

Today

Yesterday

Today’s Business Environment is Much Less Forgiving
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Digital society/ecosystem:
Ready for the Digital Dependency?

Security Function
[+ skills, competences]The 

tipping 
point



www.esicenter.bg                             compete by excellence                        www.esicenter.bg                   compete by excellence                   www.esicenter.bg                           compete by



http://www.google.bg/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwi61qrO3eHPAhXErRoKHc75BVAQjRwIBw&url=http://www.cisco.com/c/en/us/about/security-center/secure-iot-proposed-framework.html&bvm=bv.135974163,d.ZGg&psig=AFQjCNF4J5TWAMXqoR5N61_6zMhFdRTWOQ&ust=1476789993951868








Digitized Society (the “fifth domain”) = digital “ecosystem” of
1) Cyber-Physical Systems
2) Complex Systems-of-Systems with emergent behavior 
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https://www.incapsula.com/blog/cctv-ddos-botnet-back-yard.html

21Oct2015

https://www.incapsula.com/blog/cctv-ddos-botnet-back-yard.html


Bulgaria under “attack”:
Type of incidents to 30th June 2020 (GOV CERT BG)



Ministry of education website defaced (XSS)
February, 2016



http://ddos-protection-services-review.toptenreviews.com/

Largest ever DDoS: Elections Oct/Nov 2015

Targets: Election Committee, President, Parliament, Government & 
Ministries, public and business websites
(> 20 websites, 5-10 days campaign, > 2 bln hits/24h, incl. DNS flooding)



Latest – evolving adversaries 
TTP (Tactics, Techniques and 

Procedures)



The WannaCry ransomware attack was 

a worldwide cyberattack in May 2017 by the 

WannaCry ransomware cryptoworm, which targeted computers 

running the Microsoft Windows operating system by encrypting 

data and demanding ransom payments in 

the Bitcoin cryptocurrency.[5] It propagated through EternalBlue, an 

exploit discovered by the United States National Security 

Agency (NSA) for older Windows systems. EternalBlue was stolen 

and leaked by a group called The Shadow Brokers at least a year 

prior to the attack. While Microsoft had released patches previously 

to close the exploit, much of WannaCry's spread was from 

organizations that had not applied these, or were using older 

Windows systems that were past their end-of-life. These patches 

are imperative to an organization's cyber-security but many were 

not applied because of needing 24/7 operation, risking having 

applications that used to work break, inconvenience, or other 

reasons.

May 2017

https://en.wikipedia.org/wiki/Global_issue
https://en.wikipedia.org/wiki/Cyberattack
https://en.wikipedia.org/wiki/May_2017
https://en.wikipedia.org/wiki/Ransomware
https://en.wikipedia.org/wiki/Cryptovirology
https://en.wikipedia.org/wiki/Microsoft_Windows
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/Bitcoin
https://en.wikipedia.org/wiki/Cryptocurrency
https://en.wikipedia.org/wiki/WannaCry_ransomware_attack#cite_note-5
https://en.wikipedia.org/wiki/EternalBlue
https://en.wikipedia.org/wiki/National_Security_Agency
https://en.wikipedia.org/wiki/The_Shadow_Brokers
https://en.wikipedia.org/wiki/Microsoft
https://en.wikipedia.org/wiki/End-of-life_(product)


13 May 

2017



NotPetya
NotPetya is malware that was first seen in a 
worldwide attack starting on June 27, 2017. The 
main purpose of the malware appeared to be to 
effectively destroy data and disk structures on 
compromised systems. Though NotPetya presents 
itself as a form of ransomware, it appears likely that 
the attackers never intended to make the encrypted 
data recoverable. As such, NotPetya may be more 
appropriately thought of as a form of wiper 
malware. NotPetya contains worm-like features to 
spread itself across a computer network using the 
SMBv1 exploits EternalBlue and 
EternalRomance.[1][1][2][3]

June 27, 2017

https://attack.mitre.org/software/S0368
https://attack.mitre.org/software/S0368
https://attack.mitre.org/software/S0368
https://attack.mitre.org/software/S0368
https://blog.talosintelligence.com/2017/06/worldwide-ransomware-variant.html
https://www.us-cert.gov/ncas/alerts/TA17-181A
https://www.welivesecurity.com/2017/06/30/telebots-back-supply-chain-attacks-against-ukraine/


TIER ZERO

[internal risks] 

TIER ONE

[external dependencies]

TIER TWO TIER TWOTIER THREE TIER THREE

SME
processes

control

assets

Legal
IT & 

Security
Financial

environment risks

[context/outsourced/enablers]

supply

side

risks

demand

side

risks

Solution: Implementation schemes & engagement
Supply/value chains as Blockchains

1) TRUST = Need 

standards applicable  

and affordable for ALL 

players (SMEs!!)

but also

2) Provide a natural 

engagement and 

propagation mechanism

(shared risk requires 

shared responsibility)

Example > NotPetya spread over Supply Chains and affected other countries !!!

Copyright: ESI CEE



Clop ransomware hits Software AG, demands $20 million+ ransom
3 October 2020 (covid-19 pandemic)

https://www.hackread.com/clop-ransomware-software-ag-20-million-ransom/

Software AG, a German tech giant had its helpdesk 
and internal communication systems disrupted after 
the Clop ransomware attack.

Over the weekend, Germany’s second-largest tech 
firm Software AG suffered a ransomware attack. The 
company had to shut down many of its internal 
systems. Allegedly, the attackers took company data 
and demanded over $20 million (€17 million) in 
ransom.

According to the company, its cloud offerings weren’t 
affected; however, its internal communications and 
helpdesk went offline and haven’t recovered fully as 
yet.

https://www.hackread.com/clop-ransomware-software-ag-20-million-ransom/


22 January 2021

The hackers behind the ransomware attack on the Scottish Environment 
Protection Agency (SEPA) have published thousands of stolen files after the 
organisation refused to pay the ransom.

Scotland's government regulator for protecting the environment was hit with 
a ransomware attack on Christmas Eve, with cybercriminals stealing 1.2 GB of 
data in the process. Almost a month on from the attack, SEPA services 
remain disrupted – but despite this, the agency has made it clear it won't 
engage with those behind the attack.

SEPA hasn't confirmed what form of ransomware it has fallen victim to, but 
the Conti ransomware gang claimed responsibility for the attack.

As a result of the non-payment, Conti has published all of the stolen data 
on its website, posting over 4,000 documents and databases related to 
contracts, commercial services and strategy. The latest update from 
SEPA confirms that at least 4,000 files have been stolen and published.

https://www.zdnet.com/article/ransomware-an-executive-guide-to-one-of-the-biggest-menaces-on-the-web/
https://www.zdnet.com/article/ongoing-ransomware-attack-leaves-systems-badly-affected-says-scottish-environment-agency/
https://www.zdnet.com/article/ransomware-variants-continue-to-evolve-as-crooks-chase-bigger-paydays/
https://media.sepa.org.uk/media-releases/2021/sepa-cyber-attack-data-theft-service-delivery-and-recovery-update.aspx


https://www.statista.com/chart/9378/distribution-of-global-ransomware-infections-and-leading-causes/

https://www.statista.com/chart/9378/distribution-of-global-ransomware-infections-and-leading-causes/


14 December 2020

https://www.computerweekly.com/news/252493590/Google-services-outage-Gmail-YouTube-and-Docs-down

The company reveals that the crux of the issue, now tagged as 'Google 

Cloud Infrastructure Components incident 20013', was reduced 

capacity for Google's central identity-management system, blocking any 

service that required users to log in. 

However, the root cause was an issue in Google's automated storage 

quota management system, which in turn reduced the capacity of the 

authentication system.  

The two main services impacted were Google Cloud Platform, which 

means Cloud Console, Cloud Storage, BigQuery, and the Google 

Kubernetes Engine. All users would have experienced an authentication 

error during the 50-minute outage. 

Google Workspace, formerly G Suite, services affected included Gmail, 

Calendar, Meet, Docs and Drive. Again, all users globally were 

experiencing authentication errors.

It's the third worldwide outage at a public cloud provider in the past 

two months. Google's service disruption wasn't as long as the five-

hour Amazon Web Services outage last month, but the broad 

impact of both incidents affected each company's technical 

support and their engineers' ability to communicate with external 

customers. 

https://www.zdnet.com/article/google-heres-what-caused-our-big-global-outage/

https://www.computerweekly.com/news/252493590/Google-services-outage-Gmail-YouTube-and-Docs-down
https://www.zdnet.com/article/google-heres-what-caused-our-big-global-outage/


A reporter hacked an EU Council meeting
20 November 2020 (covid-19 panemic)

Using login information shared on one of 
the defense ministers' Twitter accounts, 
the Dutch 31-year-old 
reporter gatecrashed their meeting on 
Friday, creating a moment of comic relief 
— combined with a security alert — at a 
meeting where a classified document on 
threats facing the EU was on the agenda.

In Friday's incident, a member of Dutch Defense 
Minister Ank Bijleveld's staff tweeted a 
picture containing the web address of the meeting. 
The URL displayed the meeting ID and five of the 
six digits needed to access the meeting.

https://www.politico.eu/article/dutch-reporter-gatecrashes-eu-defense-ministers-videoconference/
https://twitter.com/danielverlaan/status/1329799677827551233/photo/1


17 December 2020

Third malware strain discovered in SolarWinds supply chain attack | ZDNet

CODE OVERLAP WITH TURLA MALWARE

On top of this, security firm Kaspersky also 
published its own findings earlier in the day in 
a separate report.

Kaspersky, which was not part of the formal 
investigation of the SolarWinds attack but still 
analyzed the malware, said that it looked into the 
Sunburst malware source code and found code 
overlaps between Sunburst and Kazuar, a strain of 
malware linked to the Turla group, Russia's most 
sophisticated state-sponsored cyber-espionage 
outfit.

https://www.zdnet.com/article/third-malware-strain-discovered-in-solarwinds-supply-chain-attack/
https://securelist.com/sunburst-backdoor-kazuar/99981/
https://malpedia.caad.fkie.fraunhofer.de/actor/turla_group


Digital dependency:
If Software is eating the world, 

are we safe ?



2011

2016

… distributed systems — encompassing cloud and SaaS; A.I., 

machine learning, deep learning; and quantum computing — to 

the role of hardware; future interfaces; and data, big and small.

… why simulations matter… and what do we make of our 

current reality if we are all really living in a simulation as Elon 

Musk believes?
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Why Cyber? What “security”? Focus on Resilient Society

Cyber security

Cyber defense 

Critical Infrastructure Protection 

Cyber crime and protection

Cyber law & regulations

Crisis Management & Disaster Recovery

Risk Analysis & Management

Research & Innovations 

Cyber/Digital Awareness

Education  & Trainings

Digital industry

Digital ecosystems …

Cyber 

Resilient

Society

D

i

g

i

t

a

l

d

e

p

e

n

d

e

n

c
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Vulnerabilities (OWASP + CyResLab) %

DoS 50 %

Reflected XSS (injection) 18 %

Site reveals sensitive information 35 %

The site uses old versions with implausible 

attack scenarios
35 %

Arbitrary Code Execution/Injection 10+ %

Site allows for retrieval and edit of 

confidential information
5+ %

Possible stripping HTTPS for 

sensitive information
18 %

XSS and/or SQL attacks 5+ %
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Digital (internet) society:

If we’ve lost many battles,
could we still win the Cyber War?

The Cyber/Hybrid War
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http://www.economist.com/node/16478792
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New Critical Infrastructure: Social Networks

Bulgarian PM in top 10 most active politicians on global internet, but …which one?





Could we protect against … 

the unknown ?

https://www.youtube.com/watch?v=Ahg6qcgoay4

Awareness test:

https://www.youtube.com/watch?v=Ahg6qcgoay4


Cyber Resilience Context

Unknown unknowns 

unforeseeable, unpredictable

Known unknowns

non-CIA complex threats, APTs

Known knowns

CIA triad threats

Cyber resilience

Cyber security

Information security

Cyber resilience context.

CIA: Confidentiality, Integrity, Availability

Credits: Eurocontrol: Manual for National ATM Security Oversight & Nassim Taleb “Black Swan” for the “unknown unknowns”



National Cyber Security Strategy

Cyber Resilient Bulgaria 2020
www.cyberBG.eu
Adopted on July 13, 2016

+ Cybersecurity Law (Act) – November, 2018
+ NATO/EU engagements
+ R&D and industry cooperation

Republic of Bulgaria

Council of Ministers

http://www.cyberbg.eu/
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National Cyber Security & Resilience:
A multi stakeholder engagement

www.cyberBG.eu

National strategies
USA, UK, Netherlands , 
Austria, Germany, 
Finland, …

http://www.cyberbg.eu/
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Bulgarian context:
How to protect against the unknown?

Risk environment will NOT contract—number of 
risks and complexity will increase

Organizations must get better at “surviving” in 
uncertainty

Knowledge and awareness of risk issues must 
be pervasive throughout the organizations

Traditional tools, techniques, and methods may 
not work in this environment

Existing organizational structures and 
governance model may not be agile enough 
to adapt



www.esicenter.bg                             compete by excellence                        www.esicenter.bg                   compete by excellence                   www.esicenter.bg                           compete by

Cyber Picture = Situational 
awareness
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Cybersecurity and resilience:
Cyber Domain (Digitized Ecosystem) and Standardization
Digitized Europe fundamentals: 

o DSM (Digital Single Market) – strategies, programs

o GDPR (General Data Protection Regulation) – May 2018

o NISD (Security of Network and Information Systems Directive) – May 2018

o EU Cyber Act (Package) – ENISA 2.0 Regulation + Cybersecurity Certification – June 2019

o EU Cybersecurity Strategy + NIS-d Directive (16 Dec 2020) - TBC

o others (like PSD2 for banks/payments)

All cybersecurity aspects are covered (no significant gaps), BUT:
o too many standards, and many are not actionable or particularly useful (entry barrier for SMEs)

o need to converge toward useful, interoperable sets of standards

o if not freely available on-line, constantly evolving, and well-versioned – low practical value and 
represent cybersecurity impediments

o need broad industry & society, public-private support and adoption (multi-stakeholder holistic 
approach)

There are no simple or easy cyber security solutions
o 100% cybersecurity is not achievable – reduced risks (defense, threat exchange measures) and 

business resilience

o security measures may have privacy concerns (e.g. end-to-end-encryption)

o Rapidly evolving new industry platforms (NFV-SDN/5G, quantum computing…) need urgent 
“predictive” attention

Difficult to provide effective cyber security certification



The anatomy of cyber attacks



www.esicenter.bg                             compete by excellence                        www.esicenter.bg                   compete by excellence                   www.esicenter.bg                           compete by

Cyberspace and Cyber “terrain”
Beyond Layer 7



Cyber Kill Chain (simplified)
https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html




A unified version of the kill chain was developed to overcome common critiques against the traditional cyber kill chain, 

by uniting and extending Lockheed Martin's kill chain and MITRE’s ATT&CK framework. The unified kill chain is an 

ordered arrangement of 18 unique attack phases that may occur in end-to-end cyber attacks, which covers activities 

that occur outside and within the defended network. As such, the unified kill chain improves over the scope limitations of 

the traditional kill chain and the time-agnostic nature of tactics in MITRE's ATT&CK. The unified model can be used to 

analyze, compare and defend against end-to-end cyber attacks by advanced persistent threats (APTs).

Kill Chain (unified)

https://en.wikipedia.org/wiki/Mitre_Corporation


DDoS Attacks Worldwide          https://digitalattackmap.com/

https://digitalattackmap.com/


TCP Connection Attacks - Occupying connections

These attempt to use up all the available connections to infrastructure devices such as load-balancers, 

firewalls and application servers. Even devices capable of maintaining state on millions of connections can 

be taken down by these attacks. Learn more...

Volumetric Attacks - Using up bandwidth

These attempt to consume the bandwidth either within the target network/service, or between the target 

network/service and the rest of the Internet. These attacks are simply about causing congestion. Learn 

more...

Fragmentation Attacks - Pieces of packets

These send a flood of TCP or UDP fragments to a victim, overwhelming the victim's ability to re-assemble 

the streams and severely reducing performance. Learn more...

Application Attacks - Targeting applications

These attempt to overwhelm a specific aspect of an application or service and can be effective even with 

very few attacking machines generating a low traffic rate (making them difficult to detect and 

mitigate). Learn more...

Attack Class: Four common categories of attacks https://digitalattackmap.com/understanding-ddos/

http://en.wikipedia.org/wiki/DDoS_attack#Methods_of_attack
http://en.wikipedia.org/wiki/DDoS_attack#Methods_of_attack
http://en.wikipedia.org/wiki/DDoS_attack#Methods_of_attack
http://en.wikipedia.org/wiki/DDoS_attack#Methods_of_attack
https://digitalattackmap.com/understanding-ddos/


DNS Reflection - Small request, big reply.

By forging a victim's IP address, an attacker can send small requests to a DNS server and ask it to 

send the victim a large reply. This allows the attacker to have every request from its botnet amplified 

as much as 70x in size, making it much easier to overwhelm the target. Learn more...

Chargen Reflection - Steady streams of textMost computers and internet connected printers support an 

outdated testing service called Chargen, which allows someone to ask a device to reply with a stream of 

random characters. Chargen can be used as a means for amplifying attacks similar to DNS attacks 

above Learn more...

Amplification: Two ways attacks can multiply traffic they can send. https://digitalattackmap.com/understanding-ddos/

http://en.wikipedia.org/wiki/Denial-of-service_attack#Reflected_.2F_Spoofed_attack
http://en.wikipedia.org/wiki/Character_Generator_Protocol
https://digitalattackmap.com/understanding-ddos/
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SCADA and ICS as SoS



Targeting Critical Infrastructure
MITRE ATT&CK for ICS/SCADA 

TRITON Deep Dive

https://techcommunity.microsoft.com/t5/microsoft-defender-for-iot-blog/microsoft-scores-highest-in-threat-visibility-coverage-for-mitre/ba-p/2577072

https://www.computerweekly.com/news/252461467/Triton-industrial-malware-group-still-active-researchers-warn

https://techcommunity.microsoft.com/t5/microsoft-defender-for-iot-blog/microsoft-scores-highest-in-threat-visibility-coverage-for-mitre/ba-p/2577072
https://www.computerweekly.com/news/252461467/Triton-industrial-malware-group-still-active-researchers-warn


Cyber resilient business, 
organizations, society

CERT | Software Engineering Institute | Carnegie Mellon

CERT® Resilience Management Model
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Operational Risk Management

A form of risk affecting day-to-day 

business operations

A very broad risk category

• From high-frequency low-impact 

to low-frequency high-impact 

Exacerbated by

• Actions of people

• Systems and technology failures

• Failed internal processes

• External events

• Bad decisions

Enterprise Risk Management

(ERM)

Operational

Risk

Management

Operational resilience emerges from effective management of operational risk.
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Organizational certainties

Risk environment will not contract—number of risks and complexity will increase.

Organizations must get better at “surviving” in uncertainty.

Knowledge and awareness of risk issues must be pervasive throughout the 

organization.

Traditional tools, techniques, and methods may not work in this environment.

Existing organizational structures may not be agile enough to adapt.
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Managing Operational Risk requires a holistic approach

Managing both sides of the risk equation in alignment 

with business drivers and full knowledge of costs 

increases the risk management capability of the 

organization.  
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Operational resilience defined

Resilience: The physical property of 

a material when it can return to its 

original shape or position after 

deformation that does not exceed its 

elastic limit [wordnet.princeton.edu]

Operational Resilience: The 

emergent property of an organization 

that can continue to carry out its 

mission in the presence of operational

stress and disruption that does not 

exceed its operational limit [CERT-RMM]

Where does the disruption come from? Realized risk.











Percentage of senior leadership that views cybersecurity 
as a strategic priority

Source: Ponemon Institute Research Report: 2015 Global Megatrends in Cybersecurity, February 2015



Cyber Defense: Cyberspace as the 5th Domain: From 
“defense” to “resilience”



Security Risk Management 

= 

Resilience Management
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Resiliency

re·sil·ience  noun [ri-ˈzil-yəns] 

physical property of a 

material that can return to its 

original shape or position 

after deformation that does 

not exceed its elastic limit

ability to provide and 

maintain an acceptable 

level of service in the face 

of faults and challenges to 

normal operation

physical property of a 

material that can return to its 

original shape or position 

after deformation that does 

not exceed its elastic limit

ability to provide and 

maintain an acceptable 

level of service in the face 

of faults and challenges to 

normal operation

power or ability to return to the original form, 

position, etc., after being bent, compressed, 

or stretched 

capability of a strained body to 

recover its size and shape after 

deformation

ability to recover from 

or adjust easily to 

misfortune or change

ability of an ecosystem to return to 

its original state after being 

disturbed

ability to recover readily from illness, 

depression, adversity, or the like
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Example

2011 Japan

Earthquake 

& Tsunami

Continuity of Operation 

(COOP)

Business 

Continuity

Crisis Communications

Emergency 

Management

IT Disaster Recovery

Crisis 

Management
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Example

Cyber Protection
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Example

IT Disaster Recovery
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Convergence: An Analogy

Supply Chain 

Continuity

Continuity of Operation (COOP)

IT Disaster Recovery

Business 

Continuity

Crisis 

Management

Emergency 

ManagementContingency Planning

Pandemic 

Planning

Preparedness 

Planning

Operational Risk 

Management

Enterprise Risk Management

IT Operations

Privacy

Risk 

Management

Workforce 

Continuity

Information 

Security

Cyber Protection

Crisis Communications

IT

Disaster

Recovery

Business

Continuity

Crisis

Communications

Emergency

Management

Crisis

Management

Information

Security

IT

Operations

Supply

Chain

Continuity

Risk

Management

Workforce

Continuity

Operational

Resilience



www.esicenter.bg                             compete by excellence                        www.esicenter.bg                   compete by excellence                   www.esicenter.bg                           compete by

Resilience = Convergence of efforts and 
responsibilities

Convergence

DR

InfoSec

BC

DR

CM

CERT® Resilience Management Model http://www.cert.org/resilience/products-services/cert-rmm/

http://www.cert.org/resilience/products-services/cert-rmm/
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Convergence

Operational Risk Management

COOP
Information

Security

Disaster

Recovery

Business

Continuity

IT

Operations

Management

… …

Operational Resiliency

Organization’s Mission

Enterprise Risk Management

Convergence directly 

affects the level of 

operational resilience
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CERT-RMM as an Organizing/Integrating Structure

CERT-RMM

ITIL CobiT ISO2700X BS25999

26 Process Areas
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RMM – The Model

Guidelines and practices for

• Converging of security, business continuity, disaster recovery, and IT ops

• Implementing, managing, and sustaining operational resilience activities

• Managing operational risk through process 

• Measuring and institutionalizing the resiliency process

Common vernacular and basis for planning, communicating, and evaluating 

improvements

Focuses on “what” not “how”

Organized into 26 process areas
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CERT-RMM: 26 process areas in 4 categories

Engineering

ADM Asset Definition and Management

CTRL Controls Management

RRD Resilience Requirements Development

RRM Resilience Requirements Management

RTSE Resilient Technical Solution Engineering

SC Service Continuity

Enterprise Management

COMM Communications 

COMP Compliance

EF Enterprise Focus

FRM Financial Resource Management

HRM Human Resource Management

OTA Organizational Training & Awareness

RISK Risk Management

Operations

AM Access Management

EC Environmental Control

EXD External Dependencies Management

ID Identity Management

IMC Incident Management & Control

KIM Knowledge & Information Management

PM People Management

TM Technology Management

VAR Vulnerability Analysis & Resolution

Process Management

MA Measurement and Analysis

MON Monitoring

OPD Organizational Process Definition

OPF Organizational Process  Focus



CERT-RMM: 26 процесни области в 4 категории

Инженерни
ADM – Дефиниране и управление на активите

RRD – Разработване на изисквания за устойчивост

RRM – Управление на изискванията за устойчивост

SC – Непрекъснатост на услугите

CTRL –Управление на контролите 

RTSE – Инженеринг на устойчиви технически 
решения

Организационни

EF –Организационен фокус

COMP – Съответствия

FRM – Управление на финансовите ресурси

HRM – Управление на човешките ресурси

RISK – Управление на риска 

COMM – Комуникации

OTA – Организационно обучение и осведомяване 

Оперативни

PM – Управление на хората

KIM – Управление на информация и знания

TM – Управление на технологии

EC – Контрол на средата (съоръженията)

AM – Управление на достъпа

ID - Управление на идентичностите

IMC – Управление и контрол на инцидентите

VAR – Анализ и адресиране на уязвимостите

EXD – Управление на външните зависимости

Процесни

MON – Мониторинг (наблюдение)

MA – Измерване и Анализ

OPD – Дефиниране на организационни 
процеси

OPF – Фокус върху организационните процеси 
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Model architecture

Composed of 26 process areas across four categories

Enterprise

Management

Operations

Management

Process

Management
Engineering
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CERT-RMM Approach

Operational Resilience 

Management System

Process 

Institutionalization and 

Improvement

What to do Making it stick

Comprehensive non-

prescriptive guidance on 

what to do to manage 

operational resilience

Proven guidance for 

institutionalizing processes 

so that they persist over 

time

Process Dimension Capability Dimension
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Organizational context

Service 

Mission
Service 

Mission

people info tech facilities

Service 

Mission

Organization 

Mission

SustainProtectSustainProtectSustainProtect SustainProtect

Operational Resilience 

Management System

CERT-RMM
focuses here
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Organizational context

Four asset types:

• People – the human capital of the organization

• Information – data, records, knowledge in physical or digital form

• Technology – software, systems, hardware, network

• Facilities – offices, data centers, labs – the physical places 

Service 

Mission
Service 

Mission

people information technology facilities

Service 

Mission

Organization 

Mission

Assets in Production
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Organizational context - disruption

Service 

Mission
Service 

Mission

people info tech facilities

Service 

Mission

Organization 

Mission

Operational risk can disrupt an asset

And lead to organizational disruption
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 Anecdotal Evidence

Impact of top down risk decisions (Ford Pinto)

Event declaration (NYC snow emergencies)

Supply chain resilience (NASDAQ after 9/11)

People resilience (two banks after 9/11)

Changes in operational environment (USPS)

Technology resilience (Egypt internet/cell phones)

Prioritizing external relationships (based on cost)

Determining critical assets (networked kiosks)

Supply chain resilience: NASDAQ 

9/11; fully ready to operate within 24 

hours; no trading partners; need to 

manage your supply chain both 

upstream and downstream

USPIS dealing with white powder; 

never an issue until 9/11; they have 

white powder all of the time (coating 

on magazines etc.); after 9/11 white 

powder took on a totally different 

meeting; could close down a postal 

sorting facility for weeks; hazmat 

team; analyze white power; 

eradicate/remediate; then reopen; 

implemented a white powder 

incident management process in 

all sorting facilities; 
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Security Domain BC/DR Domain

tech

Building resilience at the asset level

SustainProtect

Protection strategies 

Keep assets from 

exposure to disruption

Typically implemented as 

“security” activities

Sustainment strategies 

Keep assets productive

during adversity

Typically implemented as 

“business continuity” activities
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Types of requirements 

Confidentiality – Ensuring that only authorized people, 

processes, or devices have access to an information asset

Integrity – Ensuring that an asset remains in the condition 

intended and so continues to be useful for the purposes 

intended

Availability – Ensuring that an asset remains accessible to 

authorized users (people, processes, or devices) whenever it 

is needed
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Applicability of requirements

Not all resilience requirement types apply to all asset types.

Resilience 
Requirement

Asset Type

People Information Technology Facilities

Confidentiality -- x -- --

Integrity x* x x x

Availability x x x x



131

Security Domain BC/DR Domain

tech

Manage

Condition

Manage

Consequence

Resilience strategy

SustainProtect

Manage Risk

The optimal “mix” of 

protection and 

sustainment strategies 

Depends on the value 

of the asset to the 

service and the cost of 

deploying and 

maintaining the 

strategy

BC, security, & IT 

operations collaborating 

to manage risk
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Organization 

Mission
Productive 

Activity or 

Business 

Process

A

Productive 

Activity or 

Business 

Process

B

Productive 

Activity or 

Business 

Process

C

Productive 

Activity or 

Business 

Process

D

People

Assets

Information

Assets

Technology

Assets

Facility

Assets

Supply

Chain

Organizational Context for Resiliency Activities

Operational 

Resilience 

Management 

Systems

Resiliency

Process

IV

Resiliency

Process

III

Resiliency

Process

II

Resiliency

Process

I

CERT-RMM

focuses here
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Operations process areas

Managing the operational 

aspects of resilience

PM – People Management

KIM – Knowledge and Information 
Management

TM – Technology Management

EC – Environmental Control

AM – Access Management

ID – Identity Management

IMC – Incident Management and Control

VAR – Vulnerability Analysis and Resolution

EXD – External Dependencies Management
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Engineering process areas

Establishing resilience for organizational 
assets and services

ADM – Asset Definition and Management

RRD – Resilience Requirements Development

RRM – Resilience Requirements Management

SC – Service Continuity

CTRL – Controls Management

RTSE – Resilient Technical Solution Engineering
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Enterprise management process areas

Supporting the resilience process EF – Enterprise Focus

COMP – Compliance

FRM – Financial Resource Management

HRM – Human Resource Management

RISK – Risk Management

COMM – Communications 

OTA – Organizational Training and Awareness 
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Process management process areas

Defining, planning, 
deploying, implementing, 
monitoring, controlling, 
appraising, measuring, and 
improving processes

MON – Monitoring

MA – Measurement and Analysis

OPD – Organizational Process Definition

OPF – Organizational Process Focus
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Process institutionalization 
in CERT-RMM
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Process

A set of practices performed to achieve a given purpose

Utilizes people and technology

Defined at many levels

• Higher order “process” such as the “software engineering process” or the “resilience 

management process”

• Lower order “process” such as the invoicing process or the check cashing process

Regardless of level, all have the same basic attributes—an ordered way to 

achieve something
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The value of process

Organizational improvement 

requires a focus on three 

critical dimensions: people, 

procedures and methods, and 

tools and equipment.

Process is what unifies these 

critical dimensions toward 

organizational objectives.

Process

Procedures 
& Methods

Tools & 
Equipment

People

The quality of a system or product is highly influenced by the quality of the 
process used to acquire, develop, and maintain it. *

*Source: CMMI® for Development, Version 1.2, CMU/SEI-2006-TR-008, Software Engineering Institute, Carnegie Mellon University, August 2006
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Practices are 
performed

Process institutionalization in CERT-RMM

Processes are 
acculturated, 

defined, 
measured, 

and 
governed

• Defined

Level 3

• Managed

Level 2

• Performed

Level 1

• Incomplete

Level 0

Capability levels are used in CERT-RMM to measure process institutionalization

Practices are 
incomplete

Higher degrees of 

institutionalization 

translate to more 

stable processes that

• produce consistent 

results over time

• are retained during 

times of stress
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CERT-RMM for software assurance
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Example: Selected PAs for Software Assurance

Access Management

Asset Definition and Management

Communications 

Compliance

Controls Management

Enterprise Focus

Environmental Control

External Dependencies

Financial Resource Management

Human Resource Management

Identity Management

Incident Management & Control

Knowledge & Information Mgmt

Measurement and Analysis

Monitoring

Organizational Process  Focus

Organizational Process Definition

Organizational Training & Awareness

People Management

Resiliency Requirements Development

Resiliency Requirements Management

Resilient Technical Solution Engr.

Risk Management

Service Continuity

Technology Management

Vulnerability Analysis & Resolution
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Software & IT Services Quality
Defects : Insertion Pattern & Cost of Removal

Capability and maturity models (CMMI)

Where Defects

are Introduced
10% 40% 50%

Relative Cost to

Fix
$1 $1 $1 $6 $12 $100

Require-

ments

Design Code Software 

Test

System

Test

Field 

Use

Source: SEPG Asia Pacific 2009

presented by Ravindra Nath, KUGLER MAAG CIE GmbH
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But…this is also about SW Quality?
What is the cost…

SELECT name FROM users WHERE name='' OR ''='' AND passwd= '' OR ''=''

https://lh4.googleusercontent.com/-RZlHVHTfSJw/TWkaOpeQ4KI/AAAAAAAAAD0/PLACDTjRG7I/s1600/Gaining+access+with+SQL+injection.JPG
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Focused Activity

What to do to achieve

the capability

How to accomplish the goal

How to implement the practice

Points of connection to other 

practice bodies

CERT-RMM Process Area Architecture

Process

Area

Specific

Goals

Specific 

Practices

Sub-

practices

Maturity 
Elements

Three 

Generic 

Goals

Generic

Practices

Sub-

practices
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Generic goals and practices

Number Generic Practice

GG1.GP1 GG1.GP1 Perform Specific Practices

Generic Goal 1

GG1 Achieve Specific 
Goals 

Generic Goal 3

GG3 Institutionalize a 
Defined Process 

Number Generic Practice

GG3.GP1 Establish a Defined Process 

GG3.GP2 Collect Improvement Information
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Generic goals and practices (as in CMMI models)

Monitor

Control

Review

Number Generic Practice

GG2.GP1 Establish Process Governance

GG2.GP2 Plan the Process

GG2.GP3 Provide Resources

GG2.GP4 Assign Responsibility

GG2.GP5 Train People

GG2.GP6 Manage Work Product Configurations

GG2.GP7
Identify and Involve Relevant
Stakeholders

GG2.GP8 Monitor and Control the Process

GG2.GP9 Objectively Evaluate Adherence

GG2.GP10
Review Status with Higher-Level 
Management

Generic Goal 2

Institutionalize a Managed 
Process
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DO NOT FORGET!!!

Process ≠ Bureaucracy

Process = (Organized) Work
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Selected CERT-RMM 

process areas
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RTSE – Resilient Technical Solution Engineering

Purpose:

Ensure that software and systems are 
developed to satisfy their resilience 
requirements

Software and systems are pervasive organizational assets that 
automate services and support business processes to help 
organizations meet their missions. The importance of resilient 
technical solutions—software and systems that resist threats, 
function satisfactorily in the face of adversity, and continue 
to help services meet their missions during times of stress—
cannot be overstated.

Resilient software and systems do not become survivable and 
resistant to threat without an organizational commitment to 
address resilience throughout the development process.

These assets must be specifically designed and developed with 
consideration of the types of threats they will face, the operating 
conditions and changing risk environment in which they will 
operate, and the priority and sustainment needs of the services 
they support.
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RTSE: Building in versus bolting on

Requires organizational 

intervention

Extends resilience 

requirements to assets that 

are to be developed

Creates requirements for 

quality attributes

Attempts to reduce the level 

of operational risk

Extends across the 

life cycle
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RTSE:SG1 Establish Guidelines for Resilient Technical Solution Development

Guidelines are developed to ensure proper consideration of resilience activities and controls in all phases of the life cycle

RTSE:SG1.SP1 Identify General Guidelines

RTSE:SG1.SP2 Identify Requirements Guidelines

RTSE:SG1.SP3 Identify Architecture and Design Guidelines

RTSE:SG1.SP4 Identify Implementation Guidelines

RTSE:SG1.SP5 Identify Assembly and Integration Guidelines

RTSE:SG2 Develop Resilient Technical Solution Development Plans

Plans for addressing resilience in the development life cycle are created, based on documented guidelines

RTSE:SG2.SP1 Select and Tailor Guidelines

RTSE:SG2.SP2 Integrate Selected Guidelines with a Defined Software and System Development Process

RTSE:SG3 Execute the Plan

Progress against the plan for developing resilient software and systems is monitored throughout the development life cycle

RTSE:SG3.SP1 Monitor Execution of the Development Plan

RTSE:SG3.SP2 Release Resilient Technical Solutions into Production

RTSE Specific Goals & Parctices
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Example: RTSE:SG1.SP4 Identify Implementation Guidelines 
Typical work products 
1. Coding guidelines for resilient software 
2. Testing guidelines for resilient software 
3. Testing guidelines for resilient systems 

Subpractices
1. Identify coding guidelines for the development of resilient software. 
• risk analysis during coding 
• threat analysis during coding 
• attack surface evaluation and mitigation 
• secure design patterns at the implementation level 
• secure coding standards (language-specific) 
• code checklists, reviews, inspections, and static and dynamic code analysis, including tools to support these, which can be used to 

verify 
...
2. Identify testing guidelines for the development of resilient software. 
• risk analysis during software testing 
• threat analysis during software testing 
• attack surface reevaluation and mitigation 
3. Identify testing guidelines for the development of resilient systems. 
• risk analysis during system testing 
• threat analysis during system testing 
• attack surface reevaluation and mitigation 
• at the system level, methods for 

o resilience requirements functional testing
o black box testing that focuses on the system’s externally visible behavior 
o fuzz testing 
o penetration testing 
o testing for specific vulnerabilities as well as vulnerability regression testing 
o application of threat and attack models 
o integration testing
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Remember: Computer Emergency Response Team

Closing gaps & develop good code:
Secure Coding Standards 
[languages + compilers]

Generic Model to
Manage and Assess 

the Operational Resilience
[Information Security, Security

Business Continuity]

http://www.sei.cmu.edu/
http://www.amazon.com/gp/reader/0321712439/ref=sib_dp_pt


Secure coding: top 10 recommendations
1. Validate input - be suspicious of most external data sources

2. Heed compiler warnings – compile highest warning level available

3. Architect and design for security policies – e.g. divide the systems into intercommunicating subsystems, each with an appropriate 
privilege set

4. Keep it simple – complex design increase implementation, configuration, and use errors; assurance become dramatically complex

5. Default deny - base access decisions on permission rather than exclusion

6. Adhere to the principle of least privilege

7. Sanitize data sent to other systems

8. Practice defense in depth - multiple defensive strategies: if one layer of defense turns inadequate, another layer can prevent a security 
flaw

9. Use effective quality assurance techniques - identifying and eliminating vulnerabilities: penetration testing, fuzz testing, source code 
audits

10.Adopt a secure coding standard

+

• Define security requirements

• Study, Model and Simulate threats (and attacks) >>> Pen Testing (Red Teaming)
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Stop vulnerabilities at the source
https://cwe.mitre.org/about/index.html

CWE refers to the types of software weaknesses, rather than specific instances of vulnerabilities within products or 

systems. Essentially, CWE is a “dictionary” of software vulnerabilities, while CVE is a list of known instances of 

vulnerability for specific products or systems.

https://cwe.mitre.org/about/index.html
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Incident Management and Control (IMC)

Event

Incident

Crisis
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Incident Management and Control (IMC)

Summary of Specific Goals and Practices

IMC:SG1 Establish the Incident Management and Control Process

IMC:SG1.SP1 Plan for Incident Management

IMC:SG1.SP2 Assign Staff to the Incident Management Plan

IMC:SG2 Detect Events

IMC:SG2.SP1 Detect and Report Events

IMC:SG2.SP2 Log and Track Events

IMC:SG2.SP3 Collect, Document, and Preserve Event Evidence

IMC:SG2.SP4 Analyze and Triage Events

IMC:SG3 Declare Incidents

IMC:SG3.SP1 Define and Maintain Incident Declaration Criteria

IMC:SG3.SP2 Analyze Incidents
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Incident Management and Control (IMC)

IMC:SG4 Respond to and Recover from Incidents

IMC:SG4.SP1 Escalate Incidents

IMC:SG4.SP2 Develop Incident Response

IMC:SG4.SP3 Communicate Incidents

IMC:SG4.SP4 Close Incidents

IMC:SG5 Establish Incident Learning

IMC:SG5.SP1 Perform Post-Incident Review

IMC:SG5.SP2 Integrate with the Problem Management Process

IMC:SG5.SP3 Translate Experience to Strategy



Security information and event management (SIEM) is a solution that provides a bird’s eye view of an IT 

infrastructure. It fulfills two main objectives: 

(1) detecting in (near) real-time security incidents, and 

(2) efficiently managing logs. 

These objectives were respectively called security event management (SEM) and security information management 

(SIM), but nowadays these functions have been merged into a single capability known as SIEM. 

From a high-level point of view, a SIEM collects information (e.g., logs, events, flows) from various devices on a 

network, correlates and analyzes the data to detect incidents and abnormal patterns of activity, and, finally, stores the 

information for later use (reporting, behavior profiling, etc.). 

When successfully deployed and configured, a SIEM helps organizations:

• Discover internal/external threats.

• Monitor (privileged) user activity and access to resources.

• Provide compliance reporting.

• Support incident response.





Security Operations Center

A security operations center (SOC) is a facility that houses an 

information security team responsible for monitoring and 

analyzing an organization’s security posture on an ongoing 

basis. The SOC team’s goal is to detect, analyze, and respond 

to cybersecurity incidents using a combination of technology 

solutions and a strong set of processes. Security operations 

centers are typically staffed with security analysts and engineers 

as well as managers who oversee security operations. SOC staff 

work close with organizational incident response teams to 

ensure security issues are addressed quickly upon discovery.

Security operations centers monitor and analyze activity on:

- Networks

- Servers

- Endpoints

- Databases

- Applications

- Websites

- and other systems

looking for anomalous activity that could be indicative of a 

security incident or compromise. The SOC is responsible for 

ensuring that potential security incidents are correctly identified, 

analyzed, defended, investigated, and reported.



https://solutionsreview.com/security-information-event-management/694/

https://solutionsreview.com/security-information-event-management/694/


Remember: Cyber Terrain





Reacting upon incident flow chart.

monitor-and-respond strategy

Security Operation Center [SOC]



SIEM/SOC as TARGET

17 December 2020

Third malware strain discovered in SolarWinds supply chain attack | ZDNet

CODE OVERLAP WITH TURLA MALWARE

On top of this, security firm Kaspersky also 
published its own findings earlier in the day in 
a separate report.

Kaspersky, which was not part of the formal 
investigation of the SolarWinds attack but still 
analyzed the malware, said that it looked into the 
Sunburst malware source code and found code 
overlaps between Sunburst and Kazuar, a strain of 
malware linked to the Turla group, Russia's most 
sophisticated state-sponsored cyber-espionage 
outfit.

https://www.zdnet.com/article/third-malware-strain-discovered-in-solarwinds-supply-chain-attack/
https://securelist.com/sunburst-backdoor-kazuar/99981/
https://malpedia.caad.fkie.fraunhofer.de/actor/turla_group


Example Defense-in-Depth with IDS (Intrusion Detection System)



Example: Generic SCADA Architecture



The State of SCADA HMI Vulnerabilities

Attacking SCADA Through HMIs

SCADA systems run the world’s various critical infrastructure sectors and are thus 
inherently attractive to different threat actors. Threat actors can use their access to 
SCADA systems to gather information such as a facility’s layout, critical thresholds, or 
device settings for use in later attacks. Sabotage, including disruption of services or 
triggering dangerous and even lethal situations involving flammable or critical resources, 
represent an undesirable extreme.

https://www.dpstele.com/blog/major-scada-hacks.php

14 Major SCADA Attacks and What You Can Learn From Them

https://www.dpstele.com/blog/major-scada-hacks.php


https://www.technologyreview.com/2021/05/24/1025195/colonial-pipeline-ransomware-bitdefender/

https://www.zdnet.com/article/darkside-the-ransomware-group-responsible-for-

colonial-pipeline-cyberattack-explained/

https://www.bankinfosecurity.com/fbi-darkside-ransomware-used-in-colonial-pipeline-attack-a-16555

10 MAY 2021 – Biggest Impact in History
RANSOMWARE TARGETS LARGEST GASOLINE PIPELINE IN USA

https://www.technologyreview.com/2021/05/24/1025195/colonial-pipeline-ransomware-bitdefender/
https://www.zdnet.com/article/darkside-the-ransomware-group-responsible-for-colonial-pipeline-cyberattack-explained/
https://www.bankinfosecurity.com/fbi-darkside-ransomware-used-in-colonial-pipeline-attack-a-16555
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More…related to technical How-to-s

COMP Compliance

ID Identity Management

RRD Resilience Requirements Development

KIM Knowledge and Information Management

TM Technology Management

VAR Vulnerability Analysis & Resolution

AM Access Management



174



175

KIM: Knowledge and Information Management

Purpose:

The purpose of Knowledge and Information Management is to establish and 

manage an appropriate level of controls to support the confidentiality, integrity, and 

availability of the organization’s information, vital records, and intellectual property.
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KIM: Attributes of Information Assets

availability 

accessible to authorized users (people, processes, or devices) whenever it is needed

confidentiality

accessible only to authorized people, processes, and devices

integrity

being in the condition intended by the owner and so continuing to be useful for the purposes intended by the 
owner

privacy 

information about an individual is disclosed only to people, processes, and devices authorized by that 
individual or permitted under privacy laws and regulations.

sensitivity

degree to which an information asset must be protected based on the consequences of its unauthorized 
access, modification, or disclosure.
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https://medium.com/@jym/beyond-confidentiality-integrity-availability-fbe4a64f69c4

Beyond Confidentiality, Integrity & Availability

https://medium.com/@jym/beyond-confidentiality-integrity-availability-fbe4a64f69c4
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KIM: Summary of Specific Goals and Practices

KIM:SG1 Establish and Prioritize Information Assets

KIM:SG1.SP1 Prioritize Information Assets

relative to their importance in supporting the delivery of high-value services

KIM:SG1.SP2 Categorize Information Assets

Examples:

SSP: develop sensitivity categorization scheme

• unclassified, typically includes

- public or non-sensitive (information that is approved for public use)

- restricted or internal use only (memos, project plans, audit reports)

- confidential or proprietary (organizational intellectual property, product designs, customer information, employee 
records)

• classified, which may include levels such as

- secret

- top secret

SSP: Assign responsibility for the assignment of sensitivity categorization levels to information assets

KIM:SG2 Protect Information Assets 

KIM:SG2.SP1 Assign Resilience Requirements to Information Assets

KIM:SG2.SP2 Establish and Implement Controls

KIM:SG3 Manage Information Asset Risk 

KIM:SG3.SP1 Identify and Assess Information Asset Risk

KIM:SG3.SP2 Mitigate Information Asset Risk
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KIM: Summary of Specific Goals and Practices

KIM:SG4 Manage Information Asset Confidentiality and Privacy

KIM:SG4.SP1 Encrypt High-Value Information

Cryptographic controls are applied to information assets to ensure confidentiality and prevent accidental disclosure

Typical work products:

1. Policy and guidelines for encryption application

2. Encryption methodologies and technologies

3. Cryptographic key management policies and procedures

4. Encrypted information assets

KIM:SG4.SP2 Control Access to Information Assets

Example (compliances):

Laws and regulations concerning confidentiality and privacy include

• Family Educational Rights and Privacy Act (FERPA)

• Health Insurance Portability and Accountability Act (HIPAA)

• Gramm-Leach-Bliley Act (GLB)

• Fair Credit Reporting Act (FCRA)

• Children’s Online Privacy Protection Act (COPPA)

KIM:SG4.SP3 Control Information Asset  Disposition

Typical work products: Information asset disposition guidelines
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KIM: Summary of Specific Goals and Practices

KIM:SG5 Manage Information Asset Integrity 

KIM:SG5.SP1 Control Modification to Information Assets

Typical work products:

1. Information asset access control lists

2. List of staff members authorized to modify information assets

3. Information asset modification logs

4. Audit reports

KIM:SG5.SP2 Manage Information Asset Configuration

KIM:SG5.SP3 Verify Validity of Information

KIM:SG6 Manage Information Asset Availability

KIM:SG6.SP1 Perform Information Duplication and Retention

KIM:SG6.SP2 Manage Organizational Knowledge
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GDPR + social networks
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TM: Technology Management

Purpose:

The purpose of Technology Management is to establish and manage an 

appropriate level of controls related to the integrity and availability of technology 

assets to support the resilient operations of organizational services.



183

TM: Technology Management

TM:SG1 Establish and Prioritize Technology Assets

TM:SG1.SP1 Prioritize Technology Assets

TM:SG1.SP2 Establish Resilience-Focused Technology Assets

TM:SG2 Protect Technology Assets 

TM:SG2.SP1 Assign Resilience Requirements to Technology Assets

TM:SG2.SP2 Establish and Implement Controls

TM:SG3 Manage Technology Asset Risk 

TM:SG3.SP1 Identify and Assess Technology Asset Risk

TM:SG3.SP2 Mitigate Technology Risk
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TM: Technology Management

TM:SG4 Manage Technology Asset Integrity 

TM:SG4.SP1 Control Access to Technology Assets

TM:SG4.SP2 Perform Configuration Management

TM:SG4.SP3 Perform Change Control and Management

TM:SG4.SP4 Perform Release Management

TM:SG5 Manage Technology Asset Availability 

TM:SG5.SP1 Perform Planning to Sustain Technology Assets

TM:SG5.SP2 Manage Technology Asset Maintenance

TM:SG5.SP3 Manage Technology Capacity

TM:SG5.SP4 Manage Technology Interoperability
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General methodology - ADM: Asset Definition and Management 

Goals Practices 

ADM:SG1 Establish Organizational Assets 

ADM:SG1.SP1 Inventory Assets 

ADM:SG1.SP2 Establish a Common Understanding 

ADM:SG1.SP3 Establish Ownership and Custodianship 

ADM:SG2 Establish the Relationship Between Assets and Services 

ADM:SG2.SP1 Associate Assets with Services 

ADM:SG2.SP2 Analyze Asset-Service Dependencies 

ADM:SG3 Manage Assets 

ADM:SG3.SP1 Identify Change Criteria 

ADM:SG3.SP2 Maintain Changes to Assets and Inventory
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Exercise:

Assets, mission, disruption, impact

CIA sampling (& KIM basics)
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Exercise part 1, steps 1 & 2

Inpatient Care
Provide continuous care to 
patients in hospital

Nurses,
Doctors

Health 
records

Heart 
monitor

Hospital
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Exercise part 1, step 3

As a hospital, providing continuous care to in-patients is our 
top strategic objective 

Health records could be lost or corrupted due to record 
system failure

Patients might not receive appropriate or timely care

Potential loss of life, serious reputational and financial harm
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Exercise part 2, steps 4 & 5

Health records may only be accessed by the patient’s 
doctor and authorized staff.

Health records
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Exercise part 2, steps 6 & 7

Alterations to health records require doctor’s approval.

Health records must be available on demand, 24x7.
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Asset from Step 4: 8

PROTECT SUSTAIN

Based on the resilience requirements, the protection strategy 

for this asset is:

Based on the resilience requirements, the sustainment strategy 

for this asset is:

Example: The protection strategy for patient medical records is to 

strictly limit viewing and modification access to authorized 

personnel.

Example: The sustainment strategy is to ensure that authorized 

medical personnel have access even if the original electronic 

paper records are unavailable.

The strategy would be implemented through these controls: The strategy would be implemented through these controls:

Administrative: Administrative:

Example: create and enforce an access policy Example: develop, test and maintain continuity plans

Technical: Technical:

Example: require ID/password to access electronic medical 

records, electronic IDs to access data center

Example: Scan all paper records for digital storage; synchronize 

electronic storage to redundant data center for failover; 

automatically backup data

Physical: Physical:

Example: lock data center and strictly limit access

Example: physically separate primary and secondary data centers; 

store backups offsite

9
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ID: Identity Management

Purpose:

The purpose of Identity Management is to create, maintain, and deactivate

identities that may need some level of trusted access to organizational assets and 

to manage their associated attributes
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ID: Identity Management

• disclosure of information (resulting in violations of privacy and confidentiality 

requirements) 

• unauthorized use of systems and servers (to carry out fraudulent activities) 

• unauthorized entry to secured facilities (which could affect the life, safety, and health 

of staff and customers) 

• destruction or loss of vital information and systems that the organization relies upon 

day-to-day to carry out its strategic objectives 

Because the operating environment is complex and the persons, objects, and entities

that need access to organizational assets are ever-changing, the organization must 

actively manage the population of identities to ensure that it is valid. 
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Goals/Practices 

ID:SG1 Establish Identities 

Identities are created to represent persons, objects, and entities that require access to organizational assets. 

ID:SG1.SP1 Create Identities 

• Persons, objects, and entities that require access to organizational assets are registered and profiled. 

ID:SG1.SP2 Establish Identity Community 

• identity community can be defined as the collection of the organization’s identity profiles. The identity community defines the baseline 
population of persons, objects, and entities—internal and external to the organization

ID:SG1.SP3 Assign Roles to Identities 

ID:SG2 Manage Identities 

• Identities are managed to ensure they reflect the current environment of associated persons, objects, and entities. 

ID:SG2.SP1 Monitor and Manage Identity Changes 

ID:SG2.SP2 Periodically Review and Maintain Identities 

• to identify identities that are invalid 

ID:SG2.SP3 Correct Inconsistencies 

• Inconsistencies between the identity community and the persons, objects, and entities they represent are corrected. 

ID:SG2.SP4 Deprovision Identities

• Identities for which need has expired or has been eliminated are deprovisioned 

ID: Identity Management



Something You Know, Have, or Are
Multifactor Authentication
All approaches for human authentication rely on at least one of the following: 

• Something you know (eg. a password). This is the most common kind of 
authentication used for humans. We use passwords every day to access our 
systems. Unfortunately, something that you know can become something you 
just forgot. And if you write it down, then other people might find it. 

• Something you have (eg. a smart card). This form of human authentication 
removes the problem of forgetting something you know, but some object now 
must be with you any time you want to be authenticated. And such an object 
might be stolen and then becomes something the attacker has. 

• Something you are (eg. a fingerprint). Base authentication on something intrinsic 
to the principal being authenticated. It's much harder to lose a fingerprint than a 
wallet. Unfortunately, biometric sensors are fairly expensive and (at present) not 
very accurate. 

https://www.cs.cornell.edu/courses/cs513/2005fa/nnlauthpeople.html









SOCIAL 
ENGINEERING
In computer science, social 
engineering is “the act of 
manipulating a person to take an 
action that may or may not be in 
the target’s best interest”.

– Cristopher Hadnagy, “Social 
Engineering: The Art of Human 
Hacking”

IMPORTANT NOTIONS

11/15/2019 Christina Todorova 199

• Social engineering is “always 
psychological and sometimes 
technical”

• “The psychological aspect of 
social engineering is what 
makes the attack, not the 
technical”

• We will focus mostly on the 
technical aspect, while still 
acknowledging the 
psychological factors are 
leading

• It can be mitigated 
somewhat with technical 
means

Only about 3% of malware tries 
to exploit an exclusively 

technical flaw. 
The other 97% instead targets 

users through SE.

KnowBe4, 2016. Link

$ 5 billion stollen

PhisMe, 2017. Link

Through E-mail

Mimecast, 2018

Emails = Spam

Symantec, 2018

91% 55%

2013-2016 worldwide through SE

Additional presentation & exercise on:

https://www.knowbe4.com/what-is-social-engineering/
https://cofense.com/wp-content/uploads/2017/11/Enterprise-Phishing-Resiliency-and-Defense-Report-2017.pdf
https://www.mimecast.com/solutions/email-security/spear-phishing/
https://www.symantec.com/content/dam/symantec/docs/reports/istr-23-2018-en.pdf


A SUCCESSFUL SOCIAL 

ENGINEERING ATTACK

=

A HUMAN HAS BEEN 

MANIPULATED TO BYPASS AN 

ACCESS CONTROL RESULTING IN 

UNAUTHORIZED ACCESS TO 

INFORMATION.

11/15/2019 Christina Todorova 200



Mouton et al., (2016) Social engineering attack examples, templates and scenarios

Social Engineering Attack Framework

11/15/2019 201
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AM: Access Management

In order to support services, assets such as information, technology, and facilities 

must be made available (accessible) for use. This requires that persons

(employees and contractors), objects (such as systems), and entities (such as 

business partners) have sufficient (but not excessive) levels of access to these 

assets.

AM:SG1  Manage and Control Access 

AM:SG1.SP1  Enable Access 

AM:SG1.SP2 Manage Changes to Access Privileges  

AM:SG1.SP3  Periodically Review and Maintain Access Privileges 

AM:SG1.SP4  Correct Inconsistencies 
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VAR: VULNERABILITY ANALYSIS AND RESOLUTION 
Related PAs: RISK, MON , IMC

VAR:SG1 Prepare for Vulnerability Analysis 

and Resolution

VAR:SG2 Identify and Analyze Vulnerabilities

VAR:SG3 Manage Exposure to Vulnerabilities

VAR:SG4 Identify Root Causes

VAR

Purpose: The purpose of Vulnerability Analysis and Resolution is to 

identify, analyze, and manage vulnerabilities in an organization’s operating 

environment. 
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VAR:SG1 Prepare for Vulnerability Analysis and 

Resolution

VAR:SG1.SP1 Establish Scope 

The assets and operational environments that must be examined for vulnerabilities are 

identified 

An asset and the services are vulnerable to disruption if there is a weakness that is not 

currently remediated by an administrative, technical, or physical control. The universe of 

potential vulnerabilities in an organization’s operational environment is almost limitless. The 

organization must therefore focus its vulnerability analysis and resolution activities toward 

identifying the vulnerabilities to the organization’s most high-value assets and 

services. Otherwise, the organization can expend significant human and financial resources 

identifying vulnerabilities that have limited potential for posing operational risk to the 

organization.

VAR:SG1.SP2 Establish a Vulnerability Analysis and Resolution 

Strategy

A comprehensive vulnerability management strategy addresses items such as

• the determination and documentation of the scope of vulnerability analysis and resolution

• a plan for performing vulnerability analysis and resolution

• resources and accountability for vulnerability identification and remediation

• approved methods and tools to be used for the identification, analysis, remediation, 

monitoring, and communication of vulnerabilities

• a process for organizing, categorizing, comparing, and consolidating vulnerabilities

• thresholds for remediation and resolution activities

• time intervals for vulnerability identification and monitoring activities

VAR: VULNERABILITY ANALYSIS AND RESOLUTION 
Samples

VAR:SG2 Identify and Analyze Vulnerabilities
VAR:SG2.SP1 Identify Sources of Vulnerability Information 

These are examples of sources of vulnerability data: 

• vendors of software, systems, and hardware technologies that provide warnings on vulnerabilities in their 

products 

• common free catalogs, such as the US-CERT Vulnerability Notes Database and the MITRE 

Corporation’s Common Vulnerabilities and Exposures list 

• industry groups 

• vulnerability newsgroups and mailing lists 

• the results of executing automated tools, techniques, and methods 

• internal processes such as service desk, problem management, incident management and control, and 

monitoring, where vulnerabilities may be detected 

VAR:SG2.SP2 Discover Vulnerabilities

A process is established to actively discover vulnerabilities. These include:

• performing internal vulnerability audits or assessments (using tools, techniques, and methods)

• performing external-entity assessments

• reviewing the results of internal and external audits

• periodically reviewing vulnerability catalogs, such as the US-CERT Vulnerability Notes Database and 

the MITRE Corporation’s Common Vulnerabilities and Exposures list

• subscribing to vendor notification services

• subscribing to vulnerability notification services (mailing lists)

• reviewing reports from industry groups

• reviewing vulnerability newsgroups

• using lessons-learned databases, such as the incident knowledgebase (The incident knowledgebase is 

addressed in the Incident Management and Control process area.)

• monitoring high-value organizational processes and infrastructure (Monitoring for events, incidents, and 

vulnerabilities is addressed in the Monitoring process area.)

• using reports of vulnerabilities from other processes such as the organization’s service desk or the problem 

management process

VAR
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Референтен стандарт за уеб услуги 
Предлага систематизиран преглед на изискванията за 
сигурност в web. Определя  три нива на сигурност, като 
ниво 2 може да се счита за „нормално“ 

https://owasp.org/

https://owasp.org/
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207

OWASP Application Security 

Verification Standard (ASVS) Project
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https://cve.mitre.org/index.html

https://cve.mitre.org/index.html
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https://cve.mitre.org/index.html

https://cve.mitre.org/index.html
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VAR:SG2.SP3 Analyze Vulnerabilities

Vulnerabilities are analyzed to determine whether they have to be reduced or eliminated.

Subpractices…: Prioritize and categorize vulnerabilities for disposition

Examples of categories for vulnerability resolution: 

• Take no action; ignore. 

• Fix immediately (typically the case for vendor updates or changes). 

• Develop and implement vulnerability resolution strategy (typically the case when the resolution 

is more extensive than simple actions such as vendor updates). 

• Perform additional research and analysis. 

• Refer the vulnerability to the risk management process for formal risk consideration. 

VAR: VULNERABILITY ANALYSIS AND RESOLUTION 
Samples

VAR
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Source: http://security.globalpractitioner.org/introduction/infosec_5_5.htm

http://security.globalpractitioner.org/introduction/infosec_5_5.htm
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https://www.exploit-db.com/

https://www.exploit-db.com/
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http://www.misp-project.org/datamodels/#misp-taxonomies

http://www.misp-project.org/datamodels/#misp-taxonomies
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https://www.cvedetails.com/

https://www.cvedetails.com/
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https://nvd.nist.gov/vuln-metrics/cvss#

https://nvd.nist.gov/vuln-metrics/cvss
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CVSS v3.1 Equations

The CVSS v3.1 equations are defined below.

Base

The Base Score is a function of the Impact and Exploitability sub score equations. Where the Base score is 

defined as,

If (Impact sub score <= 0) 0 else,

Scope Unchanged4 𝑅𝑜𝑢𝑛𝑑𝑢𝑝(𝑀𝑖𝑛𝑖𝑚𝑢𝑚[(𝐼𝑚𝑝𝑎𝑐𝑡 + 𝐸𝑥𝑝𝑙𝑜𝑖𝑡𝑎𝑏𝑖𝑙𝑖𝑡𝑦), 10])

Scope Changed 𝑅𝑜𝑢𝑛𝑑𝑢𝑝(𝑀𝑖𝑛𝑖𝑚𝑢𝑚[1.08 × (𝐼𝑚𝑝𝑎𝑐𝑡 + 𝐸𝑥𝑝𝑙𝑜𝑖𝑡𝑎𝑏𝑖𝑙𝑖𝑡𝑦), 10])

and the Impact sub score (ISC) is defined as,

Scope Unchanged 6.42 × 𝐼𝑆𝐶Base

Scope Changed 7.52 × [𝐼𝑆𝐶𝐵𝑎𝑠𝑒 − 0.029] − 3.25 × [𝐼𝑆𝐶𝐵𝑎𝑠𝑒 − 0.02]15

Where,

𝐼𝑆𝐶𝐵𝑎𝑠𝑒 = 1 − [(1 − 𝐼𝑚𝑝𝑎𝑐𝑡𝐶𝑜𝑛𝑓) × (1 − 𝐼𝑚𝑝𝑎𝑐𝑡𝐼𝑛𝑡𝑒𝑔) × (1 − 𝐼𝑚𝑝𝑎𝑐𝑡𝐴𝑣𝑎𝑖𝑙)]
And the Exploitability sub score is,

8.22 × 𝐴𝑡𝑡𝑎𝑐𝑘𝑉𝑒𝑐𝑡𝑜𝑟 × 𝐴𝑡𝑡𝑎𝑐𝑘𝐶𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦 × 𝑃𝑟𝑖𝑣𝑖𝑙𝑒𝑔𝑒𝑅𝑒𝑞𝑢𝑖𝑟𝑒𝑑 × 𝑈𝑠𝑒𝑟𝐼𝑛𝑡𝑒𝑟𝑎𝑐𝑡𝑖𝑜𝑛Temporal

The Temporal score is defined as,

𝑅𝑜𝑢𝑛𝑑𝑢𝑝(𝐵𝑎𝑠𝑒𝑆𝑐𝑜𝑟𝑒× 𝐸𝑥𝑝𝑙𝑜𝑖𝑡𝐶𝑜𝑑𝑒𝑀𝑎𝑡𝑢𝑟𝑖𝑡𝑦 × 𝑅𝑒𝑚𝑒𝑑𝑖𝑎𝑡𝑖𝑜𝑛𝐿𝑒𝑣𝑒𝑙 × 𝑅𝑒𝑝𝑜𝑟𝑡𝐶𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒)

Environmental

The environmental score is defined as,

If (Modified Impact Sub score <= 0) 0 else,

If Modified Scope is Unchanged Round up(Round up (Minimum [ (M.Impact + M.Exploitability) 

,10]) × Exploit Code Maturity × Remediation Level × Report Confidence)

If Modified Scope is Changed Round up(Round up (Minimum [1.08 × (M.Impact + 

M.Exploitability) ,10]) × Exploit Code Maturity × Remediation Level × Report Confidence)

And the modified Impact sub score is defined as,

If Modified Scope is Unchanged 6.42 × [𝐼𝑆𝐶𝑀𝑜𝑑𝑖𝑓𝑖𝑒𝑑]

If Modified Scope is Changed 7.52 × [𝐼𝑆𝐶𝑀𝑜𝑑𝑖𝑓𝑖𝑒𝑑 − 0.029]-3.25× [𝐼𝑆𝐶𝑀𝑜𝑑𝑖𝑓𝑖𝑒𝑑× 0.9731 − 0.02] 13

Where,

𝐼𝑆𝐶𝑀𝑜𝑑𝑖𝑓𝑖𝑒𝑑 = 𝑀𝑖𝑛𝑖𝑚𝑢𝑚 [[1 − (1 − 𝑀. 𝐼𝐶𝑜𝑛𝑓× 𝐶𝑅) × (1 − 𝑀. 𝐼𝐼𝑛𝑡𝑒𝑔× 𝐼𝑅) × (1 − 𝑀. 𝐼𝐴𝑣𝑎𝑖𝑙×
𝐴𝑅)], 0.915]

The Modified Exploitability sub score is,

8.22 ×𝑀. 𝐴𝑡𝑡𝑎𝑐𝑘𝑉𝑒𝑐𝑡𝑜𝑟 ×𝑀. 𝐴𝑡𝑡𝑎𝑐𝑘𝐶𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦 ×𝑀. 𝑃𝑟𝑖𝑣𝑖𝑙𝑒𝑔𝑒𝑅𝑒𝑞𝑢𝑖𝑟𝑒𝑑 ×𝑀. 

𝑈𝑠𝑒𝑟𝐼𝑛𝑡𝑒𝑟𝑎𝑐𝑡𝑖𝑜n4 Where “Round up” is defined as the smallest number, specified to one decimal place, 

that is equal to or higher than its input. For example, Round up (4.02) is 4.1; and Round up (4.00) is 4.0.
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How the assess the (potential) impact / damage in unified way (based on 
unified taxonomy)?

Example of severity of impact scoring system in a multi-state model (MS ISAC, USA)

How Levels are Determined – using multi-state model (SEE THE LINK FOR DETAILS):

The Alert Level is determined using the following threat severity formula:

Severity = (Criticality + Lethality) - (System Countermeasures + Network Countermeasures)

• Lethality: How likely is it that the attack will do damage?
(Value = Potential Damage)

o 5: Exploit exists. Attacker could gain root or administrator privileges. Attacker could
commit denial of service.

o 4: Exploit exists. Attacker could gain user level access privileges. Attacker could commit 
denial of service.

o 3: No known exploit exists. Attacker could gain root or administrator privileges. Attacker
could commit degradation of service.

o 2: No known exploit exists. Attacker could gain user level access privileges.

o 1: No known exploit exists. Attacker could not gain access.

• Criticality: What is the target of the attack?
(Value = Target)

• System Countermeasures: What host-based preventive measures are in place?
(Value = Countermeasure)

• Network Countermeasures: What network-based preventive measures are in place?
(Value = Countermeasure)

Using the result from the formula defined 

above, the Alert Level Indicator would 

generally reflect severity levels as follows:

Alert Level Indicator - Severity

o Green - Low : -8 to -5

o Blue - Guarded : -4 to -2

o Yellow - Elevated : -1 to +2

o Orange - High : +3 to +5

o Red - Severe : +6 to +8

https://www.cisecurity.org/cybersecurity-threats/alert-level/

https://www.cisecurity.org/cybersecurity-threats/alert-level/
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VAR:SG3 Manage Exposure to Vulnerabilities

VAR:SG3.SP1 Manage Exposure to Vulnerabilities

VAR:SG4 Identify Root Causes
The root causes of vulnerabilities are examined to improve vulnerability analysis and resolution and 

reduce organizational exposure.

VAR:SG4.SP1 Perform Root-Cause Analysis

VAR: VULNERABILITY ANALYSIS AND RESOLUTION 
Samples

VAR
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COMM: Communications

COMM:SG1 Prepare for Resilience Communications

COMM:SG1.SP1 Establish a Resilience Communications Plan

COMM:SG1.SP2 Identify Communications Requirements

COMM:SG1.SP3 Establish Communications Guidelines and Standards

COMM:SG2 Deliver Resilience Communications

COMM:SG2.SP1 Identify Communications Methods and Channels

COMM:SG2.SP2 Establish and Maintain Communications Infrastructure

COMM:SG2.SP3 Provide Resilience Communications

COMM:SG3 Improve Communications

COMM:SG3.SP1 Assess Communications Effectiveness

COMM:SG3.SP2 Improve Communications

COMM
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EF: Enterprise Focus
EF:SG1  Establish Strategic Objectives: The strategic objectives are established as the foundation for the operational resilience management system. 

EF:SG1.SP1   Establish Strategic Objectives: Strategic objectives are identified and established as the basis for resilience activities. 

EF:SG1.SP2   Establish Critical Success Factors: The critical success factors of the organization are identified and established. 

EF:SG1.SP3   Establish Organizational Services: The high-value services that support the accomplishment of strategic objectives are established. 

EF:SG2 Plan for Operational Resilience: Planning for the operational resilience system is performed. 

EF:SG2.SP1 Establish an Operational Resilience Management Plan: A plan for managing operational resilience is established as the basis for the 

operational management program. 

EF:SG2.SP2 Establish an Operational Resilience Management Program: A program is established to carry out the activities and practices of the 

operational resilience management plan. 

EF:SG3 Establish Sponsorship: Visible sponsorship of higher level managers for the operational resilience management system is established. 

EF:SG3.SP1 Commit Funding for Operational Resilience Management: A commitment by higher level managers to fund resilience activities is 

established. 

EF:SG3.SP2 Promote a Resilience Aware Culture: A resilience-aware culture is promoted through goal setting and achievement. 

EF:SG3:SP3 Sponsor Resilience Standards and Policies: The development, implementation, enforcement, and management of resilience standards and 

policies are sponsored. 

EF:SG4 Provide Resilience Oversight: Governance over the operational resilience management system is established and performed. 

EF:SG4.SP1 Establish Resilience as a Governance Focus Area: Governance activities are extended to the operational resilience management system 

and accomplishment of the process goals. 

EF:SG4.SP2 Perform Resilience Oversight: Oversight is performed over the operational resilience management system for adherence to established 

procedures, policies, standards, guidelines, and regulations. 

EF:SP4.SP3 Establish Corrective Actions: Corrective actions are identified to address performance issues. 

EF
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COMP: COMPLIANCE 
Related PAs: EF, RISK, MON 

COMP:SG1 Prepare for Compliance Management 

COMP:SG1.SP1 Establish a Compliance Plan 

COMP:SG1.SP2 Establish a Compliance Program 

COMP:SG1.SP3 Establish Compliance Guidelines and Standards 

COMP:SG2 Establish Compliance Obligations

COMP:SG2.SP1 Identify Compliance Obligations 

COMP:SG2.SP2 Analyze Obligations 

COMP:SG2.SP3 Establish Ownership for Meeting Obligations 

COMP:SG3 Demonstrate Satisfaction of Compliance Obligations 

COMP:SG3.SP1 Collect and Validate Compliance Data 

COMP:SG3.SP2 Demonstrate the Extent of Compliance Obligation Satisfaction 

COMP:SG3.SP3 Remediate Areas of Non-Compliance 

COMP:SG4 Monitor Compliance Activities 

COMP:SG4.SP1 Evaluate Compliance Activities 

COMP
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Sample class A appraisal output -1
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CERT-RMM model scope example

None

None

Information security incidents only

Information security compliance only

Information and technology assets onlyADM

IMC

TM

KIM

COMP

0 1 2 3

Capability Profile Scoping Caveats
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RMM Code of Practice Crosswalk

Links RMM practices to common codes of practice and standards

Including:

• ANSI/ASIS SPC.1-2009
• BS25999
• COBIT 4.1
• COSO ERM Framework
• CMMI
• FFIEC BCP Handbook
• ISO 20000-2
• ISO/IEC 24762
• ISO/IEC 24762
• ISO/IEC 27005
• ISO/IEC 31000
• NFPA 1600
• PCI DSS
• Etc…

A version of the crosswalk to common NIST
standards  is available.
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RMM NIST Crosswalk



https://www.us-cert.gov/ccubedvp/assessments

Assessments: Cyber Resilience Review (CRR)
The Department of Homeland Security (DHS) partnered with the Computer 

Emergency Response Team (CERT) Division of Carnegie Mellon University’s 

Software Engineering Institute to create the CRR. The CRR is a derivative of the 

CERT Resilience Management Model (RMM) (http://cert.org/resilience/rmm.html) 

tailored to the needs of critical infrastructure owners and operators.

https://www.us-cert.gov/ccubedvp/assessments
http://cert.org/resilience/rmm.html


https://www.digitalsme.eu/new-sbs-guide-information-security-management-
standard-iso27001-made-easy-smes/

https://www.digitalsme.eu/new-sbs-guide-information-security-management-standard-iso27001-made-easy-smes/




NIS Directive (EU, EP)

Cyber Act (ENISA, Cybersecurity Certification Schemes)

After 16 Dec 2020

NISD-2 (Essential Services > CI > Resilience)

CER (Critical Entities Resilience)

EU General Data Protection Regulation (GDPR)

Deadlines: May 2018

PSD2 (Payment Services Directive – Advanced)
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CIP

Critical infrastructure protection 
(CIP) is a concept that relates to 
the preparedness and response to 
serious incidents that involve the 
critical infrastructure of a region or 
nation.

The process includes assessments of:

• Protection - Can be defined as the state of being 
defended, safeguarded, or shielded from injury, loss, 
or destruction from natural or unnatural forces.

• Vulnerability – The quality of being susceptible to 
attack or injury, warranted or unwarranted, by 
accident or by design.

• Risk – The possibility or likelihood of being attacked 
or injured.

• Mitigation – The ability to alleviate, reduce, or 
moderate a vulnerability, thus reducing or 
eliminating risk.

Christina Todorova 2353/19/2022

Critical infrastructure (or critical 
national infrastructure is a term 
used by governments to 
describe assets that are 
essential for the functioning of a 
society and economy – the 
infrastructure.

The systems and networks that 
make up the infrastructure of 
society are often taken for 
granted, yet a disruption to just 
one of those systems can have 
dire consequences across other 
sectors.



CIP

ALERT

Alert, contain and 
rebuff attacks and 
rebuild essential 
capabilities in the 
aftermath

DEVELOP

Develop systems to identify 
and prevent attempted 
attacks

PLAN

Plan to eliminate significant 
vulnerabilities

DESIGN

Plans and policies for response, 
mitigation and reconstitution to 

incidents

Christina Todorova 2363/19/2022

ASSESS

Assess vulnerabilities to both 
physical or cyber attacks
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Source: Microsoft Security Intelligence, Most affected industries, statistic as of 24 April 2020

MOST AFFECTED INDUSTRIES BY MALWARE

Reported malware encounters in the last 30 days

https://www.microsoft.com/en-us/wdsi/threats
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Source: Microsoft Security Intelligence, statistic as of 24 April 2020

GLOBAL THREAT ACTIVITY

Countries and regions with the most malware encounters in the last 30 days

https://www.microsoft.com/en-us/wdsi/threats
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RECONSTITUTIONRESPONSEMITIGATIONWARNINGREMEDIATIONASSESSMENT

CIP Lifecycle

Pre-Incident Post-Incident

INCIDENT



An important “tiny” amendment to the Cyber Act: The Blueprint

EU CYBRID: Cyber crisis = Hybrid crisis
• Recommendation Nr. 7

Member States, with the assistance of ENISA and building on previous 
work in this area, should cooperate in developing and adopting a 
common taxonomy and template for situational reports to describe 
the technical causes and impacts of cybersecurity incidents to further 
enhance their technical and operational cooperation during crises. In 
this regard, Member States should take into account the ongoing work 
within the Cooperation Group on incident notification guidelines and in 
particular aspects related to the format of national notifications

• Recital 20 (on Situational 
awareness)

Awareness and understanding of the real-time situation, risk posture, and 
threats gained through reporting, assessments, research, investigation, and 
analysis, is vital to enable well-informed decisions This 'situational awareness' 
- by all relevant stakeholders - is essential for an effective coordinated 
response. Situational awareness includes elements about the causes as well as 
the impact and origin of the incident. 

Recommendation (EU) 2017/1584 on 
Coordinated Response to Large Scale 
Cybersecurity Incidents and Crises:

➢ importance for Member States to have a 
mechanism in place that would allow for an 
effective handling and response to 
cybersecurity incidents of a large-scale and 
crises.

➢ how to incorporate cyber security in existing 
crisis management mechanisms

➢ Fundamental for the cooperation and 
collaboration mechanisms to handle incident of 
a large scale (multi countries/sectors/players) –
automation in info exchange, but also in 
incident response
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