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BrpaxgaHe Ha Google reCAPTCHA
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. [lpuMepu 3a npoBepka u
3aluTa Ha popmuTe

1) Mpumep 3a BrpageHa HTML-Bannpaums;
2) Tpumep 3a Banunaaums ¢ JavaScript;
3) Banupauus c custom JavaScript error validation.




. [IpoBepka Ha Gpopmynspy,

n3rpajenu ¢ pamkara Bootstrap 5 o


https://getbootstrap.com/docs/5.1/forms/overview/

. [poBepka Ha popmynsapu,
n3rpajenu ¢ pamkara Bootstrap 5

1) Mpumep 3a BrpageHa HTML-Bannpaums;
2) Tpumep 3a Banunaaums ¢ JavaScript;
3) Banupauus c custom JavaScript error validation.




Server-side
validation



BrpaxaaHe Ha

Google reCAPTCHA

Google npegnara reCAPTCHA (v3 n v2) n reCAPTCHA Enterprise, 3a 3awuta Ha caiiToBe OT cnamM
M pasnanyHu 3noymotpebu. Google sawmtaBa MunmoHu caintoBe ¢ reCAPTCHA noseye oT
necetnnetve. reCAPTCHA Enterprise e uarpageH Bbpxy cbuiectsyBawma APl Ha reCAPTCHA u
M3M0M3Ba YCbBBPLUIEHCTBAHM TEXHUKM 3@ aHa/N3 Ha pucka, KaTo NnpaBui pas/nka Mexay xopa u
6oTtoBe. C reCAPTCHA Enterprise Mo)eTe fla 3alluTuTe CaiiTa C OT CnaM UK 310ynoTpeda 1 aa
OTKpWeTe ApYrv BMOOBE M3MAMHM [EAHOCTW B CaWTOBETE, KAaTO TakuBa C MAEHTUOUKALMOHHM
[laHHW, NOrNbllaHe/npucBosBaHe Ha akayHT (ATO=account takeover) 1 aBTOMaTUYHO Cb3aaBaHe
Ha akayHT. reCAPTCHA Enterprise npeanara nogobpeHo OTKpWBaHE C MO-AeTainHW pesyntaty,
KOAOBE Ha MNPUYMHKM 3a puUcKoBK cbouTtid, SDK 33 MOOUIHM NPUNOXKEHWS, OTKPMBAHE Ha
HapyllaBaHe Ha napona/Ted, MHorohakTopHo ymoctoBepsiBaHe (MFA) M BB3MOXHOCT 3a
HACTPOVBaHe Ha CreunpuYH1s 3a Ballns CalT MOJeN 3a 3alluTa Ha KOpnopaTuBHUS BUSHEC.




/©\@ BrpaxaaHe Ha

Google reCAPTCHA

https:/developers.google.com/recaptcha/intro

# (e CAPTCHA



https://developers.google.com/recaptcha/intro

BrpaxaaHe Ha

Google reCAPTCHA

Google npegnara reCAPTCHA (v3 n v2) n reCAPTCHA Enterprise, 3a 3awuta Ha caiiToBe OT cnamM
M pasnanyHu 3noymotpebu. Google sawmtaBa MunmoHu caintoBe ¢ reCAPTCHA noseye oT
necetnnetve. reCAPTCHA Enterprise e uarpageH Bbpxy cbuiectsyBawma APl Ha reCAPTCHA u
M3M0M3Ba YCbBBPLUIEHCTBAHM TEXHUKM 3@ aHa/N3 Ha pucka, KaTo NnpaBui pas/nka Mexay xopa u
6oTtoBe. C reCAPTCHA Enterprise Mo)eTe fla 3alluTuTe CaiiTa C OT CnaM UK 310ynoTpeda 1 aa
OTKpWeTe ApYrv BMOOBE M3MAMHM [EAHOCTW B CaWTOBETE, KAaTO TakuBa C MAEHTUOUKALMOHHM
[laHHW, NOrNbllaHe/npucBosBaHe Ha akayHT (ATO=account takeover) 1 aBTOMaTUYHO Cb3aaBaHe
Ha akayHT. reCAPTCHA Enterprise npeanara nogobpeHo OTKpWBaHE C MO-AeTainHW pesyntaty,
KOAOBE Ha MNPUYMHKM 3a puUcKoBK cbouTtid, SDK 33 MOOUIHM NPUNOXKEHWS, OTKPMBAHE Ha
HapyllaBaHe Ha napona/Ted, MHorohakTopHo ymoctoBepsiBaHe (MFA) M BB3MOXHOCT 3a
HACTPOVBaHe Ha CreunpuYH1s 3a Ballns CalT MOJeN 3a 3alluTa Ha KOpnopaTuBHUS BUSHEC.




BrpaxaaHe Ha
Google reCAPTCHA

3a fa 3anoyHeTe ga usnonssate reCAPTCHA, TpsbBa fa cv HanpasuTe peructpauus. Llenta e ga
nonyymTe ABoMKa APl KntovoBe 3a canT/annmnkauma. T4 ce CbCTOM OT K/HOY 3a caiiTa 1 TaeH KoY.
KnoybT 3a cailTa ce u3nonsea 3a M3BKMKBaHe Ha ycnyrata reCAPTCHA oT Hawms cant wnnu
MOOWMHO NpunoxeHne. CEeKPeTHUAT K4 YMbIHOMOLLABA KOMYHUKALWA Mexay bekeHfa Ha
NPUNOXeHNeTo 1 cbpBbpa Ha reCAPTCHA, 3a aa npoBepy 0TroBopa Ha notpebutens. CeKpeTHUAT
KNtOY TPSAOBA [1a Ce Nasn B 6e30MaCHOCT 3a LieNINTe Ha CUIYpPHOCTTA.

[bpBO TpAbBa Aa n3bdepete Thna reCAPTCHA 1 cnea ToBa 4a NOMbJIHETE OTOPU3UPAHN JOMENHN
W UMeHa Ha naketu. Cnea kato CTe MpUenu YycnoBusaTa 3a MOMI3BaHE, LipakaTe Bbpxy
Peructpupane, 3a aa nonyynte HoBa aBoika APl kntovoBe.




. Kak pabotv reCAPTCHA Enterprise

Korato reCAPTCHA Enterprise ce BHegpu B HalaTa cpeja, Toi B3aUMOZEHCTBA C K/IMEHTCKUS
6eKeHa/cbpBDBP M yeb cTpaHUuMTe Ha KnneHTa. Taka, Korato KpaeH moTpeburen nocetu ye6
CTPpaHuUaTa, ce 3ageicTBaT CbOUTHUATA B C/IeHaTa MOC/ES0BaTeNIHOCT:

e bpay3bpbT 3apexaa yeb cTpaHuLaTa Ha KNIMeHTa, CbXxPaHeHa Ha 6ekeHaa/yeb CbpBbpa, I
cnep Toa n3sukBa reCAPTCHA JavaScript ot reCAPTCHA Enterprise.

e Korato KpanHusaT notpebuten 3ageitctea HTML fgeinctBue, 3awmteHo ot reCAPTCHA, kaTo
HanpyUMep NorBaHe, TO yeb CTpaHuLaTa U3npalla CUrHamu, KouTo ce cbbupaT B 6pay3bpa 3a
nocnensatl aHanna o1 reCAPTCHA Enterprise.

e reCAPTCHA Enterprise nanpatya kpuntupaH reCAPTCHA TokeH [0 yeb cTpaHuuaTta 3a no-
KbCHa yrnoTpeoa.

e Yeb cTpaHuuaTa manpatia KpuntupaHus mapkep reCAPTCHA o 6ekeHaa/yeb cbpBbpa 3a
OLleHKa.
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Kak pabotu reCAPTCHA Enterprise

e bekeHa/ye6 CbpBLPLT M3Mpalla 3asBkaTa 3a Cb3faBaHe Ha OLeHKa
(assessments.create) n kpunTtupaHusa mapkep reCAPTCHA pgo reCAPTCHA
Enterprise.

e C(Cnep oueHka, reCAPTCHA Enterprise Bpbuia pesyntat (o1 0.0 go 1.0) n kog Ha
npuynHaTa (Bb3 0CHOBA Ha B3aUMOAENCTBMATA) Ha BekeHa/yed CbpBbPa.

e Hue kaTo MporpamucTi, B 3aBUCMMOCT OT pesyntaTa, MOXEM Aa onpefennm
CnefBaLLuMTe CTbKK, KOUTO a NpeanpueMem cnpsmMo NoTpeouTens.
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BrpaxaaHe Ha

Google reCAPTCHA

Cnep ToBa ce U3NbAHABAT CNeAHUTE CTbNKM, 3a Aia AobaBuTe reCAPTCHA:
1) W36epeTe MHTErpauns oT CTpaHa Ha KWeHTa:
> reCAPTCHA v3

> reCAPTCHA v2
e  (Checkbox
e Invisible
e Android

2) TpoBepeTe 0TroBOPa Ha NoTpebuTens.




CpaBHEHWE Ha TMNOBETE
Google reCAPTCHA

Feature reCAPTCHA v3 reCAPTCHA v2
Cost Free up to*1 million assessments Free up to 1 million assessments
For more information, see Pricinag. per month per month’
"I'm not a robot" widget support No Yes
Score granularity (security-review 4 levels None

required)



https://cloud.google.com/recaptcha-enterprise/pricing

BrpaxaaHe Ha

Google reCAPTCHA

Cnep ToBa ce U3NbAHABAT C/ieAHUTE CTDBINKH, 3a Aa fobaBute reCAPTCHA:
1)  OTBOpETE CTpaHuuarTa: https://cloud.qgoogle.com/recaptcha-enterprise
2) Cnep kaTo 6bJeTe npeHacoyeHn, HaTucHeTe 6yToHa: Enable

é

reCAPTCHA Enterprise API

Google Enterprise API

ENABLE TRY THIS API 2



https://cloud.google.com/recaptcha-enterprise

BrpaxaaHe Ha

Google reCAPTCHA

Cnep ToBa ce U3NbAHABAT C/eAHUTE CTDBINKH, 3a Aa fobaBute reCAPTCHA:
3) Cnep kaTo 6bAeTe NpeHacoyeHn, HaTucHeTe 6yToHa: Create a key

Enterprise keys + CREATE KEY

= Filter Filter keys

Name Creation date KeylD @ Platform details @ Metrics Risk scores @

There are no keys for this project. Please create one.




@® Brpaxaane Ha Google reCAPTCHA
& Create key @

A reCAPTCHA key lets you score user interactions for risk and potential fraud. You can oo
create a key for each site or app.

After creating the key, use the ID specified here in your API call. For more information
about setting up and using a reCAPTCHA Enterprise site key, see the documentation .

Display name *

A descriptive name to help identify the key within the list of keys. 0/50

Choose platform type
Website v

Other platform types are accessible after a security review. Please contact sales [ to
initiate.

Domain list

ADD A DOMAIN

At least one domain must be added to the website platform key

v DOMAIN VERIFICATION, AMP PAGES AND CHALLENGE

CREATE KEY CANCEL
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https://cloud.google.com/recaptcha-enterprise/docs/set-up-non-google-cloud-environments-api-keys




BrpaxaaHe Ha

Google reCAPTCHA

<html>
<head>
<title>reCAPTCHA demo: Simple page</title>
<script src="https://www.google.com/recaptcha/enterprise.js"
async defer></script>
</head>
<body>
<form action="?" method="POST">
<div class="g-recaptcha" data-sitekey="site key"></div>
<br/>
<input type="submit" value="Submit">
</form>
</body>
</html>




Jluteparypa

https://developer.mozilla.org/en-US/docs/Web/HTML/Attributes/pattern
https://developer.mozilla.org/en-US/docs/Learn/Forms/Ul_pseudo-classes
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Guide/Reqular_E
xpressions/Cheatsheet
https://www.smashingmagazine.com/2012/06/form-field-validation-errors-
only-approach/
https://www.smashingmagazine.com/2009/07/web-form-validation-best-pr
actices-and-tutorials/
https://www.webfx.com/blog/web-design/10-tips-for-optimizing-web-form-
submission-usability/
https://alistapart.com/article/inline-validation-in-web-forms/
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