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. [lpumepy 3a npoBepKa u
3alMTa Ha popmuTe

1) Mpumep 3a BrpageHa HTML-Banupaums;
2) [lpumep 3a Banuaauus ¢ JavaScript;
3) Banupauus c custom JavaScript error validation.




[ToMoLLHM MaTepurany

Reqular expressions:
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Guide/Reqular_Expressions

HTML attribute > pattern:
https://developer.mozilla.org/en-US/docs/Web/HTML/Attributes/pattern

Ul pseudo-classes:
https://developer.mozilla.org/en-US/docs/Learn/Forms/Ul_pseudo-classes

Reqular expression syntax cheat sheet:

https://developer.mozilla.org/en-US/docs/Web/JavaScript/Guide/Reqular_Expressions/Chea
tsheet

Client-side form validation:
https:/developer.mozilla.org/en-US/docs/Learn/Forms/Form_validation



https://developer.mozilla.org/en-US/docs/Web/JavaScript/Guide/Regular_Expressions
https://developer.mozilla.org/en-US/docs/Web/HTML/Attributes/pattern
https://developer.mozilla.org/en-US/docs/Learn/Forms/UI_pseudo-classes
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Guide/Regular_Expressions/Cheatsheet
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Guide/Regular_Expressions/Cheatsheet
https://developer.mozilla.org/en-US/docs/Learn/Forms/Form_validation

[ToMoLLHM MaTepurany

6) Best practices:
https://www.smashingmagazine.com/2009/07/web-form-validation-best-practices-and-tutori

als/



https://www.smashingmagazine.com/2009/07/web-form-validation-best-practices-and-tutorials/
https://www.smashingmagazine.com/2009/07/web-form-validation-best-practices-and-tutorials/

/@\@ [IpoBepka Ha popMynspy,

n3rpajenu ¢ pamkara Bootstrap o

https://getbootstrap.com/docs/5.1/forms/overview/

https://getbootstrap.com/docs/5.1/examples/checkout/



https://getbootstrap.com/docs/5.1/forms/overview/
https://getbootstrap.com/docs/5.1/examples/checkout/

Server-side
validation



BrpaxaaHe Ha

Google reCAPTCHA

Google npegnara reCAPTCHA (v3 n v2) n reCAPTCHA Enterprise, 3a 3awuta Ha caiToBe OT cnam
M pasnnyHn 3noynotpebu. Google 3awmTaBa MunMoHK caiitoBe ¢ reCAPTCHA noeye oT
necetunnetve. reCAPTCHA Enterprise e n3rpageH sbpxy cblyectsyBawma APl Ha reCAPTCHA u
M3M0M3Ba YCbBbBPLIEHCTBAHN TEXHUKM 3@ aHaNM3 Ha pUCKa, KaTo NpaBuK pasinka Mexmiy xopa u
6otoBe. C reCAPTCHA Enterprise Mo)eTe fa 3aluTnTe cailTa CM OT CMaM W 310ynotpeda v aa
OTKpWeTe ApYrv BMAOBE M3MAMHU [ENHOCTW B CaWTOBETE, KATO TakuBa C MAEHTUOUKALMOHHM
[laHHW, NOrNblaHe/npucBosBaHe Ha akayHT (ATO=account takeover) 1 aBTOMaTNYHO Cb3aaBaHe
Ha akayHT. reCAPTCHA Enterprise npeanara nogobpeHo OTKPKBaHe C MO-AeTainHK pes3yntati,
KOOBE Ha MPUYMHKM 3a puUCKoBKM CbouTnd, SDK 33 MOBUAHM MPUIOXKEHWS, OTKPUBAHE Ha
HapyllaBaHe Ha napona/Ted, MHorohakTopHo yaoctoBepsiBaHe (MFA) M BB3MOXHOCT 3a
HACTPOVBaHe Ha CreLnpuyHMsS 3a Ballns CailT MOJES 3a 3alluTa Ha KOPropaTUBHUS GU3HEC.




BrpaxaHe Ha
Google reCAPTCHA

https:/developers.google.com/recaptcha/intro
https:/developers.google.com/recaptcha/docs/v3

# (e CAPTCHA



https://developers.google.com/recaptcha/intro

BrpaxaaHe Ha

Google reCAPTCHA
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BrpaxaaHe Ha
Google reCAPTCHA

3a fa 3anoyHeTe ga usnonasate reCAPTCHA, TpsabBa fa cv HanpaBuTe pernctpauus. Llenta e ga
nonyymTe ABOMKa APl KnrovoBe 3a caiT/annmnkaumns. Ta ce CbCTOM OT KJTKOY 3@ CaiTa U TaeH Kkou.
KnoybT 3a caitTa ce u3nofisBa 3a u3BMKBaHe Ha ycnyrata reCAPTCHA oT Hawug canT uam
MOOWNHO NpuUnoxXeHne. CEeKPeTHUAT KIIKY YMbIHOMOLLABA KOMYHUKALWUA Mexay bekeHfa Ha
NPUNOXeEHNETO 1 cbpBbpa Ha reCAPTCHA, 3a aa npoBepu 0TroBopa Ha notpebutens. CekpeTHuaT
KNtOY TPsA6BA [ja Ce Nasu B 6€30MaCHOCT 3a LieNnTe Ha CUTYPHOCTTA.

[bpBO TpAbBa Aa n3bdepete Tuna reCAPTCHA 1 cnea ToBa fa NOMb/IHETE OTOPU3UPAHN JOMENHN
unn uMeHa Ha naketn. Cnep kaTo CTe MNPUenu ycrosuaTa 3a MO3BaHe, Lipakate BbpXy
Peructpupane, 3a na nonyunte Hoa fiBoiika APl knto4oBe.




. Kak pabotu reCAPTCHA Enterprise

Korato reCAPTCHA Enterprise ce BHeApH B HallaTa cpeja, TOW B3aMMOAEHCTBA C KNNEHTCKHUS
6exeHA/cbPBBP M yeb cTpaHMUHUTe HAa KaMeHTa. Taka, Korato KpaeH motpe6uten mocetu yeb
CTPaHHuLaTa, ce 3afjeiicTBaT CbOUTHATA B C/leHaTa NOCNe[0BaTe/IHOCT:

e bpay3bpbT 3apex/a yeb CTpaHulata Ha KWeHTa, CbXxpaHeHa Ha yeb CbpBbpa W crej TOBa
n3sukBa reCAPTCHA JavaScript ot reCAPTCHA Enterprise.

e KoraTo KpaiHuaT notpebuten 3ageinctea HTML cbbutue, 3awmteHo ot reCAPTCHA, kato
HampuMep NorBaHe, yeb CTpaHMLaTa M3npatla CUrHanum, KoMTo ce cboupart B 6paysbpa 3a
nocnenatl aHanus o1 reCAPTCHA Enterprise.

e reCAPTCHA Enterprise nsnpatya kpuntupaH reCAPTCHA TokeH [0 yeb CTpaHuuaTta 3a no-
KbCHa ynoTpeoba.

e Yeb CTpaHuuaTa nanpata kpuntupanus mapkep reCAPTCHA no 6ekeHfa 3a OLEeHKa.




©
Kak pabotu reCAPTCHA Enterprise

e Yeb CbpBbPbHT M3MpaLla 3asBKaTa 3a Cb3[aBaHe Ha OLeHKa (assessments.create)
n kpuntupaHmuat mapkep reCAPTCHA no reCAPTCHA Enterprise.

e C(nep oueHka, reCAPTCHA Enterprise Bpblia pesyntat (o1 0.0 go 1.0) 1 kog Ha
npuymnHaTa (Bb3 OCHOBA Ha B3aMMOAENCTBMATA) HA GeKeHaa/yeb CbpBbPa.

e Hue kaTo NporpamncTi, B 3aBWCMMOCT OT pesynTaTa, MOXem fa Onpefenvm
ClieaBalLyTe CTbMKK, KOMTO Aa NPeanpuemMem, CnpsaMo noTpeonteng.




Customer Web Page Customer reCAPTCHA
in a Browser Backend/Web Server Enterprise
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BrpaxaaHe Ha

Google reCAPTCHA

Cnep ToBa ce M3NDbNHABAT CeAHUTE CTbMNKH, 3a Aa AobaBuTe reCAPTCHA:
1) W36epeTe nHTErpaLus OT CTpaHa Ha KNNEHTa:
> reCAPTCHA v3

> reCAPTCHA v2
e (Checkbox
e Invisible
e Android

2) TpoBepeTe 0TroBoOpa Ha noTpebuTens.




CpaBHeHWe Ha TMNOBETE
Google reCAPTCHA

Feature reCAPTCHA v3 reCAPTCHA v2
Cost Free up to*1 million assessments Free up to 1 million assessments
For more information, see Pricinag. per month per month’
"I'm not a robot" widget support No Yes
Score granularity (security-review 4 levels None

required)



https://cloud.google.com/recaptcha-enterprise/pricing

BrpaxaaHe Ha

Google reCAPTCHA

Cnep ToBa ce U3NMbAHABAT C/leAHUTE CTbINKH, 3a Aa fobaBute reCAPTCHA:
1)  OTBOpETE CTpaHuuarTa: https://cloud.qoogle.com/recaptcha-enterprise
2) Cnep kaTo 6bJeTe npeHacoyeHr, HaTucHeTe 6yToHa: Enable

é

reCAPTCHA Enterprise API

Google Enterprise API

ENABLE TRY THIS API 2



https://cloud.google.com/recaptcha-enterprise

BrpaxaaHe Ha

Google reCAPTCHA

Cnep ToBa ce U3NDbAHABAT C/leAHUTE CTDBNKH, 3a Aa fgobasute reCAPTCHA:
3) Cnep kaTo 6bAeTe NpeHacoYeHr, HaTucHeTe 6yToHa: Create a key

Enterprise keys + CREATE KEY

= Filter Filter keys

Name Creation date KeylD @ Platform details @ Metrics Risk scores @

There are no keys for this project. Please create one.




@ Brpaxaane na Google reCAPTCHA
& Create key @

A reCAPTCHA key lets you score user interactions for risk and potential fraud. You can oo
create a key for each site or app.

After creating the key, use the ID specified here in your API call. For more information
about setting up and using a reCAPTCHA Enterprise site key, see the documentation .

Display name *

A descriptive name to help identify the key within the list of keys. 0/50

Choose platform type
Website v

Other platform types are accessible after a security review. Please contact sales [ to
initiate.

Domain list

ADD A DOMAIN

At least one domain must be added to the website platform key

v DOMAIN VERIFICATION, AMP PAGES AND CHALLENGE

CREATE KEY CANCEL




/©\@ Brpaxaane Ha Google reCAPTCHA

https://cloud.google.com/recaptcha-enterprise/docs/set-up-non-google-cloud-environments-api-keys




BrpaxaaHe Ha

Google reCAPTCHA

<html>
<head>
<title>reCAPTCHA demo: Simple page</title>
<script src="https://www.google.com/recaptcha/enterprise.js"
async defer></script>
</head>
<body>
<form action="?" method="POST">
<div class="g-recaptcha" data-sitekey="site key"></div>
<br/>
<input type="submit" value="Submit">
</form>
</body>
</html>
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