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BnBeaeHue > naesta

yCTOWYUBOCT

||l-pa yacT Ha
Kypca

CUTYPHOCT

[-Ba yacT Ha
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Kak pa octaHeM B
HOPMaJIEH PeX1M
Ha paboTa, cnep
UHUMAEHT

Kak pa ce
npeanasum



BbnBegeHue

KakBo uie pasrnexgamMe Ha nekuumn?

MogensT CERT-RMM > CERT® Resilience Management Model > 4 kaTeropuu > 26 npoLecHu
obnactu

// CERT = Computer Emergency Response Team
MopenbT 3a ynpaBneHue Ha yctoitunoctta CERT® (CERT®-RMM) e nHoBaTuBEH U

TpaHcpopMMpaLL, NOAXOL4 KbM NPean3BUMKATENCTBOTO "YNpaBlieHne Ha onepaTuBHaTa
YCTOMYMBOCT B C/TIOXHM, pa3BMBaLLM Ce PUCKOBE CPean”, B KOUTO XMUBEEM U Y4MM B MOMEHTA.




BnBeaexue

UH)XeHepHH
ADM - [leduHupaHe v ynpaBfeHue Ha akTuBuTe

RRD - Pa3paboTBaHe Ha 131CKBaHMs 3a YCTORYMBOCT
RRM - YnpasneHue Ha U31CKBaHWATa 3@ YCTONYNBOCT

SC — HenpekbcHATOCT Ha ycnyrute

CTRL —YnpaBneHue Ha KOHTponuTe

RTSE — VIHXEHepuHr Ha yCTONYNBY TEXHUYECKM
peLleHuns

OpraHM3auuoHHH

EF —OpraHusaunoHeH Gokyc

COMP - CbotBeTcTBUA

FRM - YnpaBneHne Ha GUHAHCOBUTE pecypcu

HRM - YnpaBneHune Ha 4oBeLIKWUTE pecypcu

RISK — YnpaBneHue Ha pucka

COMM - KomyHuKkaLmm

OTA - OpraHn3aumoHHO 06y4YeHne 1 0OCBEAOMSIBAHE

OnepaTUBHU

PM - YnpaBneHue Ha xopaTa

KIM - YnpaBneHve Ha MHHopMaLmMa U 3HaHMS
TM — YnpaBneHue Ha TeXHONoruu

EC - KoHTpon Ha cpefiaTa (CbopbXeHnsTa)
AM - YnpaBfieHne Ha [oCcTbna

ID - YnpaBneHue Ha MAeHTUYHOCTUTE

IMC - YnpaBneHue 1 KOHTPOS Ha MHUMAEHTUTE
VAR - AHanua v agpecupaHe Ha ya3BUMMOCTUTE
EXD — YnpaBneHue Ha BbHLIHWUTE 3aBUCUMOCTH

MpouecHu

MON - MoHuTOpUHT (HabntoaeHue)

MA - /13mepBaHe 1 AHanu3

OPD - [e(uHnpaHe Ha OpraHn3aLMoHHK NpoLecH
OPF - ®okyc Bbpxy OpraH13aLMoHHIUTE NpoLecu




BnBeaeHue > naesta

orpaHuyaBaHe
Ha pucka

npeBeHU KA

yrpaBneHue
Ha pucka

pefyunpaHe
Ha PUCKa



BbnBegeHue

KakBo e npaBUM Ha ynpaXKHeHus?

e [lpunaraHe Ha Hay4yeHOTO OT NEeKLMKM, TOECT NPUIIOXEHNE
Ha CERT-RMM B npakTukara.
e PasrnexpaaHe Ha BUAOBETE 3aLMTV B yeb NPOCTPAHCTBOTO.
e (Cb3faBaHe Ha pasnnynu Policy qokymeHTy,
crnomaraly KnbepcurypHocTTa B eiHa KOMMaHus.
e Kak fja onpefendme pucka u ja 3aLliMTUM pasinyHuTe aceTu.
e Pa3paboTBaHe 1 NpefCcTaBsiHe Ha Pas3finyHy Temu No KubepcurypHoCT Mo ekunu.
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3awmTa Ha yeb caiTosere

Pa3HOBM OHOCTU
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3awura Ha caifToBete

CurypHoCTTa Ha yebcaiTa n3nckBa 6AMTENHOCT BbB
BCUYKM aCMeKTW Ha An3aiiHa v N3Non3BaHeTo Ha
yebcaiTa. TyK Lie pa3rnefame OTKbAe MABaT 3annaxuTe 1
KakBO MOXeTe 1a HanpaBWTe, 3a [ja NOACUTYPUTE BALLETO
yeb NPUNOXKEHNE CpeLLly Hai-4ecTo CpeLlaHnTe aTaku.




BbnBegeHue

KakBo npeacTaBnsiBa CUrypHOCTTa Ha yebcanTa?:

HTepHeT e onacHo MACTO! PefjoBHO cyLlame 3a yebcaikToBe, KOMTO CTaBaT HEJOCTbIHY
nopaau ataku Tvn "denial of service" unn nokasgaluy MoandULMpaHa (1 YeCTo NOBPeaeHa)
MHAOPMALIMA Ha HaYalHUTe UM CTPaHuUKL. B apyrv cnyyanm MUNUOHK Naponu, UMeinn aapecu 1
LaHHV 33 KPeAUTHU KapTyi ca U3TEeKI B NYyO6IMYHOTO NPOCTPAHCTBO, U3Naraiku
NnoTpebuTenuTe Ha yeb caiToBe Ha (PUHAHCOB PUCK W... HEPSAAKO CpaM.

LlenTa Ha curypHocTTa Ha yebcaiiTa e Aa NpefoTBpaTh Teau (1M BCAKAKBW) BUJOBE aTaKMu.
[No-opuumnanHaTa AePUHULMA Ha CUTYPHOCTTa Ha yebcaiTa e AeCTBMETO/NpaKTMKaTa 3a
3allMTa Ha yebcaiiToBeTe OT HEOTOPU3MPAH A0CTbM, U3M0JI3BaHe, MOANMUKALMS,
YHULLIOXXaBaHe Unu HapyLuaBaHe.




BbnBegeHue

EdekTMBHATa CUrypPHOCT Ha yebcaiiTa U3UCKBA LANIOCTHU YCUIIMA 3 NPOEKTUPaAHE:

BbB BaLLETO Yeb NPUNoXeHne, KoHOUrypaumsaTa Ha yeb CbpBbpa, NONUTUKNTE 33 Cb3aBaHe U1
NOAHOBABAHE Ha NMaposin U Kofa OT CTpaHa Ha K/IMEeHTa. Bbnpekn Ye BCUYKO TOBA 3BYUH
MHOTO CTACKaLLo, 1o6paTa HOBMHA €, Ye ako M3Mos3BaTe yeb paMKa OT CTpaHa Ha CbpBbpa, T4
NOYTK CUTYPHO LLIE aKTMBMpPa N0 NoApasdupaHe” CTabunHu 1 4O6Pe 0OMUCIEHN 3aLLUTHN
MEeXaHu3MW, CpeLLly peauLa No-4ecTo cpeLlaHy ataku. lpyrv ataku MoraTt fa 6baat
CMeKYaBall, (pakTop Npu KOHQUTypaumsTa Ha Hallus yed CbpBbp, HaNpUMep Ypes akTUBMpaHe
Ha HTTPS. Hakpas, uma ny6/in4yHO AOCTBMHU MHCTPYMEHTM 3@ CKaHMpaHe Ha ySi3BUMOCTH,
KOWTO MOraT Aia HW NMOMOTHAT Aia pasbepeTe Aanu CTe HanpaBuan OYEBUAHN FPELLKM.




WHCTpYMEHTM 33 NpoBepKa
Ha yeb canT cMrypHocTTa

e https://sitecheck.sucuri.net > Moxere ga HanpaBuTe 6bP3 TECT 3a 3/I0HAMEPEH COPTYEP,
CTaTyC B YEPEH CNUCHK, MHXekTupaH CIAM v nospeaw.

e https:/hostedscan.com/?utm_source=geekflare&utm_medium=toplist&utm_campaign=online-scan >
OHMaWH ycnyra, KOATO aBTOMaTn3npa CKaHMpPaHeTo Ha YS3BMMOCTY 3a BCeKn 6U3Hec. Ta npeaocTaBs
n34yepnaTesieH Habop OT CKEHEPK Ha MPEXH, CbPBbPY 1 yebCcaiToBE 3a PUCKOBE Ha CUTYPHOCTTA.
YnpasnsBaiiTe pyckoBeTe Cy Ypes TabnoTo 3a YnpaBfieHne, OTHETU 1 CUTHAN.

// https://hostedscan.com/compliance

e Quttera: https:/quttera.com/ > ckaHvpa ye6caitTa 3a 3N10HamMepeHn Gainnose, NoA03PUTENHM (aiinoBe,
noTeHUuanHo nogo3putentn dainoee, PhishTank, 6e3onacHo cbpdupaHe (Google, Yandex) u cnncbk ¢
[IOMENHK 3N10BpeleH copTyep.




WHCTpYMEHTM 33 NpoBepKa
Ha yeb canT cMrypHocTTa

Intruder: https://www.intruder.io > moLyeH 061a4eH ckeHep 3a ya3BUMOCTY 1 HaMupaHe Ha ¢i1abocTu B
Lysnata MHpPacTpyKTypa Ha yeb npunoxeHusiTa. Tod npejnara MallvHa 3a CKaHupaHe 3a CUrypHOCT Ha HUBO
npaBuTeCTBa 1 6aHKu, HO 6e3 BUCOKa crioxHocT (Missing patches, Misconfigurations, Web application issues
such as SQL injection & cross-site scripting, CMS issues).

UpGuard: https://webscan.upguard.com/ > e BbHLIEH MHCTPYMEHT 3a OLEHKA Ha pu1cka, KOWTO 13Mo/i3Ba
Ny6/IMYHO JOCTBINHA MHOOPMALMS 3a OLeHKa.

SiteGuarding: https:/www.siteguarding.com/en > nomara ga ckaHmpame aomeiiHa 3a 3/10HaMepeH
COQTYep, YEPEH CMNNCHK Ha YebCaTOBE, MHXEKTUPAH CraM, U MHOrO Apyrin. CKEHepbT € CbBMECTUM C
WordPress, Joomla, Drupal, Magento, osCommerce, Bulletin u gpyru nnatgopmu.

Observatory: https://observatory.mozilla.org/ > Mozilla cbulo npefcTaBs MHCTPYMEHT, KOTO Nomara Ha
COOCTBEHMKA Ha CallTa [la NpoBepsiBa Pa3IMyHM eleMeHTW OT CUrypHOCTTA. Toi NOTBbPXAaBa 3aluTaTa
Ha OWASP xefbpu, Hail-1o6puTe NpakTUKK Ha TLS v n3BbpLUBa TECTOBE HA TPETM CTpaHK OT SSL Labs,
High-Tech Bridge, Security Headers, HSTS Preload v ap.




WHCTpYMEHTM 33 NpoBepKa
Ha yeb canT cMrypHocTTa

Detectify: https:/detectify.com/ > HanbiHO nogabpxaHa oT eTnyHK xakepu, ycnyrata Detectify sauTaBa
LOMENHN 11 yeb NpUNoXeHUa 1 npeasara aBToMaTna3npaH MOHUTOPVHE Ha CUTYPHOCTTA W aKTVBUTE 34
OTKpuBaHe Ha noseye 0T 1500 yA3BMMOCTH.

Probely: https:/probely.com/ > npegocTass cneuyanncT no BMPTYasHa CUryPHOCT, KOTO MOXeETe Jia
[06aBnTE KbM BaLLKSA eKun 3a paspaboTKa, eKnun no curypHocTTa, DevOps nnn SaaS busHec. Toii e
CKaHMpa BaLLeTo yeb NpUNoXeHUe 1 Lie Hamepy BCUYKMTE My yA3BUMOCTU. MoxeTe aa mucauTe 3a Probely
KaTO 3a CEMEEH NneKkap, KOTO AaBa NepuoanyHa AMarHoCTVKa U HW Ka3Ba KakBO a NpaBuMm, 3a Ja
OTCTPaHWM AaAeH NPo6nem.




WHCTpYMEHTM 33 NpoBepKa
Ha yeb canT cMrypHocTTa

Pentest-Tools: https:/pentest-tools.com/website-vulnerability-scanning/website-scanner > CkeHepbT 34

YSI3BMMOCT Ha yebcaiTa e n3yepnarteneH Habop OT MHCTPYMEHTW, Npefnarann ot Pentest-Tools, KonTo
BKJTHOYBAT PELLEHNME 3a CbOMpaHe Ha MHMOPMaLWs, TECTBAHE Ha yeb npunoxeHuns, CMS TecTBaHe, TeCTBaHe
Ha MHPpPaCcTpyKTypa v SSL TecTBaHe. [o-cneumanHo, CKeHepbT Ha yebcaiiToBe e NpefjHasHayeH aa 0TKpUBa
YEeCTO CpeLLlaHn YS3BMMOCTY Ha yeb NPUIoKeHnATa u NpobaeMmn ¢ KOHQUrypaLmuaTa Ha CbpBbpa.
ImmuniWeb: https:/www.immuniweb.com/websec/ > EfuH 0T nonynsipHuTe ckeHepm 3a CUrypHOCT Ha
yebcainToBe, ImmuniWeb, npoBepsiBa Baluns CaiT cnpsMo cnegHuTe cTaHaapti: CboTtBeTcTBMe ¢ PCI DSS 1
GDPR, HTTP xegbpw, BkntountenHo CSP, CMS cneunduyer tect 3a WordPress 1 Drupal caiitoBe, KakTo U
YSI3BMMOCTM Ha HMBO front-end.

WordPress Security Scanner: https://geekflare.com/tools > npesocrassa peaumia MHCTPYMEHTY 3a
TECTBAHE Ha HalUTe yeb NPUIOXKEHNS 3@ U3BECTHY YA3BUMOCTU.




WHCTpYMEHTH 3a npoBepKa
Ha yeb canT cMrypHocTTa

e https://sectara.com/news/risk-assessment-matrix/
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Threat Vulnerability consequences Risk Solution
Servers.
System failure — Air conditioning All services (website, High Bu 2
: > : ; : y a new air
overheating systemis ten email, etc.) will be (potential loss conditioner
in server room years old. unavailable for at least of $50,000 per :
High High 3 hours. occurrence) (cost::$3,000)
Critical
Malicious human
(interference) — Firewall configured Website. Moderat
distributed properly and has good Website will be (potential loss of Monitor
denial-of-service DDOS mitigation. unavailable. $5000 per hour of firewall
(DDoS) attack Low Critical downtime)
High
s . Servers.
Natural disaster — Server room is on : : 2
a ﬂa P di?w g ¢ the 31 ﬂoo?. All services will be Very low No action
R Very low unavailable. needed
Critical
g Permissions are All files on a file share.
Af;gfrne?el nhc:"fn configured properly; Critical data could Continue monitoring
s IT auditing software be lost, but almost permissions changes,
accidental st < Low S
file deletions is in place; backups certainly could be privileged users, and
High are taken regularly. restored from backup. backups

Low
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https://docs.google.com/document/d/TbCaWX2pKc6Ed5hui-xvxvTCOKEWYLh4HU9bIN
WFit_E/edit?usp=sharing

https://docs.google.com/document/d/IDM9O3DXLYEevW24DCIOQAIZVDAS2vY-YNOenUD
oEIBgFk/edit?usp=sharing

https://docs.google.com/spreadsheets/d/11zwkAF97pKf82TDN8CMVYRtIXB6uUt-ufwx8K
RNOoERM/edit?usp=sharing



https://docs.google.com/document/d/1bCqWX2pKc6Ed5hui-xvxvTCOK6WyLh4Hu9blNWFit_E/edit?usp=sharing
https://docs.google.com/document/d/1bCqWX2pKc6Ed5hui-xvxvTCOK6WyLh4Hu9blNWFit_E/edit?usp=sharing
https://docs.google.com/document/d/1DM93DXLYEevW24DCJQAl3VDA52yy-YNOenUDoEIBqFk/edit?usp=sharing
https://docs.google.com/document/d/1DM93DXLYEevW24DCJQAl3VDA52yy-YNOenUDoEIBqFk/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1JzwkAF97pKf82TDn8CmVyRtJXB6ut-ufwx8KRN0oERM/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1JzwkAF97pKf82TDn8CmVyRtJXB6ut-ufwx8KRN0oERM/edit?usp=sharing

https://docs.google.com/document/d/TImMbEdMbFsIBFipfClIb8FST4NdJCVL6s7WKHJKIJ
D8Ru4c/edit

https://docs.goodle.com/spreadsheets/d/1IEzZWuQ1-VpBK6WHZ0IkeD6taGkWOMUez-
hTleDVTT6A/edit?usp=sharing



https://docs.google.com/document/d/1mbFdMbFsJBFipfClb8FST4NdCVL6s7WKHdKIJD8Ru4c/edit
https://docs.google.com/document/d/1mbFdMbFsJBFipfClb8FST4NdCVL6s7WKHdKIJD8Ru4c/edit
https://docs.google.com/spreadsheets/d/1FzZWuQ1-VpBK6WHZ0lk6D6tgGkWOmUez-hTleDVTT6A/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1FzZWuQ1-VpBK6WHZ0lk6D6tgGkWOmUez-hTleDVTT6A/edit?usp=sharing
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SIMPLE CYBER SECURITY RISK
ASSESSMENT TEMPLATE
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RISK MATRIX
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Solving Information Security Challenges Based On Risk, Not Fear Pfatum




WHCTpYMEHTM 33 NpoBepKa
Ha yeb canT cMrypHocTTa

https:/drata.com/blog/introducing-2023-compliance-trends-report
https://drata.com/platform/startup
https://learn.drata.com/hubfs/Downloadables/Drata_2023%20Compliance%20Trends%20Report.pdf

https:/www.tcandc.com/blog/472-exploring-the-future-of-compliance-top-list-of-anticipated-trends-in
-2024.html

https://www.comply.com/resources/blog/6-compliance-trends-to-watch-in-2024

https:/www.sterlingcheck.com/blog/2024/02/3-compliance-trends-set-to-impact-employers-in-2024/




@ Hail-yectu 3annaxu 3a CUrypHOCTTa Ha
yebcaita (Website security threats)

Cross-Site SQL injection Cross-Site Request
Scripting (XSS) Forgery (CSRF)
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Haii-yecty 3annaxu 3a cUrypHoCTTa Ha

iy

yebcaita (Website security threats)

G I

Clickjacking Denial of Service Directory Traversal

(DoS)
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Haii-yecty 3annaxu 3a cUrypHoCTTa Ha

iy

yebcaita (Website security threats)

iy

File Inclusion Command Injection
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Cross-Site Scripting (XSS)

BHuMaHue: B nctopnyeckun nnaH XSS y43BnMMOCTHUTE ca
Hal-4YecTns TUM 3ansaxa 3a CUrypHocTTa.
XSS e TepMUH, 13N0N3BaH 3a ONMCaHWe Ha Knac aTaky, KOMTOo NMo3BOJSBAT Ha
HanagaTens aa BHeapu client-side ckpun npes ye6caitTa B 6pay3bpa
Ha NOTpebuTenuTe.

©

@




Cross-Site Scripting (XSS)

Tl KaTO MHXEKTUPAHWUAT KOA 1Ba B 6pay3bpa OT CailTa, CKPUNTHT Ce NprUemMa 3a JOBEPEH 1 MOXE
[1a NPaBy Hella KaTo 13npalliaHe Ha BUCKBUTKATA 3a YMb/IHOMOLLABaHe 0T NOTPedUTeNs 40 xakepa.
Korato Hanagatensr nosy4uv 6UCKBUTKATa, TOIl MOXE f1a BNIE3e B CailTa, CAKALL € NOTPEBUTEN T U 4a
HampaByW BCUYKO, KOETO NOTPEOUTENAT MOXKE, KaTo HanpuMep Aa A0CTbMU AaHHWUTE 3a KpeuTHaTa
KapTa, Aa BUAW AaHHMTE 3a KOHTAKT UK fa NpoMeHn naposinTe. XSS yA3BMMOCTUTE Ca pasfesieHn

Ha oTpaseHi (reflected) n noctosHHK (persistent), Bb3 0OCHOBa Ha TOBA Kak CaiTbT BPbLLA
NHXXEKTUPaHUTE CKpUNTOBE B 6pay3bpa. OTpaseHa XSS ysi3BUMOCT Bb3HMUKBA, KOraTo
NOTPEBUTENICKOTO ChbPXKaHKe, KOETO Ce NpefiaBa Ha CbpBbPa, Ce BPbLla He3abaBHO U He e
MOAV(MULMPAHO 3a NOKa3BaHe B 6pay3bpa. BCUUKM CKpUNToBE B OPUrMHANHOTO NOTPEOUTENCKO

CbAbpPXaHWE LLe Ce N3NBHAT, KOraTo Ce 3apefiM HoBaTa CTpaHuua. Hanpumep, Aa Kaxem 4ye umame

(QYHKLMS 32 TbPCEHE B CaiiTa, KbAETO AYMUTE 3a TbPCEHE Cca KoanpaHu kato URL napameTpu v Tean
TEPMUWHW Ce NOKa3BaT 3aefHO C pesynTaTuTe. HanagatensT Moxe Aa cb3aafe search link, kodTto fa

CbAbpKa 3/10HaMepeH CKpUNT KaTo napameTbp.




Cross-Site Scripting (XSS)

Hanp. http:/mysite.com?q=beer<script%20src="http://evilsite.com/tricky.js"></ script>) n aa ro
M3MpaT NPy HaTUCKAHETO /i Mo MMenn [0 Apyr notpebuTen. ToBa AaBa Ha Hanagatend usnata
NHbOPMaLWS, OT KOATO Ce HyX/ae, 3a Aa Bese B CaiiTa KaTo LeNeBy NoTpeduTen, Kato
NOTEHLMANHO NPaBW NOKYMKM KaTo NOTpebuTen unam cnogens MHhopMaLmsaTa Ci 3a KOHTaKT.

MocTosHHa (persistent) XSS ya3BUMOCT BbH3HMKBA, KOraTo 3/I0HAMEPEHUST CKPUMT Ce CbXPaHsBa
Ha yebcaiTa v cnef ToBa Mo-KbCHO Ce NMoKa3Ba HEMPOMEHEH 3a APYrv NOTPEOUTENN, KOUTO HEBOJTHO
ro 3nbAHABaT. Hanpumep, anckycuoHHa abcka (discussion board), KoATo NpueMa KOMeHTapw,
CbhAbpXaLy Hemoanduumpad HTML, Moxe [la CbxpaHaBa 3/10HaMepeH CKpunT. KoraTto ce nokaxat
KOMEHTapuTe, CKPUNTBT Ce U3MbIIHABA 1 MOXE [a 13NpaTh Ha xakepa MHpopmaumsTa, Heobxogmma
3a I0CTBMN [10 akayHTa Ha noTpebutend. To3u BIA ataka e U3KIKUYUTENHO NOMYAAPHA U MOLLHA, Tbid
KaTo "HanafaTtenar MOXe [0pW [a HaAMa NPSAK aHTaXXUMEHT C KepTBUTE.




Cross-Site Scripting (XSS)

[okato pgaHHuTe o1 POST wnm GET 3agBkuTE Cca HaW-4eCcTo CPeLlaHUsT M3TOYHMK Ha XSS @
YA3BMMOCTM, TO BCKMYKM OCT@HaNM CbLIO Ca MNOTEHUMANHO YA3BUMU: AaHHW 33 OUCKBUTKMY,
n306pas3eHn 0T 6paysbpa, WKW NOTPeOUTENCKM (ainnoBe, KOMTO ce upload-BaT M Mokasgar.

Haii-nobpata 3awmta cpelly XSS ya3BMMOCTM e Aa NpemMaxHeTe WauM AeakTUBMpPaTe BCSKO
MapKupaHe, KOeTO MOTEHLMANHO MOXe Aa CbAbpPXKa MHCTPYKLWM 3a U3MbAHEHWE HA Koaa. 3a
HTML ToBa BKIHOYBA  €NIEMEHTW, Kato  <script>,  <object>, <embed> wu  <link>.

MpouecbT Ha MoaudHMLMpaHe HAa NOTPeOMTENCKN AaHHK, TaKa Ye AAa He MoraT jia ce U3non3sar
3a M3Nb/IHEHWE Ha CKPUNTOBE WAM MO APYr HaYyMH Aa MOBAMAAT HAa M3NBJHEHUETO Ha
CbpPBbPHMA KOJ, € M3BeCTeH KaTo CaHMTM3MpaHe Ha Bxoaa (input sanitization). Muoro ye6
pPaMKM  aBTOMATWUYHO CaHUTU3MPAT BXOAA MO MoApaséupaHe OT noTpedutens Ha HTML
QopmynapuTe.




CS 2023/24

SQL injection

SQL injection ya3B/MOCTHTE NO3BOMIABAT HA 3/I0HAMEPEHNTE NOTPebUTENN Aa
M3NBbAHABAT NponsBoneH SQL Koa/3aaBku B 6a3aTa AaHHK, NO3BONABANKY
AOCTbHM A0 MHOOPMALMS, NPOMSIHA U U3TPUBAHE, HE3aBUCUMO OT
paspeLleHnsaTa Ha NoTpebuTens.




SQL injection

YcrnewHa ataka 4pe3 SQL injection Moxe [fa noanpaBu CaMOSIMYHOCTKM, [a Cb3fafje HOBW @
CaMOJIMYHOCTH C NpaBa 3a afMUHUCTPUPaHe, Aa Noayyn 4oCTbM A0 BCUYKM [aHHKM HA CbpBbPa UK
[a YHULLOXW/NPOMEHW laHHUTE, 3a A1a M1 HanpaBu HEeN3noi3Baemu.

Tunosete SQL injection Bkniousat Error-based SQL injection, SQL injection ocHoBaHa Ha
nornyecku rpewku u Time-based SQL injection.

Tasn ya3BUMOCT e HanLe, ako BXofa Ha NoTpebuTens, KOWTO ce npefaBa KbM 6a308 SQL n3pas,
MOXe [ia MPOMEeHM 3HaYeHWEeTO Ha M3pasa. Hanpumep, CnefHUAT KoL e npeaHasHayeH aa BbpHe
BCUYKM NOTPEOUTENN C KOHKPETHO UMe (userName), KoeTo e npegocTaseHo oT HTML dopmynap:
statement = "SELECT * FROM users WHERE name = '" + userName + "';"
AKO NOTPEOUTENST NOCOYN UCTUHCKO UME, 3ABNIEHWETO Lie PaboTy Mo NpeaHasHaveHue. Bbnpeku
TOBA, 3/10HAMEPEH NOTPEOUTEN MOXE HAMb/IHO fa NPOMEHM NoBeAeHNeTo Ha To3n SQL n3pa3 Kbm
HOBMS M3pa3 B CMeABALLMSA NPUMEP, KAaTO MOCOYM TEKCTA B yaebeneH WpndT 3a userName .




SQL injection

SELECT * FROM users WHERE name = 'a’;DROP TABLE users; SELECT * FROM userinfo WHERE 't' = 't;
MoanduumpaHnat wn3pas cb3gaBa BanvaHa SQL 3adBKa, KOATO W3TpMBa Tabnauuata C
noTpebuTeny v n3bupa BCUYKKM AaHHK OT Tabnauuata userinfo, (KOATO paskpuBa MHpopMaLmaTa 3a
BCeKV noTpebuTen). ToBa paboTH, 3aLLOTO MbpBaTa YacT OT MHXEKTUPaHUS TekcT (a';) 3aBbpLUBa
OPUrMHANHKA 13pPas.

3a [a u3berHete TO3W BU[ aTaka, TpA6Ba [la rapaHTMpate, Ye BCUYKM MOTPEOUTENCKN [aHHMK,
KOWTO ce npefaBat KbM SQL 3asBKa, He MOraTt Aia MPOMEHAT eCTeCTBOTO . EAVH 0T HaunHKTe 3a
TOBa € Aa ‘escape’-BaTe BCUYKM 3HaALM BbB BXOAa Ha MOTpedUTeNs, KOUTO MMaT CheuuanHo
3HayeHue B SQL.

BHumanme: SQL onepaTtopbT TpeTupa CMMBOMA ' KAaTO Havyano M Kpan Ha HW30B Niutepan. AKo
nocTaBMM obpaTHaTa Hak/IoHeHa YepTa nped To3m 3Hak (\'), To Hue Le “escape’-Hem/GunTpupame
CMMBONa 1 Ka3BaMe Ha SQL BMeCTO TOBa f1a ro TPeTMpa KaTo 06MKHOBEH 3Hak (4acT OT H13a).




SQL injection @

B cnenBallata 3asBka Hue Lie nponycHeM cumBona . SQL Beye e MHTeprpeTMpa MMETO KaTo Liefinsa Hi3

C yaebeneH wpnort:
SELECT * FROM users WHERE name = 'a\';DROP TABLE users;

PaboTHWTE yeb paMKi YECTO Camit Ce rpuKaT 3a ToBa PUATPUPaHe.

SELECT * FROM userinfo WHERE \'t\' = \'t';
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Cross-Site Request Forgery (CSRF)

Cross-Site Request Forgery (CSRF) nnu danwmuumnpaHeTo Ha MeXAycainToBK
3aBKW NPeICTABAABAT aTaku, KOUTO NO3BOMABAT Ha 30BPE/H NOTPEGUTENN Aa
M3MBAHABAT ONepaLy Ypes N3NoN3BaHETO Ha NPaBa OT Apyr NoTpe6uTen 6e3
HEroBOTO 3HaHWE 11 NO3BOMEHME.




. Cross-Site Request Forgery (CSRF)

Tosn TMN aTaka Haii-nobpe ce 06siCHABa C npumep. Heka npuemem, ye [XKOH e 3M10HAMEpEH
NoTPe6UTEN, KOTO 3Hae, Ye KOHKPETEH CailT NO3BO/SBA HA BNUCAHM B CUCTeMaTa NOTpebuTenu na
M3npaLat napu KbM onpeaeneH akayHt, nanonssankn HTTP POST 3aaBKa, KOATO BKJ/IKOUYBA UMETO
Ha aKayHTa v cymata napu. [)KoH cb3aaBa GOpMynsap, KOMTO BKOYBA HErOBWTE BAHKOBM AaHHW W
Cyma napu KaTo CKpUTY MofeTa 1 ro uanpawa no WMeinn go Apyru noTpebutenn Ha caiita (c
6yTOHa Submit, MacknpaH KaTo Bpb3Ka KbM CaliT 3a ,6bp30 3aboraTsaBaHe”).

AKO NOTpebuTeN LipakHe BbPXy 6yTOHa 3a nanpataHe, HTTP POST 3asaBkaTa Lie 6be 1anpaTteHa
[0 CbpBBbPA, ChAbpPXKaLla NOAPOOHOCTMTE 3@ TPAH3aKLUMATA U BCUYKM BUCKBUTKM OT CTpaHa Ha
K/IMEHTA, KOMTO 6pay3bpbT acoLmmpa CbC CailTa (J06aBAIHETO Ha CBbP3aHN GUCKBUTKY Ha CalT KbM
3a8BKUTE € HOPMAJIHO MoBejjeHne Ha 6pay3bpa). CbpBbpbT LiE NPOBEPU BUCKBUTKUTE U LE W
N3M0N3Ba, 3a ja ONpPeaenu fanv NoTPedUTeNsaT e BAS3b UK He W Aanun Ma npaBa [a U3BbPLLK
TpaH3akLUuaTa.




. Cross-Site Request Forgery (CSRF)

PesynTatbT e, Ye BCEKM NOTPeduTen, KOMTO LpakHe Bbpxy ByTOHa V3npallaHe, 0KaTO e BS3b/ B @
caiiTa 3a TbProBus, Le 3BBbPLK TPaH3aKuuaTa 1 ... IXKOH 3aboratsBa.

benexka: HomepbT TyK e, ye [I)KOH He TpsibBa Aa MMa [OCTbN 0 BUCKBUTKNTE Ha NOTPebUTENS
(M MAEHTUOUKALMOHHM [aHHM 3@ A0CTbM). bpay3bpbT Ha NOTPEGUTENS CbXpaHsBa Tasu
MHAOPMALIMA N aBTOMATUYHO $ BK/OUYBA BbB BCUYKM 3asiBKM KbM CBbP3aHS ChbPBBP.

EAMH OT HauMHMTe 3a NpeAoTBpaTABaHE Ha TO3M TUM aTaKa e CbpBbLPBLT Aa usuckea POST
3afBKMTE Aa BK/OYBaT cneuuduyHa 3a noTpebuTens reHepupaHa OT calTa "TaiHa"/Kniou.
Ta/ToM we 6bAe NpefocTaBeHa OT CbpBbpa NpM M3npaLLaHe Ha yeb popmynspa, M3nNon3BaH 3a
U3BbpLIBaHE Ha TpaHcdepu. To3u noaxox He no3BonsABa Ha [IKOH fa cb3aaje CBOA COOCTBEHA
dopma, 3auL0TO TOM OM TpA6GBaNo Aa 3Hae TalHaTa, KOATO CbHPBLPLT NpPefOCTaBA Ha
notpe6utens. [lopu fa OTKpue Knloua u Aa cb3gage Gopmynsap 3a KOHKpeTeH noTpeouten, Tou
Beye HAMA Aa MoOXe Aa u3nonsea cbuiata Gopma, 3a ja atakyBa BCeKM notpeoéburen.
Ye6 paMKuTe 4ecTo BK/IOYBAT TaKMBa MeXaHM3MHM 3a npeBeHuusa Ha CSRF.
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Clickjacking

[pu Ta3n aTaka 3N10HaMepeH NOTPeduTeN NPKUXBaLLa KTMKBAHWATA,
npeaHasHayeHn 3a Buanumus top-level cait v rn npeHaco4ysa
KbM CKpWTa OTA0NY CTpaHuMLa.




Clickjacking

Tasn TexHMKa MOXE [la Ce U3MoN3Ba, Hanpumep 3a NoKa3BaHe Ha NernTUMeH 6aHKOB CaiT, KOMTo
NpuabIrBa NOTpedbuTeNd Aa ce MAeHTUONLMPA C JaHHW 3@ BXOA, KOWTO BeAHara ce npuxsalla oT
HeBWAMM <iframe>, KOHTPOAMPaH oT HanaaaTtens. Clickjacking Moxe CbLL0 Aa ce 13Mon3Ba, 3a Aa
Hakapa noTpebuTensa fa LpakHe BbpXy OYTOH OT BUAWMUSA CalT, KOMTO M3MbHABA CbHBCEM
pasnnMuHa (yHKUMOHANHOCT. KaTo 3aluTa, HMEe MOXEM fJa NpefocTaBUM MexaHW3bM 3a

NPeBEHUMS Ha BrpaXAaHeToO Ha yed MPUIOXKEHMETO HW B iframe Ha Apyr cailT, KaTo 3ajajem
nogxofdawmte HTTP xeabpu.
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Denial of Service (DoS)

DoS 061KHOBEHO Ce NOCTUra Ype3 NpeToBapBaHe/6oMbapanpaHe Ha Lienesun canT
C GanwmBy 3asBKKM, Taka Ye A0CTbMBT [0 CaiT Ja 6bAe NpeKkbCcHaT 3a
NeruTUMHUTE NOTPEBUTENMN.




Denial of Service (DoS)

3asBKUTE MOXE 1a Ca MHOTOOPOMHM MM NOOTAENHO a KOHCYMMUPAT rofiemMu KOnmn4ecTBa pecype,
(HanpuMep 6aBHO YeTeHe WM KayBaHe Ha ronemu Gainose). 3awutute oT DOS 06MKHOBEHO
PAbOTAT Ype3 WAEHTUGUUMPaHE W ONOKMPaHe Ha ,oWwmus” Tpauk, KaTo CbliEeBPEMEHHO
NO3BONABAT MPEMMUHABAHETO HA NErUTUMHM CbOOLIEHNS. Tesdn 3alnTh Haik-4ecTo ce Hamupat
npean unm B yeb cbpBbpa (T€ He ca YacT OT CamoTO Yeb NPUIOXKEHNE).
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Directory Traversal (File and disclosure)

[pu Tasu aTaka 3N10HaMepeH NOTPedUTeN ce ONUTBa Aa Nonyyu
[OCTBIN A0 YacTuK OT (aifoBaTta CUCTEMaA Ha yeb CbpBbPA, 10 KOUTO
He 6V TPSI6BANO fa MMa AOCTb.




@® Directory Traversal (File and disclosure)

Tasn ya3BMMOCT Bb3HWKBA, KOraTto NoTpebuTensT MOXe Aa npeaaBa MMeHa Ha (aiinoBe, KOMTOo
BK/OYBAT CheLyanHn 3a HaBuraumusa Ha GailnosaTa cuctema 3Hauw, (Hanpumep ../../). PeweHneTo
e [la CaHUTM3KpamMe Bxoaa, Npean aa ro nsnon3same.
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File Inclusion (M3nbnHexne Ha aiin)

[pu Tasu aTaka NOTPEOUTENAT MOXE 1a NOCOUM "HenpeaHamMmepeH” haiin 3a
BM3yanusauns uim n3nbfiHeHWE Ha AaHHK, NpefaBaHn Ha CbpBbpa. KoraTo ce
3apeau, To3K (hain MoXe a 6be N3MbJHEH Ha yeb CbpBbPa UK OT CTPaHa Ha
KnneHTa, (koeTo Boay A0 XSS aTaka). PellueHneTo e 0THOBO CaHUTH3MPaHE Ha
BX0fa, Npean Aa ro 06paboTumMm.
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Command Injection

AtakuTe ype3 command injection N03BONSBAT HA 3N10HAMEPEH NOTPebUTEN Aa

N3NbJIHABA NPON3BOJTHN CUCTEMHW KOMaHAW B onepaynoHHaTa CUCTEMaA Ha XOCTa.

PelleHneTo e fa ce CaHNTU3NPa BbBEAEHUAT OT I'IOTpe6l/lTeﬂFI BXOA, npean Aa ce
N3MoJ1I3Ba B CUCTEMHN N3BUKBaHNA.




[oyTy BCMYKM NPoBKBK B CUTYPHOCTTA (Security exploits), onucaHn B npeauwHuTE Cnaitaose ca
YCMELLHY, KOraTo yeb NpUNoXeHNeTo ce A0BEPSABa Ha [aHHWUTe, MABALLM 0T 6pay3bpa. KakBoTo U
[la NpaBuTe, 3a Aa NOA0OPUTE CUrYPHOCTTA Ha BalMA yebcaiiT, TPA6Ba Aa CaHUTU3NUpaTe BCUYKY
[laHHW, NPOU3XOXAALLM OT NOTPeOUTENS, NPeaV Aa M1 NOKaxeTe B 6pay3bpa, 4a v 13non3saTe B
SQL 3aaBKUTE UK @ T1 NPEXBBPANTE KbM KOMaHAW Ha onepaunoHHaTa unn dainosarta cuctema.

Mpeaynpexpenune: Hail-BaXHUAT YPOK, KONTO MOXETE [1a Hay4uTe 3a CUrYPHOCTTa Ha yebcaiiTa, e
HMKOra [la He ce [0BepsiBaTe Ha [aHHK 0T 6pay3bpa. TOBa BK/OYBA, HO HE Ce OrpaHuyaBa [0
narHu B URL napametpute Ha GET 3aaBku, POST 3aaBku, HTTP xegbpu v OUCKBUTKM U KAYEHN OT
noTpebuTens Gainose. 3agb/KUTESIHO MPOBEPSBANTE M CAHUTN3NPaNTe BCUYKM BXOAALUM [JaHHN. 3a
ChXXaJleHne BUHarn Tps6Bsa Aa npejronarate Han-oLoTo.




Jlpyrv KOHKPEeTHM CTBIKK 3 3alKUTa

M3non3eanTe no-e®ekTVBHO YnpaBfieHWe Ha naponn. HacbpyaBailte CWMIHW Naposu.
omucnete 3a ABY(GaKTOPHO YAOCTOBEpsBaHE 3a Balua caiT (two-factor authentication),
Taka 4Ye B [OMbJIHEHME KbM Napona, NoTpebuTensT TpsibBa Aa BbBede APYyr KO4 3a
yaoocToBepsiBaHe (06MKHOBEHO TakbB, KOMTO Ce JOCTaBs Ypes HAKAKbB (r3nYecku xapayep,
KOWTO Lle MMa camo MOTpebutendat, KaTo Hanpumep kKog B SMS, nanpaTeH [0 HeroBus
TenedoH).

3nonssante WHCTPYMEHTW 33 CKaHMpaHe Ha YA3BMMOCTM, 3a [a W3BbpLMUTE
aBTOMAaTWN3MPAHO TECTBAHE Ha CUIYPHOCTTA Ha BaLLUMS CanT.
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Securit
(HSTS). HTTPS kpunTupa AaHHWTE, M3NpaTEHW MexAy BaliMsi KJMEHT U CbpBbLP. TOBa
rapaHTVpa, Ye NaeHTUOUKaLUMOHHUTE AaHHM 3a BXOA, BUCKBUTKNTE, AaHHKTe 3a POST 3aaBK#
N MH(DOPMaLIMATA 3a XebpuTe He Ca IeCHO AOCTbIMHM 3a HanagaTesuTe.

CnefeTe Hai-nonynapHuTe 3annaxv (nperneaaiTte Tekywy cnucbk Ha OWASP) 1 06bpHeTe
BHVWMaHMe Ha Hai-4eCTo CpeLlaHnTe yA3BMMOCTH:
https://owasp.org/www-project-mobile-top-10/
https://owasp.org/www-project-mobile-top-10/2023-risks/

CbxpaHsBainTe 1 nokassanTe caMo [JaHHW, OT KOUTO Ce HyxJaeTte. Hanpumep, ako BaliuTe
noTpebuTenn TpsibBa fa CbXxPaHsaBaT YyBCTBUTEIHA MHMOPMALIMS KaTo AaHHM 3a KpeAWTHa
KapTa, MOKa)KeTe camo A0CTaTbyHaTa YacT OT HOMEPa Ha KapTaTa, 3a Aa MOXe T4 fa 6bje
MOEHTUOULMPAHa OT MOTPebUTENs, a He LsnaTta, 3a [ja MOXe NpeaoTBpaTuTe KonupaHe oT
3/10BPEAHN NOTPEOUTENN, KOUTO [1a S U3M0N3BAT Ha APYr CaiT. Hall-uecTo CpeLlaHnaT Moaer
B TO3¥1 MOMEHT € /ia Ce NoKasBaT caMo nocneaxnTe 4 umdpn OT HOMepa Ha KapTara.

Yeb pamMKuTe Morat aa nomorHat 3a npefoTBpaTABaHe Ha
MHOMO OT Hal-4ecTo CpeLLaHnTe 3/10HaMepeHn ataku!




Jluteparypa

https://developer.mozilla.org/en-US/docs/Learn/Forms/Form_validation
https://developer.mozilla.org/en-US/docs/Learn/Server-side/First_steps/W
ebsite_security
https://geekflare.com/online-scan-website-security-vulnerabilities/
https://developer.mozilla.org/en-US/docs/Learn/Forms/Form_validation
https://www.w3schools.com/js/js_validation.asp
https://www.w3schools.com/html/html_form_attributes.asp
https://developers.google.com/recaptcha/intro
https://owasp.org/www-project-top-ten/
https://www.smashingmagazine.com/2018/08/ux-html5-mabile-form-part-1
https://www.smashingmagazine.com/2018/08/ux-htm|5-mobile-form-part-2
https://www.smashingmagazine.com/2011/11/extensive-guide-web-form-u
sability/
https://www.uxmatters.com/mt/archives/2006/07/label-placement-in-form
s.php
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