OpenmybpK cnctemm 3a yeb
nporpammpaHe

Nlekuma 1:

Yeb CbpBbpH




Yeb CbpBbpu: MpexaTa

* KakBo e Yeb6?
* OSI mopen
« TCP/IP / UDP
* DNS
« HTTP / HTTPS

* Kakso e CbpBbp?

* CokeTtu (sockets)
* Listening
* Established

* KakBo e Yeb CbpBbp?

 HTTP Headers

* Request Fields
* Response Fields

* I'Ipvuv\epHa onepauna — UNICTpmnpaHa
* I'Ipvuv\epHa onepauna — peasiiHn NnakeTu
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MpexaTta: TCP/IP / UDP npoTtokonun 8 OSI moaena
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MperaTa: DNS n npoueca Ha 3anmnTBaHe 3a aapec
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MpexaTta: HTTP / HTTPS
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https://datatracker.ietf.org/wg/httpbis/charter/

MpeaTa: CokeTn (sockets)

« CodTyepHa abcTpakuma 3a NpeacTaBsHe Ha ABaTa Kpas (TepmuHana) 3a Bpb3Ka
MeXKaYy MallnHUTe

* [lo3BONABA HAKOJIKO NPUNOKEHUA HA e4Ha MalUMHA Aa CrnogenAaT eauH U Cbluu
IP agpec

* Listening (cnywauwy) coket — ABOMKaTa
[ Destination IP, Destination MopT |,
npeacTaBNABaLLA OTBOPEH Kpan (TEpMMHAN) HA BPBb3KA, KbM KOMTO KIMEHTHU
MOraT Aa Ce CBbpKarT.

* Binding — pe3epsupaHe / acounmpaHe Ha CAyLLaLL, COKET C onpeaeneH cbpsbp /
NPUNOXKEHNE

* CbllecTByBaT U pa3nMYHN BUA0BE COKETU U/MNMU MeXaHU3MM 3a CayllaHe / cBbp3BaHe
(Unix Sockets / IPC, Named Pipes, RPC, u ap.)
* Established (yctaHoBeHM / cBbP3aHM) COKETU — YETBOPKaATa

[ Source IP, Source MoprT, Destination IP, Destination MopT ] npeacTtaBasBalla
YCTAaHOBEHA ABYNOCOYHA BPb3Ka MeXKAY KANEHT N CbPBBP.




MpexaTa: Yeb

CbpBbp - CokeTun (sockets)
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MpexaTa: Yeb CopBbp — HTTP Message

* Request Message
* Method
* Uri
* Version
* Headers
* (Message Body)

* Response Message
* Version
- Status Code
* Reason Phrase
* Headers
* (Message Body)




MpexaTa: Yeb CopBbp — HTTP Headers

* Request Fields
* Host
* User-Agent
 Cookie

* Response Fields
* Date
* Content-Type
 Content-Length
- Last-Modified
* Expires




MperkaTa: lMprmepHa onepaumsa — MAOCTPUPaHa
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MperkaTa: [lprmepHa onepauna — MAKCTPUPaHa

Give me mypage.com

User Read mypage.com

HTTP Web Server




Yeb Cvpsbpu: MNonyanapHun yeb cbpBbpYr

* Yeb CopBbpMU:
« Apache
* Microsoft IIS
(Internet Information Services)
* nginx
* Google GWS
(M3nonsBaH BbTPeLHo oT Google)

Usage share of web servers
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* CneuymannsnpaHu 8 -
(npunoxnu / application)
CbPBbPMU:

+ Apache Tomcat (Java)
- Jetty (Java)
* Node.js (JavaScript) &

» Camo-X0CTBalLM Ce yCAyru ,_,_ypgé:

(Self-hosted services) o
« ASP.NET Web API Self Host
* GO —BrpaaeH Self Host Year
- Java 6 Web API Self Host Source: Netcraft
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Yeb CopsBbpu: lNonynapHM CbpBbPU — CPABHEHME

Java Administration
Server CGl| FECal SCGI | WSGI - SSI ISAPI SSJS

Servlets - console
Apache HTTP Server Yes Yes Yes Yes No Yes Yes Unknown Yes
Apache Tomcat Yes No Unknown = No Yes Yes No Unknown Yes
Internet Information Services | Yes Yes Yes No No Yes Yes Yes Yes
Jetty Yes Unknown Unknown No Yes Unknown Unknown Yes Unknown
lighttpd Yes Yes Yes No No Yes No Unknown No
nginx No Yes Yes Yes No Yes No Unknown Yes

* BcnyKku ot n3bpoeHmnTe noaabpKar:
* Basic access authentication
* Digest access authentication
* SSL/TSL KpuntmnpaHe npes HTTPS
* BupTyanHu xoctose (virtual hosts)



https://en.wikipedia.org/wiki/FastCGI
https://en.wikipedia.org/wiki/Simple_Common_Gateway_Interface
https://en.wikipedia.org/wiki/Web_Server_Gateway_Interface
https://en.wikipedia.org/wiki/Java_Servlets
https://en.wikipedia.org/wiki/Server_Side_Includes
https://en.wikipedia.org/wiki/Internet_Server_Application_Programming_Interface
https://en.wikipedia.org/wiki/JavaScript#Server-side_JavaScript
https://en.wikipedia.org/wiki/Java_Servlets
https://en.wikipedia.org/wiki/Comparison_of_web_server_software#cite_note-modules-6
https://en.wikipedia.org/wiki/Comparison_of_web_server_software#cite_note-AJP-10
https://en.wikipedia.org/wiki/Comparison_of_web_server_software#cite_note-mod_isapi-11
https://en.wikipedia.org/wiki/Comparison_of_web_server_software#cite_note-12
https://en.wikipedia.org/wiki/Apache_Tomcat
https://en.wikipedia.org/wiki/Comparison_of_web_server_software#cite_note-ApacheTomcatISAPI-15
https://en.wikipedia.org/wiki/Comparison_of_web_server_software#cite_note-IIS_Java-23
https://en.wikipedia.org/wiki/Comparison_of_web_server_software#cite_note-AJP-10
https://en.wikipedia.org/wiki/Comparison_of_web_server_software#cite_note-28

Yeb CvpBbpu: Apache
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Obuwa cxema Ha paboTta Ha Apache 2




KaKk pabotn yeb - CbpBbp
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